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Voice-over Internet Protocol (VoIP) Audit/Assurance Program ISACA® With 95,000 constituents in 160 countries, ISACA (www.isaca.org) is a leading global provider of knowledge, certifications, community, advocacy and education on information systems (IS) assurance and security, enterprise governance and management of IT, and IT-related risk and compliance. Founded in 1969, the nonprofit, independent ISACA hosts international conferences, publishes the ISACA® Journal, and develops international IS auditing and control standards, which help its constituents ensure trust in, and value from, information systems. It also advances and attests IT skills and knowledge through the globally respected Certified Information Systems Auditor ® (CISA®), Certified Information Security Manager® (CISM®), Certified in the Governance of Enterprise IT ® (CGEIT®) and Certified in Risk and Information Systems Control™ (CRISC™) designations. ISACA continually updates COBIT ®, which helps IT professionals and enterprise leaders fulfil their IT governance and management responsibilities, particularly in the areas of assurance, security, risk and control, and deliver value to the business. Disclaimer ISACA has designed and created Voice-over Internet Protocol (VoIP) Audit/Assurance Program (the “Work”) primarily as an informational resource for audit and assurance professionals. ISACA makes no claim that use of any of the Work will assure a successful outcome. The Work should not be considered inclusive of all proper information, procedures and tests or exclusive of other information, procedures and tests that are reasonably directed to obtaining the same results. In determining the propriety of any specific information, procedure or test, audit and assurance professionals should apply their own professional judgment to the specific circumstances presented by the particular systems or IT environment. Reservation of Rights © 2012 ISACA. All rights reserved. No part of this publication may be used, copied, reproduced, modified, distributed, displayed, stored in a retrieval system or transmitted in any form by any means (electronic, mechanical, photocopying, recording or otherwise) without the prior written authorization of ISACA. Reproduction and use of all or portions of this publication are permitted solely for academic, internal and noncommercial use and consulting/advisory engagements and must include full attribution of the material’s source. No other right or permission is granted with respect to this work. ISACA 3701 Algonquin Road, Suite 1010 Rolling Meadows, IL 60008 USA Phone: +1.847.253.1545 Fax: +1.847.253.1443 E-mail: [email protected] Web site: www.isaca.org
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I. Introduction Overview ISACA has developed the IT Assurance FrameworkTM (ITAFTM) as a comprehensive and good-practicesetting model. ITAF provides standards that are designed to be mandatory and are the guiding principles under which the IT audit and assurance profession operates. The guidelines provide information and direction for the practice of IT audit and assurance. The tools and techniques provide methodologies, tools and templates to provide direction in the application of IT audit and assurance processes.



Purpose The audit/assurance program is a tool and template to be used as a road map for the completion of a specific assurance process. ISACA has commissioned audit/assurance programs to be developed for use by IT audit and assurance professionals with the requisite knowledge of the subject matter under review, as described in ITAF section 2200—General Standards. The audit/assurance programs are part of ITAF section 4000—IT Assurance Tools and Techniques.



Control Framework The audit/assurance programs have been developed in alignment with the ISACA COBIT framework— specifically COBIT 4.1—using generally applicable and accepted good practices. They reflect ITAF sections 3400—IT Management Processes, 3600—IT Audit and Assurance Processes, and 3800—IT Audit and Assurance Management.
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Voice-over Internet Protocol (VoIP) Audit/Assurance Program Many organizations have embraced several frameworks at an enterprise level, including the Committee of Sponsoring Organizations of the Treadway Commission (COSO) Internal Control Framework. The importance of the control framework has been enhanced due to regulatory requirements by the US Securities and Exchange Commission (SEC) as directed by the US Sarbanes-Oxley Act of 2002 and similar legislation in other countries. Enterprises seek to integrate control framework elements used by the general audit/assurance team into the IT audit and assurance framework. Since COSO is widely used, it has been selected for inclusion in this audit/assurance program. The reviewer may delete or rename these columns to align with the enterprise’s control framework.



IT Governance, Risk and Control IT governance, risk and control are critical in the performance of any assurance management process. Governance of the process under review will be evaluated as part of the policies and management oversight controls. Risk plays an important role in evaluating what to audit and how management approaches and manages risk. Both issues will be evaluated as steps in the audit/assurance program. Controls are the primary evaluation point in the process. The audit/assurance program will identify the control objectives and the steps to determine control design and effectiveness.



Responsibilities of IT Audit and Assurance Professionals IT audit and assurance professionals are expected to customize this document to the environment in which they are performing an assurance process. This document is to be used as a review tool and starting point. It may be modified by the IT audit and assurance professional; it is not intended to be a checklist or questionnaire. It is assumed that the IT audit and assurance professional has the necessary subject matter expertise required to conduct the work and is supervised by a professional with the CISA designation and/or necessary subject matter expertise to adequately review the work performed.



II. Using This Document This audit/assurance program was developed to assist the audit and assurance professional in designing and executing a review. Details regarding the format and use of the document follow.



Work Program Steps The first column of the program describes the steps to be performed. The numbering scheme used provides built-in work paper numbering for ease of cross-reference to the specific work paper for that section. The physical document was designed in Microsoft ® Word. The IT audit and assurance professional is encouraged to make modifications to this document to reflect the specific environment under review. Step 1 is part of the fact gathering and prefieldwork preparation. Because the prefieldwork is essential to a successful and professional review, the steps have been itemized in this plan. The first level steps, e.g., 1.1, are shown in bold type and provide the reviewer with a scope or high-level explanation of the purpose for the substeps. Beginning in step 2, the steps associated with the work program are itemized. To simplify the use of the program, the audit/assurance objective—the reason for performing the steps in the topic area—is described. The specific controls follow. Each review step is listed below the control. These steps may include assessing the control design by walking through a process, interviewing, observing or otherwise verifying the process and the controls that address that process. In many cases, once the control design has been verified, specific tests need to be performed to provide assurance that the process associated with the control is being followed.
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Voice-over Internet Protocol (VoIP) Audit/Assurance Program The maturity assessment, which is described in more detail later in this document, makes up the last section of the program. The audit/assurance plan wrap-up—those processes associated with the completion and review of work papers, preparation of issues and recommendations, report writing, and report clearing—has been excluded from this document since it is standard for the audit/assurance function and should be identified elsewhere in the enterprise’s standards.



COBIT Cross-reference The COBIT cross-reference provides the audit and assurance professional with the ability to refer to the specific COBIT control objective that supports the audit/assurance step. The COBIT control objective should be identified for each audit/assurance step in the section. Multiple cross-references are not uncommon. Processes at lower levels in the work program are too granular to be cross-referenced to COBIT. The audit/assurance program is organized in a manner to facilitate an evaluation through a structure parallel to the development process. COBIT provides in-depth control objectives and suggested control practices at each level. As professionals review each control, they should refer to COBIT 4.1 or the IT Assurance Guide: Using COBIT for good-practice control guidance.



COSO Components As noted in the introduction, COSO and similar frameworks have become increasingly popular among audit and assurance professionals. This ties the assurance work to the enterprise’s control framework. While the IT audit/assurance function uses COBIT as a framework, operational audit and assurance professionals use the framework established by the enterprise. Since COSO is the most prevalent internal control framework, it has been included in this document and is a bridge to align IT audit/assurance with the rest of the audit/assurance function. Many audit/assurance organizations include the COSO control components within their report and summarize assurance activities to the audit committee of the board of directors. For each control, the audit and assurance professional should indicate the COSO component(s) addressed. It is possible, but generally not necessary, to extend this analysis to the specific audit step level. The original COSO internal control framework contained five components. In 2004, COSO was revised as the Enterprise Risk Management (ERM) Integrated Framework and extended to eight components. The primary difference between the two frameworks is the additional focus on ERM and integration into the business decision model. ERM is in the process of being adopted by large enterprises. The two frameworks are compared in figure 1. Figure 1—Comparison of COSO Internal Control and ERM Integrated Frameworks Internal Control Framework ERM Integrated Framework Control Environment: The control environment sets the tone of an organization, influencing the control consciousness of its people. It is the foundation for all other components of internal control, providing discipline and structure. Control environment factors include the integrity, ethical values, management’s operating style, delegation of authority systems, as well as the processes for managing and developing people in the organization.



Internal Environment: The internal environment encompasses the tone of an organization, and sets the basis for how risk is viewed and addressed by an entity’s people, including risk management philosophy and risk appetite, integrity and ethical values, and the environment in which they operate. Objective Setting: Objectives must exist before management can identify potential events affecting their achievement. Enterprise risk management ensures that management has in place a process to set objectives and that the chosen objectives support and align with the entity’s mission and are consistent with its risk appetite. Event Identification: Internal and external events affecting achievement of an entity’s objectives must be identified, distinguishing between risks and opportunities. Opportunities are channeled back to management’s strategy or objective-setting processes.
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Voice-over Internet Protocol (VoIP) Audit/Assurance Program Figure 1—Comparison of COSO Internal Control and ERM Integrated Frameworks Internal Control Framework ERM Integrated Framework Risk Assessment: Every entity faces a variety of risks from external and internal sources that must be assessed. A precondition to risk assessment is establishment of objectives, and, thus, risk assessment is the identification and analysis of relevant risks to achievement of assigned objectives. Risk assessment is a prerequisite for determining how the risks should be managed.



Control Activities: Control activities are the policies and procedures that help ensure management directives are carried out. They help ensure that necessary actions are taken to address risks to achievement of the entity's objectives. Control activities occur throughout the organization, at all levels and in all functions. They include a range of activities as diverse as approvals, authorizations, verifications, reconciliations, reviews of operating performance, security of assets and segregation of duties. Information and Communication: Information systems play a key role in internal control systems as they produce reports, including operational, financial and compliance-related information that make it possible to run and control the business. In a broader sense, effective communication must ensure information flows down, across and up the organization. Effective communication should also be ensured with external parties, such as customers, suppliers, regulators and shareholders. Monitoring: Internal control systems need to be monitored—a process that assesses the quality of the system’s performance over time. This is accomplished through ongoing monitoring activities or separate evaluations. Internal control deficiencies detected through these monitoring activities should be reported upstream and corrective actions should be taken to ensure continuous improvement of the system.



Risk Assessment: Risks are analyzed, considering the likelihood and impact, as a basis for determining how they could be managed. Risk areas are assessed on an inherent and residual basis.



Risk Response: Management selects risk responses—avoiding, accepting, reducing or sharing risk—developing a set of actions to align risks with the entity’s risk tolerances and risk appetite. Control Activities: Policies and procedures are established and implemented to help ensure the risk responses are effectively carried out.



Information and Communication: Relevant information is identified, captured and communicated in a form and time frame that enable people to carry out their responsibilities. Effective communication also occurs in a broader sense, flowing down, across and up the entity.



Monitoring: The entirety of enterprise risk management is monitored and modifications are made as necessary. Monitoring is accomplished through ongoing management activities, separate evaluations or both.



Information for figure 1 was obtained from the COSO web site, www.coso.org/aboutus.htm.



The original COSO internal control framework addresses the needs of the IT audit and assurance professional: control environment, risk assessment, control activities, information and communication, and monitoring. As such, ISACA has elected to utilize the five-component model for these audit/ assurance programs. As more enterprises implement the ERM model, the additional three columns can be added, if relevant. When completing the COSO component columns, consider the definitions of the components as described in figure 1.



Reference/Hyperlink Good practices require the audit and assurance professional to create a work paper for each line item, which describes the work performed, issues identified and conclusions. The reference/hyperlink is to be used to cross-reference the audit/assurance step to the work paper that supports it. The numbering system of this document provides a ready numbering scheme for the work papers. If desired, a link to the work paper can be pasted into this column.



Issue Cross-reference This column can be used to flag a finding/issue that the IT audit and assurance professional wants to further investigate or establish as a potential finding. The potential findings should be documented in a work paper that indicates the disposition of the findings (formally reported, reported as a memo or verbal finding, or waived).



Comments The comments column can be used to indicate the waiving of a step or other notations. It is not to be used in place of a work paper describing the work performed.
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III. Assurance and Control Framework ISACA IT Assurance Framework and Standards The ITAF sections relevant to VoIP server are 3630 General Controls and 3650 Auditing Applications.



ISACA Controls Framework COBIT is a framework for the governance of IT and supporting tool set that allows managers to bridge the gap among control requirements, technical issues and business risks. COBIT enables clear policy development and good practice for IT control throughout enterprises. As described in the following Executive Summary, VoIP server is an architecture that supports and drives business processes. The primary COBIT processes associated with an implementation of VoIP server are as follows:  PO2 Define the Information Architecture—Defined data classification scheme used to establish content security requirements  PO6 Communicate Management Aims and Direction—Once governance and policies are established communicating same to the users  AI1 Identify Automated Solutions—Business requirements necessary to define and implement business processes  AI3 Acquire and Maintain Technology Infrastructure—Technology architecture required to support the VoIP server environment and ensure alignment with the enterprise architecture  DS5 Ensure Systems Security—Security configuration and processes required to secure the VoIP server contents  DS9 Manage the Configuration—Configuration settings of the various servers which support the infrastructure of VoIP server.  DS11 Manage Data—Data management classification, storage, and retention  ME2 Monitor and Evaluate Internal Control—The decentralized nature of VoIP server installations requires the monitoring of internal control by as a part of the management structure  ME3 Ensure Compliance with External Requirements—Compliance with regulatory and legal entities associated with the VoIP server content  ME4 Provide IT Governance—Decentralized VoIP server environments, managed by users requires policies and processes to assure adherence to internal controls, effective and efficient data management, and accompanying management oversight Refer to ISACA publication COBIT Control Practices: Guidance to Achieve Control Objectives for Successful IT Governance, 2nd Edition, published in 2007, for the related control practice value and risk drivers.



IV. Executive Summary of Audit/Assurance Focus VoIP Voice-over Internet Protocol (Voice-over IP, VoIP) is a generic term for a family of technologies, communication protocols and transmission techniques for delivering two-way voice and multimedia sessions over Internet Protocol (IP) networks. Like IP data, VoIP is packet-based; the analog voice signals emanating from a telephone call are digitized (into binary ones and zeros), then encoded and transmitted as IP “packets” over a packet-switched network. On the receiving side, a similar set of steps occurs in reverse order to convert the IP packets back into voice, text or video.
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Voice-over Internet Protocol (VoIP) Audit/Assurance Program Common terms related to VoIP are Internet Telephony, IP Telephony, Broadband Telephony and Voiceover Broadband. These terms each refer to how VoIP is being used and should be considered as referring to VoIP technologies, rather than being synonymous with VoIP. Traditional analog circuit-based telephony, the public switched telephone network (PSTN), is owned and operated by the traditional local and international carriers, referred to as “telecoms.” The legacy PSTN is based on circuit-switched Time Division Multiplexed (TDM) connections, also known as Plain Old Telephone Service (POTS). VoIP provides an effective channel for voice and multimedia communications at lower cost and with greater flexibility. VoIP has become an important component of modern corporate communications, and many enterprises depend entirely on it for voice and multimedia. As with most new technologies, there are both security opportunities and risk with VoIP. The risk includes improper or inadequate installation, commingling of voice and data on the same circuits, quality of service (QoS) and the likelihood of hacking attacks on VoIP networks. The opportunities include leveraging existing information security infrastructures to protect VoIP packet streams (e.g., firewalls) and the use of encryption to protect the confidentiality of voice and multimedia communications. VoIP systems include traditional phone handsets, conferencing units and mobile devices, as well as other components such as call processors, gateways, routers, firewalls and various VoIP protocols. Due to the high-performance demands of VoIP—especially voice and video—standard network hardware and software are typically supplemented with special VoIP components. A major advantage of wireless VoIP is that IP phones that work on Wi-Fi networks can be used in place of cell phones, in many cases. Public 802.11 hotspots are often free or available at a low daily cost to the end user. When connecting to a Wi-Fi network for web and e-mail access, there is no additional cost to make VoIP calls other than the cost of the users’ VoIP service. VoIP service usually costs far less than cell phone service and may offer free unlimited international calling, something end users do not get with most cellular plans. Several different protocols are used to provide VoIP services. 1



Business Impact and Risk Use of VoIP has become a primary component of enterprise electronic communications. As such, it is the conduit for all multimedia electronic communications, including voice, short message service (SMS) texts 1



VoIP protocols include, but are not limited to:  ITU-T Recommendation H.323 supports interoperability across IP-based networks among differing vendor implementations of telephony and multimedia hardware.  Session Initiation Protocol (SIP)—IETF RFC 3261—is an application layer protocol with a message flow similar to the ubiquitous HTTP; it uses a familiar username@domainname format. SIP works with other standard IP protocols such as user datagram protocol (UDP) and Secure Sockets Layer/Transport Layer Security (SSL/TLS) ()  Media Gateway Control Protocol (MGCP)—IETF RFC 3435  Skype (proprietary) SIP is the most widely used protocol; products that support instant messaging (IM) include an extension of SIP called SIP for Instant Messaging and Presence Leveraging Extensions (SIMPLE), an open standard to manage the messages and identify whether speciﬁc users are online.
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Voice-over Internet Protocol (VoIP) Audit/Assurance Program and video. Failure to deliver consistent QoS requirements (dropped calls, indistinct or garbled video, etc.) has an obvious negative impact on daily operations across the enterprise, from offices to the shop floor to executive suites. Since VoIP uses the IP protocol, it is vulnerable to the usual attacks by hackers, malware, etc. In addition, failure to enforce adequate separation between voice and data circuits implies that if either one were to be compromised, the enterprise would be exposed to the partial or complete loss of both critical functions. Unlike the PSTN, which uses 100 percent of allocated bandwidth (usually 64 Kbits/sec), VoIP connections are routed by the underlying IP network using the best means possible at that particular moment. It is possible, therefore, to experience lower QoS due to VoIP network congestion. Thus, the quality of the call will be a function of the quality of the underlying network. For example, VoIP calls made over a low-bandwidth, consumer grade, “Best Efforts” Internet connection will be of poorer quality than those made over an enterprise's high-speed (e.g., T1 class or above) local area network (LAN) or wide area network (WAN). The dependence on VoIP communications implies a direct or indirect impact on:  Communications, both within the enterprise and with the external world  Ongoing business operations  Customer relations  Help desk and technical support  Contractual issues  Legal and compliance issues (e.g., risk of transmitting sensitive personal identifiable information (PII) in VoIP SMS messages or chat sessions, in breach of the US Health Insurance Portability and Accountability Act (HIPAA) or Payment Card Industry (PCI) requirements) Voice and multimedia communications typically contain or relate to business-critical information, including, but not limited to:  Intellectual property (e.g., patents, copyrighted material)  Sensitive corporate material, including data relating to financials, marketing and strategic planning, sensitive personnel information, sales and marketing, and daily business operations  Communications with third parties, such as customers, government authorities, external legal counsel, joint venture partners, stockholders, stockbrokers and external auditors  Audit work papers  Issue monitoring  Internal control documentation and testing Failure to design and manage effective VoIP controls could result in:  Destruction or loss of enterprise data due to penetration from unprotected VoIP networks  Disclosure of sensitive information sent unencrypted across public networks  Disclosure of sensitive information or related bad publicity, leading to reputational risk and loss of confidence by stakeholders, business partners, investors and customers  Loss or theft of trade secrets and digital assets  Theft of computing assets  Loss of productivity due to unavailability of critical electronic assets, such as e-mail, voice communications and instant messaging  Fines and penalties, due to noncompliance or use of corporate VoIP networks for undesirable activities such as harassment, undesirable content and industrial espionage
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Security breaches due to malware carried by instant messaging Loss of sales due to inability of customers to reach sales personnel Brand damage and loss of competitive advantage Lawsuits by aggrieved third parties if hackers succeed in using compromised VoIP servers to attack other sites Inability to comply with legal discovery demands Inability to restore voice or multimedia communication within a reasonable time frame Officer liability



Objective and Scope A typical VoIP network comprises a complex series of cooperating protocols, networks (wireless and wired), servers, security architectures, special services (such as E-911), backup and recovery systems, and interfaces to the PSTN. During the audit planning process, the auditor must determine the scope of the audit. Depending on the specific implementation, this may include:  Evaluation of governance, policies and oversight relating to VoIP  Data classification policies and management  The appropriate VoIP business case, actual deployment or upgrade processes, strategy and implementation controls  Technical architecture(s), including security systems, multiple platforms (different vendors which supply and/or support VoIP), interfaces with data networks, backup and recovery, data retention and destruction policy, and technology  Assessments of IT infrastructure and personnel to support the VoIP architecture(s)  Baseline configurations of deployed hardware and software  Issues related to decentralized VoIP servers, such as differing security standards  Issues related to failover clustering, where appropriate Security considerations for the PSTN or dial-up are outside the scope of this document.



Minimum Audit Skills Voice-over Internet Protocol (VoIP) is usually a complex architecture and set of protocols which require appropriate technical expertise and understanding, as well as the ability to evaluate the content vulnerabilities. The audit and assurance professional should have the requisite knowledge of VoIP architectures, protocols, risk and controls.



Feedback Visit www.isaca.org/VoIP-AP and use the feedback function to provide your comments and suggestions on this document. Your feedback is a very important element in the development of ISACA guidance for its constituents and is greatly appreciated.
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V. Audit/Assurance Program



Monitoring



CommunicationInformation and



Control Activities



AssessmentRisk



COBIT Crossreference



Audit/Assurance Program Step



Control Environment



COSO Reference Issue HyperCross- Comments link reference



1. PLANNING AND SCOPING THE AUDIT 1.1 Define the audit/assurance objectives. The audit/assurance objectives are high-level and describe the overall audit goals. 1.1.1 Review the audit/assurance objectives in the introduction to this audit/assurance program. 1.1.2 Modify the audit/assurance objectives to align with the audit/assurance universe, annual plan and charter. 1.2 Define audit assignment success. The success factors need to be identified. Communication among the IT audit/assurance team, other assurance teams and the enterprise is essential. 1.2.1 Identify the drivers for a successful review. (This should exist in the assurance function’s standards and procedures.) 1.2.2 Communicate success attributes to the process owner or stakeholder, and obtain agreement. 1.3 Define the boundaries of the review. The review must have a defined scope. Understand the functions and application requirements for the VoIP servers within the scope. 1.3.1 Obtain a list of VoIP servers and, for each, the relevant manufacturer, supplier and software versions. 1.3.2 Identify the criteria for selecting VoIP servers for inclusion or exclusion in the current audit/review.
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1.4 Identify and document audit risk. The risk assessment is necessary to evaluate where audit resources should be focused. In most enterprises, audit resources are not available for all processes. The risk-based approach assures utilization of audit resources in the most effective manner. 1.4.1 Identify the business risk associated with the use of VoIP under consideration for audit/review. 1.4.2 Based on the risk assessment, evaluate the overall audit risk factor for performing the audit/review. 1.4.3 Based on the risk assessment, identify changes to the scope. 1.4.4 Discuss the risk with IT management and adjust the risk assessment. 1.4.5 Based on the risk assessment, revise the scope. 1.5 Define the audit change process. The initial audit approach is based on the reviewer’s understanding of the operating environment and associated risk. As further research and analysis are performed, changes to the scope and approach may result. 1.5.1 Identify the senior IT assurance and business resources responsible for the review. 1.5.2 Establish the process for suggesting and implementing changes to the audit/assurance program and the authorizations required. 1.6 Define the audit/assurance resources required. The resources required are defined in the introduction to this audit/assurance program. 1.6.1 Determine the audit/assurance skills necessary for the review. 1.6.2 Estimate the total audit/assurance resources (hours) and time frame (start and end dates) required for the review.
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1.7 Define deliverables. The deliverables are not limited to the final report. Communication between the audit/assurance teams and the process owner is essential to assignment success. 1.7.1 Determine the interim deliverables, including initial findings, status reports, draft reports, due dates for responses or meetings, and the final report. 1.8 Communicate the audit/assurance process clearly to the customer/client. 1.8.1 Conduct an opening conference to discuss:  Objectives with the stakeholders  Relevant documents (e.g., policies, processes, management communications, minutes of meetings, deployment documentation) required to perform the audit/review  Scope, scope limitations (audit boundaries), budgets, due dates, time lines, milestones and deliverables  Available information security resources required to assist with the audit/review 2. PREPARATORY STEPS 2.1 Obtain and review the current organizational charts relating to VoIP communications. 2.1.1 Obtain the organizational chart for senior management overseeing VoIP communications. 2.1.2 Obtain the organizational chart for the IT infrastructure supporting and interfacing with VoIP. 2.1.3 Obtain the organizational chart for VoIP configuration and user maintenance. 2.2 Obtain the job descriptions of personnel responsible for the VoIP infrastructure, configuration and user administration. 2.3 Determine if previous VoIP infrastructure audits/reviews have been performed. 2.3.1 If prior audits/reviews have been performed, obtain the relevant work papers. © 2012 ISACA.
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2.3.1.1 Review the current security configuration documentation, as well as relevant functional and administrative control, to determine if previously identified issues have been addressed. 2.3.1.2 Determine if the specific VoIP servers or networks under consideration for inclusion in the scope of this audit/review were included in the prior audit/review. 2.3.1.3 Review any penetration testing and vulnerability assessment that was performed. 2.4 Select the VoIP servers or networks to be included in the audit/review. 2.4.1 Obtain a list VoIP networks and servers. VoIP media servers may include any of the following:  Media gateway, for protocol translation typically PSTN to/from local protocols  H.323 gatekeeper which provides address translation (alias to IP address)  Firewalls and application-layer gateways for address filtering and security  Interactive voice response (IVR) server 2  Signaling media server (media gateway controller) to handle call control  Automated call distribution (ACD) for receiving and distributing calls in a contact center  Conferencing media server for voice and video conferencing  Text-to-speech (TTS) server—converts text e-mail to speech  Automated voice-to-e-mail response system  Voice or video applications server  Streaming content server  Fax-on-demand server



2



Potentially running VoiceXML or MRCP. © 2012 ISACA.
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2.4.2 Determine the business units associated with each VoIP network or server. Select the networks for inclusion in a sample of the population. Include in the sample high-profile networks/servers, processes requiring intensive resources (such as dedicated to video conferencing) or IVR. 2.5Obtain Server Documents For the servers to be included in scope, obtain the following documents from each server:  Server documents: configuration, software versions, hardware, VoIP protocols deployed, etc.  Security documents  Policies documents  List of administrators with access  VoIP network diagram 3. GOVERNANCE 3.1 Business Case Audit/Assurance Objective: The initial VoIP server infrastructure and VoIP applications are supported by a documented business case describing the return on investment and other direct and indirect benefits. VoIP Business Case Requirements Control: A business case to support the deployment of VoIP is fully documented and describes the benefits to be realized.



PO1.2 PO2.1 AI1.3 AI3.1 DS11.1



X



X



X



3.1.1.1 Obtain a copy of the business case document supporting the deployment of VoIP in the enterprise to replace earlier (analog) technology. 3.1.1.2 Determine that business case document adequately describes the benefits to be realized from deploying VoIP in place of analog technology and is appropriately authorized. 3.1.1.3 Determine that, subsequent to deployment, the projected benefits were achieved or exceeded. © 2012 ISACA.
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3.1.1.4 Determined whether the conversion to VoIP was included in any shortterm or long-term strategic IT plan. 3.2 VoIP Policies Guiding Principles Audit/Assurance Objective: VoIP deployment adheres to enterprise objectives or guiding principles. VoIP Guiding Principles Document Control: A guiding principles document has been established and addresses key issues of VoIP design, deployment and operations.



PO1.4 PO6 AI1.1 AI1.4 ME4



X



X



3.2.1.1 Determine if a guiding principles or similarly named document exists which outlines the specific design objectives for a VoIP architecture or infrastructure. 3.2.1.2 Obtain a copy of the guiding principles document. 3.2.1.3 Determine whether the guiding principles address general enterprise policies relating to confidentiality and privacy, data integrity, and availability, as well as copyright, records retention and overall security. 3.2.1.4 By reference to formal documentation (minutes of meetings, progress reports, etc.), determine whether the guiding principles were enforced during the acquisition of VoIP technology and deployment. 3.2.1.5 Site Design: Verify that the guiding principles require that VoIP architects:  Use a consistent design  Approve changes based on demonstrated need  Have a designated owner for each network 3.2.1.6 Architecture Documentation: Verify that documentation is: © 2012 ISACA.
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 Stored in a location and format that prevents unauthorized changes  Is updated regularly as changes occur  Is accessible to authorized personnel Policies and Standards Audit/Assurance Objective: Policies and standards adhere to enterprise policies and standards. VoIP Policies and Standards Control: VoIP policies are defined, documented, and distributed to VoIP administrators, architects and relevant users. 3.2.1.7 Determine if a VoIP policies and standards document exists.



PO6.4 PO6.5



X



3.2.1.8 Obtain the VoIP policies and standards document, and review it as noted in the following steps. 3.2.1.9 Determine that VoIP policies and standards are reviewed at least annually and updated as required. 3.2.1.10 Review the VoIP policies and standards document, and review it as noted in the following steps. 3.2.1.11 Architecture standards include the points indicated in the following steps. 3.2.1.12 All VoIP phones must be on a virtual LAN (VLAN) separate from any data VLAN and must use RFC 1918 nonroutable addresses.3 3.2.1.13 Voice LANs and VLANs must be firewalled off from any data VLANs/LANs.



3



Most VoIP phones have a built-in switch that supports the 802.1p/q VLAN standard, making it possible to establish VLANs between the desktop and the nearest wiring closet. See schematic diagram in Appendix 2. © 2012 ISACA.
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3.2.1.14 Appropriate mechanisms, such as access control lists (ACLs), are required to prevent any communication across VLANs. 3.2.1.15 Review the ACLs to ensure they provide the appropriate isolation between VoIP VLAN and data/other VLANs. 3.2.1.16 Connections from VoIP components to the Internet are expressly forbidden. 3.2.1.17 In the case of any exceptions to the above policy, determine that the risk has been documented and appropriate countermeasures implemented (e.g., additional VoIP-aware firewalls). 3.2.1.18 If telecommuters are permitted to access the VoIP PBX over the Internet, they must enter via an encrypted VPN tunnel with strong user authentication. 3.2.1.19 An intrusion detection system (IDS) or intrusion prevention system (IPS) is deployed to protect against external Denial of Service (DoS) attacks. 3.2.1.20 VoIP-enabled phones must authenticate when connecting to the PBX by a challenge-response process. 3.2.1.21 In a high-security environment, VoIP phones must be encrypted to deter internal attacks (e.g., where a “rogue” PC is connected to a VoIP network to intercept voice packets.)4



4



In a situation in which encryption is not being used, the VoIP VLAN should prevent sniffing of the VoIP traffic by preventing a laptop from being connected to the VoIP network. Thus, in general, unauthorized devices such as laptops with softphones or other VoIP phones (from some other manufacturer) should be prevented from successfully connecting on to the VoIP VLAN. © 2012 ISACA.
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3.2.1.22 If encryption is deployed, it must be enforced to/from all phones and between the gateway and the external PSTN. 3.2.1.23 If encryption is deployed, an industry-standard encryption algorithm such as AES or 3DES, is required. No proprietary algorithms, vendorsupplied or otherwise should ever be used, due to their unknown effectiveness. 3.2.1.24 If wireless connectivity is deployed (i.e., to/from cell phones), a strong encryption protocol, such as WPA2, is used, not WEP or other weak encryption. 3.2.1.25 In a regulated environment, Skype is not permitted due to the ease of user impersonation and lack of HTTPS (encryption) protection. 3.2.1.26 Where feasible, the option of MAC-binding should be implemented to ensure no unauthorized devices connect to the VoIP VLAN. 3.2.1.27 Operations 3.2.1.28 Verify that all VoIP-related administrative passwords (and encryption/decryption keys, where appropriate) have been changed from the manufacturer’s default values. 3.2.1.29 Verify that administrative passwords and encryption/decryption keys are known only to a restricted list of trusted personnel. 3.2.1.30 Determine that emergency copies of all administrative passwords and encryption/decryption keys are kept in a secure location with restricted access. © 2012 ISACA.
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3.2.1.31 Determine that VoIP policies and standards are reviewed at least annually and updated as required. 3.2.1.32 VoIP Content 3.2.1.33 Instant message (IM) and chat content are subject to review according to enterprise data classification and acceptable use policies. 3.2.1.34 IM and chat data are retained according to enterprise retention policies, with provisions for a more stringent policy based on data classification, data content or user group (e.g., C-suite executives). 3.2.1.35 Deployment Policies 3.2.1.36 VoIP deployments follow a prescribed project framework, e.g., the IT Infrastructure Library (ITIL). 3.2.1.37 If this is a new deployment of VoIP or a recent upgrade from an earlier version of VoIP, documented industry-standard good practices were followed. 3.2.1.38 The deployment process includes formal security and control requirements, including secure architecture, network security, patching, incident and incidenttrigger definition, compliance, e-discovery, and encryption.5 3.2.1.39 Security requirements are defined according to enterprise security policies, separation of duties, approval policies, compliance, disaster recovery, incident management, etc. 5



Note that the Communications Assistance for Law Enforcement Act (CALEA), 1994, requires VoIP systems to be capable of lawful intercept. © 2012 ISACA.
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3.2.1.40 The deployment process includes appropriate expected performance metrics to quantify hardware needed, at present and in the future. 3.2.1.41 VoIP operations staff conducts appropriate and regular capacity planning to determine anticipated future processing capacity to meet expected business needs. 3.2.1.42 Specific Organizational Unit Policies 3.2.1.43 Specific organizational units may alter policies to require more stringent security and design guidelines. More relaxed policies not in compliance with data classification standards and guidelines must be approved by information security management and the business data owner. 3.2.1.44 Gain documentary evidence of any such recent approval(s). 3.2.1.45 Audit Policies 3.2.1.46 Audit policies are aligned with enterprise audit policies based on data classification. 3.2.1.47 Audit policies include monitoring of access to VoIP servers by administrators and other privileged users. Roles and Responsibilities Audit/Assurance Objective: Policies and standards address the roles and responsibilities for implementing and maintaining VoIP server installations including the underlying technology stack that supports VoIP server. Roles and Responsibilities Description Control: A VoIP server policies and roles document describes the specific © 2012 ISACA.



All rights reserved.



PO4.6 PO7



X



X



Page 22



Voice-over Internet Protocol (VoIP) Audit/Assurance Program



Monitoring



CommunicationInformation and



Control Activities



AssessmentRisk



COBIT Crossreference



Audit/Assurance Program Step



Control Environment



COSO Reference Issue HyperCross- Comments link reference



responsibilities of key job functions. 3.2.1.48 Determine if a VoIP Server roles and responsibilities document exists. 3.2.1.49 If a VoIP server roles and responsibilities document exists, evaluate the appropriateness of the descriptions for the following roles:       



Executive sponsor (applications) Governance board or steering committee (applications) Technology administrator Technology support team VoIP administrator Network architect Organizational unit administrator



3.2.1.50 Review the roles against the following responsibilities to assure these responsibilities are assigned to a job function and to specific individuals:      



© 2012 ISACA.



Management of the technical infrastructure, including server, networks, database management, mailbox management, etc. Management of the VoIP server infrastructure Applications management Access controls, i.e., user provisioning Performance evaluation Business continuity and disaster recovery
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3.3 Monitoring Monitoring Audit/Assurance Objective: VoIP server implementations and applications are subject to regular monitoring and reporting, based on criticality and sensitivity of data, and adherence to management oversight requirements. Management Oversight of VoIP Server Deployments and Operations Control: VoIP server implementations follow the enterprise project management system, and where practical, the project management and systems development life cycle. 3.3.1.1 Prepare a sample of recent VoIP server deployments (upgrades or new deployments.)



PO10 ME1



X



X



PO10 DS8 ME1 ME2 ME4



X



X



3.3.1.2 Select high-risk or high-profile VoIP server implementations. 3.3.1.3 Obtain project documentation. 3.3.1.4 Determine if the monitoring of the VoIP server project was/is in alignment with enterprise standards. 3.3.1.5 Determine if VoIP server operations are monitored in a manner consistent with other operational processes. Issue Monitoring Control: VoIP server implementation and operations are subject to issue monitoring and escalation to appropriate managers in the IT and business units.



X



X



3.3.1.6 Obtain issue monitoring reports. 3.3.1.7 Evaluate the issue monitoring function for effectiveness, completeness, and appropriate and timely escalations.



© 2012 ISACA.
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4. SERVER CONFIGURATION 4.1 Virtualization Audit/Assurance Objective: VoIP servers running in a virtualized environment are fully segregated from other servers running on the same physical hardware. Virtualization Segregation Control: VoIP servers are segregated from other servers in the virtualization pool.



PO2.1 DS5.1 DS9



X



DS9



X



Obtain the server virtualization specifications and architecture documentation. Determine that controls within the virtualization configuration assure complete segregation of VoIP server processes and access rights from other environments. If a virtualization audit has been performed, review the findings and issue monitoring for identified control concerns and remediation plans. If no recent virtualization audit has been performed and the VoIP servers operate in a virtualized environment, consider postponing the VoIP server audit until a virtualization audit can be performed. Refer to the ISACA VMware Server Virtualization Audit/Assurance Program, as needed. 4.2 Operating System Hardening Audit/Assurance Objective: Operating systems of the host servers are hardened according to best practices. Operating Systems Are Configured for Security Control: Operating systems are configured for maximum security. 4.2.1.1 Establish whether a recent operating system audit/review was completed for the relevant operating system.   © 2012 ISACA.



If so, obtain a copy of the report and ensure all issues were appropriately remediated. If not, consider conducting an audit/review of the underlying All rights reserved.
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operating system security and controls. Refer to the appropriate ISACA Operating System Audit/Assurance Program, as needed. 4.2.1.2 Review if the organization has any operating system configuration baseline for VoIP servers. 4.2.1.3 Verify that VoIP servers—virtual and real—are dedicated to VoIP processes only. 4.2.1.4 Verify that nonessential services or daemons are not operating on the servers. 4.2.1.5 Verify that only ports necessary for VoIP are open in the server firewall. 4.2.1.6 Verify that firewalls protecting VoIP VLANs and servers are configured to deter most common VoIP attack scenarios. The following is a nonexhaustive list of such attacks:         



© 2012 ISACA.



DoS and Distributed Denial of Service (DDoS) attacks QoS Modification Attack VoIP Packet Injection DoS Against Supplementary Services (e.g., dynamic host configuration protocol [DHCP] or domain name system [DNS]) Wireless DoS “Packet of Death” DoS—essentially a flood of random transmission control protocol (TCP), UDP, or Internet control message protocol (ICMP) packets designed to crash VoIP servers IP Phone Flood DoS—a large volume of call data is sent to a single VoIP endpoint in an attempt to exhaust its central processing unit (CPU), bandwidth, TCP sessions, etc. DNS Poisoning Toll Fraud—use of VoIP servers to place unauthorized toll calls over the PSTN
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4.3 VoIP Specific Policies Security Settings Are Established Using Policies Audit/Assurance Objective: Security settings for users are established and enforced through policies assigned to the organizational units and directory root. Security Policy Settings Are Established Using Policy Documents Control: Security policy is established for users using the policy document and is assigned to the organizational unit, and, where necessary to an individual. 4.3.1.1 Obtain the policies document for each server in scope.



PO2.3 DS5.3 DS5.4 DS9



X



DS5.3 DS5.4 DS9



X



4.3.1.2 Determine if policies have been established within the directory hierarchy. 4.3.1.3 Determine if explicitly assigned policies create an exposure for unauthorized access. Password Policies Audit/Assurance Objective: Password policies adequately protect the users and the privacy of e-mails and applications. 4.3.1.4 Password Policies Protect the Identity and Access to E-mails Control: VoIP password/personal identification number (PIN) policies are in alignment with enterprise identity management policies and practices. 4.3.1.5 Determine that all users are required to set up a private password to access their voice mails. 4.3.1.6 For a sample of VoIP phones, determine that voice mail cannot be accessed without a password/PIN and that default passwords/PINs (e.g., 0000, 1234) have been changed. 4.3.1.7 Verify that firewall rule bases block any access by regular (data) users to the VoIP VLAN from their workstations. Password/PIN Policies Protect the VoIP Phone’s Configuration Control: A PIN is required to access configuration information on each © 2012 ISACA.
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individual VoIP handset/phone. 4.3.1.8 Determine that a 4-digit or longer PIN is assigned to each VoIP handset/phone to access the device’s configuration menu. Application Access Controls Audit/Assurance Objective: Applications (e.g., call center, customer self-service) utilizing the VoIP infrastructure have appropriate access security in alignment with data classification and user account policies. 4.3.1.9 Access Control Maintenance Control: Access controls are maintained for provisioning, deprovisioning and transfer procedures. 4.3.1.10 Obtain the provisioning, transfer and termination procedures. 4.3.1.11 Evaluate the procedures for design effectiveness.



DS5.3 DS5.4



X



4.3.1.12 Select a sample of new users, terminated users and transferees. Verify that access control to a sample set of users is in compliance with the access control maintenance procedures. Physical Security Controls Audit/Assurance Objective: VoIP PBX servers have adequate physical protection against unauthorized tampering. Physical Access to VLAN Hardware is Restricted Control: Access to sensitive devices, such as VLAN switches, is restricted to a small number of trusted individuals on a strict “need to know” basis. 4.3.1.13 Select a sample of VLAN switches and other hardware and determine that they are all in locked cabinets or rooms to which access is limited to a small number of trusted engineers. 4.3.1.14 Determine that appropriate electronic access controls, such as magnetic badge readers, smart card readers, biometric scanners (fingerprint, hand geometry, iris, facial geometry, etc.), are in place to restrict such access. © 2012 ISACA.
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Details of the Deployed VoIP System Are Restricted Audit/Assurance Objective: Information about which VoIP hardware and software are deployed is restricted for internal use only. Limitations on VoIP Deployment Control: Specific details about the deployed VoIP hardware and software (such as manufacturer, supplier, model, version number, etc.) are restricted to internal employees on a “need to know” basis. 4.3.1.15 Determine that the above sensitive information (which could be used by intruders to plan attacks on the VoIP networks) are NOT displayed on open external or internal web sites. 4.3.1.16 Determine that access to technical documentation relevant to the deployed VoIP network(s) is restricted to a small group of trusted individuals, on a “need to know” basis. 4.3.1.17 Determine that and all such information is classified as “Confidential, Internal Use Only” or similar. 4.4 VoIP Server Configuration Administrators Access Audit/Assurance Objective: Administrators are limited in their ability to access and modify server configurations. 4.4.1.1 Administrator Access is Defined Control: VoIP Administrators are defined and documented by access level. 4.4.1.2 Obtain the administrator access assignments.



DS5.3



X



4.4.1.3 Determine that the administrator access rights have been created in a granular manor consistent with the enterprise security policies. 4.4.1.4 Determine that the access assignments define the following VoIP © 2012 ISACA.
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administrator access rights:      



Full access administrators Administrators (specific server) Database administrators Remote PBX administrators View-only administrators System administrator



Unauthorized Users Cannot Assume Administrator Privileges Control: Only administrators have access to the privileged administrator functions. 4.4.1.5 Obtain access and identify profiles, and verify that only authorized administrators have access to VoIP server and administration functions.



DS9



X



DS5.7 DS5.8



X



4.4.1.6 Determine that, if groups are used, the members of the VoIP administrative groups are appropriate based on job title. 4.4.1.7 Determine if users or members of groups associated with the administrator functions should no longer have access due to termination, job transfer or job redefinition. Digital Certificate Management Audit/Assurance Objective: X.509 digital certificates used to drive server authentication with SSL/TLS, are adequately managed and corresponding private keys protected. 4.4.1.8 SSL/TLS Digital Certificates are Adequately Tracked and Managed Control: An electronic or digital log of all deployed X.509 digital certificates (digital identities) is maintained and updated. 4.4.1.9 Determine that a suitable tracking log or index is maintained of all deployed digital certificates, showing at least the following information: © 2012 ISACA.
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Certificate ID, supplier Expiration date Date revoked (if applicable) Private key (a long string of hexadecimal digits) Relevant server ID Password to unlock the certificate in the operating system certificate store 4.4.1.10 Determine that access to the above log or index is restricted to a small list of trusted, senior personnel. Server Access Audit/Assurance Objective: Server access is limited as required to perform job function. Server Access Restrictions Control: Access to VoIP servers is defined by job function. 4.4.1.11 Determine if VoIP server access is defined by job function.



DS5.4



X



DS5.7 DS5.8



X



4.4.1.12 For the sample set of VoIP servers, determine who can access the servers by reviewing relevant documentation. 4.4.1.13 Evaluate if these access settings are appropriate and consistent with enterprise security policy. Limit Port Access to VoIP Servers Audit/Assurance Objective: Network configuration is set to provide maximum security. VoIP Is Configured for Secure External Access Control: Access to VoIP requires an encrypted VPN tunnel. 4.4.1.14 Using the sample of VoIP server documents, determine the following:  Either an encrypted VPN tunnel or SSL/TLS is required to gain access to any VoIP server in use © 2012 ISACA.
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Only industry-standard encryption is allowed (AES or 3DES) Strong authentication is required for all external users



4.5 VoIP Messaging Configuration Internet Access Is Highly Restricted Audit/Assurance Objective: Access to and from the Internet is restricted to administrators. Access to the Internet From Any VoIP Device Is Forbidden Control: No Internet-enabled workstations are permitted to connect to any voice VLAN. 4.5.1.1 Review VoIP architecture documentation to determine whether any workstations (PCs, laptops, notepads, netbooks or tablets) can access the data network.



DS9



X



DS11.2



X



4.5.1.2 From an internal workstation, attempt to connect to the IP address of one or more VoIP servers. (This should be unsuccessful in all cases.) 4.5.1.3 Determine if antivirus and other anti-malware protection software is required to protect VoIP servers. 4.5.1.4 For each server, determine that the required software packages by vendor and version/revision level are installed, updated and monitored. 4.6 Messaging Compliance Audit/Assurance Objective: VoIP is appropriately configured to comply with relevant regulatory, legal, industry and enterprise internal requirements. Message Retention is Appropriate for the Needs of the Enterprise Control: Text messages (IM and Chat) are retained for the appropriate time span to comply with the most restrictive requirement. 4.6.1.1 Verify that written enterprise policy specifically and clearly defines the retention period for all electronic messaging and that this time period © 2012 ISACA.
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equals or exceeds that for the most restrictive relevant compliance requirement. 4.6.1.2 Verify that VoIP server operations management is fully aware of the message retention and electronic discovery policies. 4.6.1.3 Consider legal advice as to whether the retention policies also apply to video content. Policies Are in Place to Effect a Legal Hold Control: A legal hold policy is documented, up to date, and conveyed to VoIP server operations management. 4.6.1.4 Obtain a copy of the legal hold policy and determine whether it has been communicated to, and understood by, VoIP server operations management. 4.6.1.5 By query and observation, determine whether VoIP server operations management has the necessary tools and expertise to perform ediscovery searches across multiple text mailboxes. 4.7 Auditing And Logging Audit/Assurance Objective: VoIP server is configured to log access to critical process functions. Auditing is Enabled Control: The VoIP server logging is maintained and reviewed—either operating system logs or VoIP server logs or both. 4.7.1.1 Determine if an auditing policy has been established to require logging of administrative processes. 4.7.1.2 If a policy exists, determine if it has been enabled for all VoIP server sites. 4.7.1.3 Determine if reports on the review of logs are created and reviewed by a manager. 4.7.1.4 Assess who has edit access to VoIP logs. © 2012 ISACA.
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5. NETWORK 5.1 Network Design Audit/Assurance Objective: The network utilized by the VoIP server environment is protected from unauthorized access and intrusion opportunities are minimized. Server Network Location Control: Servers which host VoIP server are located in a suitably protected subnet and VLAN. 5.1.1.1 Obtain a network schematic for the VoIP servers within the audit scope.



DS5.12



X



DS5.9



X



5.1.1.2 Determine if the VoIP server network segments are adequately secured, i.e., not directly accessible from the Internet, behind the appropriate firewall(s), and within the scope of deployed IDSs/IPSs. 5.1.1.3 Determine that firewalls in front of VoIP VLANs are VoIP-aware (i.e., they “understand” the deployed VoIP protocols [SIP or H.323]) and that the appropriate ports are open in the firewall, depending on the specific VoIP hardware. 5.2 Network Protection Audit/Assurance Objective: The VoIP networks and VLANs are included in security monitoring and vulnerability assessment. Inclusion in Network Assessments and Penetration Tests Control: VoIP and IP PBX servers are included in all network security assessments and penetration tests. 5.2.1.1 Review documentation relating to recent vulnerability assessments and penetration tests (by internal or external testers) and determine that all VoIP servers and VLANs were included in the scope of such tests.



X



5.2.1.2 Determine whether all vulnerabilities relating to VoIP networks and VLANs were appropriately remediated in a timely fashion.
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6. CONTINGENCY PLANNING 6.1 Contingency Planning Audit/Assurance Objective: Essential VoIP server services are included in the IT Contingency Plan/Business Continuity Plan. Contingency Business Impact Analysis (BIA) Control: VoIP server applications are included in the business unit's BIA. 6.1.1.1 Obtain the BIA for the business units operating VoIP servers.



DS4



X



DS4



X



DS11.2 DS11.5



X



6.1.1.2 Determine if the BIA considers the VoIP servers in its continuity analysis. Contingency Plan for VoIP Server Applications Control: VoIP server applications are included in the contingency plan based on its high-risk profile. 6.1.1.3 Obtain the BIA. 6.1.1.4 Determine if the VoIP server applications are appropriately identified in the restoration order. 6.1.1.5 For those servers that are rated at high impact, determine that the continuity plan includes interim processing and restoration plans. 6.2 Backup and Recovery Audit/Assurance Objective: The VoIP server backup and recovery schedule is appropriate to protect the enterprise’s investment in a reliable voice, text and video messaging service. Backup and Recovery Controls: A backup and recovery process is documented and addresses contingency needs. 6.2.1.1 Obtain and review a copy of the enterprise disaster recovery plan (DRP) and determine whether service levels have been taken into account, © 2012 ISACA.
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namely all of the following: 



Service level agreements (SLAs), which define how long VoIP can be down before service has to be restored (likely very short)  Recovery point objectives (RPOs), which determine how much data can be lost, measured in minutes  Recovery time objectives (RTOs), which determine the maximum time allowed for recovering each service, measured in minutes 6.2.1.2 Obtain and review a copy of the last recovery test and determine whether all of the above were tested and whether all deficiencies in the tested recovery process have been fully remediated. 6.2.1.3 Determine whether backup copies of the VoIP server databases and software are:     
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Maintained in a secure offsite facility Backup tapes or disks are encrypted before leaving the premises Access to offsite backup copies is restricted to a small number of trusted employees Backup copies are carried to the offsite storage by a third party in a secure fashion (e.g., armored vehicles, armed guards) Maintained at a vault utility service
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VI. Maturity Assessment The maturity assessment is an opportunity for the reviewer to assess the maturity of the processes reviewed. Based on the results of the audit/assurance review and the reviewer’s observations, assign a maturity level to each of the following COBIT control objectives. Assessed Target Maturity Maturity



COBIT Control Objective



Reference Hyperlink



Comments



PO1 Define a Strategic IT Plan  PO1.1 IT Value Management—Work with the business to ensure that the enterprise portfolio of IT-enabled investments contains programmes that have solid business cases…  PO1.2 Business-IT Alignment—Establish processes of bi-directional education and reciprocal involvement in strategic planning to achieve business and IT alignment and integration… PO2 Define the Information Architecture  PO2.1 Enterprise Information Architecture Model—Establish and maintain an enterprise information model to enable applications development and decision-supporting activities, consistent with IT plans as described in PO1…  PO2.3 Data Classification Scheme—Establish a classification scheme that applies throughout the enterprise, based on the criticality and sensitivity (e.g., public, confidential, top secret) of enterprise data. This scheme should include details about data ownership; definition of appropriate security levels and protection controls; and a brief description of data retention and destruction requirements, criticality and sensitivity. It should be used as the basis for applying controls such as access controls, archiving or encryption. PO4 Define the IT Processes, Organisation and Relationships  PO4.6 Establishment of Roles and Responsibilities—Establish and communicate roles and responsibilities for IT personnel and end users that delineate between IT personnel and enduser authority, responsibilities and accountability for meeting the organisation’s needs.  PO4.8 Responsibility for Risk, Security and Compliance—Embed ownership and responsibility for IT-related risks within the business at an appropriate senior level. Define and assign roles critical for managing IT risks, including the specific responsibility for information security, physical security and compliance…  PO4.9 Data and System Ownership—Provide the business with procedures and tools, enabling it to address its responsibilities for ownership of data and information systems. Owners should make decisions about classifying information and systems and protecting them in line with this classification. © 2012 ISACA.
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COBIT Control Objective



Reference Hyperlink



Comments



AI1 Identify Automated Solutions  AI1.1 Definition and Maintenance of Business Functional and Technical Requirements— Identify, priorities, specify and agree on business functional and technical requirements covering the full scope of all initiatives required to achieve the expected outcomes of the IT-enabled investment programme.  AI1.3 Feasibility Study and Formulation of Alternative Courses of Action—Develop a feasibility study that examines the possibility of implementing the requirements. Business management, supported by the IT function, should assess the feasibility and alternative courses of action and make a recommendation to the business sponsor. AI3 Acquire and Maintain Technology Infrastructure  AI3.1 Technological Infrastructure Acquisition Plan—Produce a plan for the acquisition, implementation and maintenance of the technological infrastructure that meets established business, functional and technical requirements and is in accord with the organisation’s technology direction. AI7 Install and Accredit Solutions and Changes  AI7.1 Training—Train the staff members of the affected user departments and the operations group of the IT function in accordance with the defined training and implementation plan and associated materials, as part of every information systems development, implementation or modification project.  AI7.2 Test Plan—Establish a test plan based on organisationwide standards that define roles, responsibilities, and entry and exit criteria. Ensure that the plan is approved by relevant parties.  AI7.3 Implementation Plan—Establish an implementation and fallback/backout plan…  AI7.4 Test Environment—Define and establish a secure test environment representative of the planned operations environment relative to security, internal controls, operational practices, data quality and privacy requirements, and workloads. DS5 Ensure Systems Security  DS5.1 Management of IT Security—Manage IT security at the highest appropriate organisational level, so the management of security actions is in line with business requirements.  DS5.2 IT Security Plan—Translate business, risk and compliance requirements into an overall IT security plan, taking into consideration the IT infrastructure and the security culture. Ensure that the plan is implemented in security policies and procedures together with appropriate investments in services, personnel, software and hardware. Communicate security policies and procedures to stakeholders and users. © 2012 ISACA.
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Comments



DS5.3 Identity Management—Ensure that all users (internal, external and temporary) and their activity on IT systems (business application, IT environment, system operations, development and maintenance) are uniquely identifiable. Enable user identities via authentication mechanisms. Confirm that user access rights to systems and data are in line with defined and documented business needs and that job requirements are attached to user identities. Ensure that user access rights are requested by user management, approved by system owners and implemented by the security-responsible person. Maintain user identities and access rights in a central repository. Deploy cost-effective technical and procedural measures, and keep them current to establish user identification, implement authentication and enforce access rights. DS5.4 User Account Management—Address requesting, establishing, issuing, suspending, modifying and closing user accounts and related user privileges with a set of user account management procedures. Include an approval procedure outlining the data or system owner granting the access privileges. These procedures should apply for all users, including administrators (privileged users) and internal and external users, for normal and emergency cases. Rights and obligations relative to access to enterprise systems and information should be contractually arranged for all types of users. Perform regular management review of all accounts and related privileges. DS5.10 Network Security—Use security techniques and related management procedures (e.g., firewalls, security appliances, network segmentation, intrusion detection) to authorise access and control information flows from and to networks.



DS9 Managing the Configuration  DS9.1 Configuration Repository and Baseline—Establish a supporting tool and a central repository to contain all relevant information on configuration items. Monitor and record all assets and changes to assets. Maintain a baseline of configuration items for every system and service as a checkpoint to which to return after changes.  DS9.2 Identification and Maintenance of Configuration Items—Establish configuration procedures to support management and logging of all changes to the configuration repository. Integrate these procedures with change management, incident management and problem management procedures.  DS9.3 Configuration Integrity Review—Periodically review the configuration data to verify and confirm the integrity of the current and historical configuration… DS11 Manage Data  DS11.2 Storage and Retention Arrangements—Define and implement procedures for effective and efficient data storage, retention and archiving to meet business objectives, the organisation’s security policy and regulatory requirements. © 2012 ISACA.
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DS11.5 Backup and Restoration—Define and implement procedures for backup and restoration of systems, applications, data and documentation in line with business requirements and the continuity plan. DS11.6 Security Requirements for Data Management—Define and implement policies and procedures to identify and apply security requirements applicable to the receipt, processing, storage and output of data to meet business objectives, the organisation’s security policy and regulatory requirements.



ME2 Monitor and Evaluate Internal Control  ME2.1 Monitoring of Internal Control Framework—Continuously monitor, benchmark and improve the IT control environment and control framework to meet organisational objectives.  ME2.2 Supervisory Review—Monitor and evaluate the efficiency and effectiveness of internal IT managerial review controls.  ME2.3 Control Exceptions—Identify control exceptions, and analyse and identify their underlying root causes. Escalate control exceptions and report to stakeholders appropriately. Institute necessary corrective action.  ME2.4 Control Self-assessment—Evaluate the completeness and effectiveness of management’s control over IT processes, policies and contracts through a continuing program of self-assessment.  ME2.7 Remedial Actions—Identify, initiate, track and implement remedial actions arising from control assessments and reporting. ME3 Ensure Compliance With External Requirements  ME3.1 Identification of External, Legal, Regulatory and Contractual Compliance Requirements—Identify, on a continuous basis, local and international laws, regulations, and other external requirements that must be complied with for incorporation into the organisation’s IT policies, standards, procedures and methodologies.  ME3.2 Optimisation of Response to External Requirements—Review and adjust IT policies, standards, procedures and methodologies to ensure that legal, regulatory and contractual requirements are addressed and communicated.  ME3.3 Evaluation of Compliance With External Requirements—Confirm compliance of IT policies, standards, procedures and methodologies with legal and regulatory requirements.  ME3.4 Positive Assurance of Compliance—Obtain and report assurance of compliance and adherence to all internal policies derived from internal directives or external legal, regulatory or contractual requirements, confirming that any corrective actions to address any compliance gaps have been taken by the responsible process owner in a timely manner. © 2012 ISACA.
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ME4 Provide IT Governance  ME4.1 Establishment of an IT Governance Framework—Define, establish and align the IT governance framework with the overall enterprise governance and control environment… Report IT governance status and issues…  ME4.3 Value Delivery—Manage IT-enabled investment programmes and other IT assets and services to ensure that they deliver the greatest possible value in supporting the enterprise’s strategy and objectives. Ensure that the expected business outcomes of ITenabled investments and the full scope of effort required to achieve those outcomes are understood; that comprehensive and consistent business cases are created and approved by stakeholders; that assets and investments are managed throughout their economic life cycle; and that there is active management of the realisation of benefits, such as contribution to new services, efficiency gains and improved responsiveness to customer demands…
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Appendix 1. VoIP Threat Taxonomy Type of Risk Disruption of and Service



VoIP Data Theft



VoIP



and



Threats Data VoIP Control Packet Flood



Service



VoIP Call Data Flood TCP/UDP/ICMP Packet Flood VoIP Implementation DoS Exploit OS/Protocol Implementation Exploit VoIP Protocol DoS Exploit Wireless DoS Attack Network Service DoS Attacks VoIP Application DoS Attacks VoIP Endpoint PIN Change VoIP Packet Replay VoIP Packet Injection VoIP Packet Modiﬁcation QoS Modiﬁcation VLAN Modiﬁcation VoIP Social Engineering



DoS



Rogue VoIP Device Connection ARP Cache Poisoning VoIP Call Hijacking Network Eavesdropping VoIP Application Data Theft Address Spooﬁng VoIP Call Eavesdropping VoIP Control Eavesdropping VoIP Toll Fraud VoIP Voice Mail Hacks
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Appendix 2. Separation of Data and VoIP VLANs (Schematic) VoIP phone with switch



Wiring closet switch



Wiring closet switch



VoIP phone with switch



Inter Inter nal nal Cloud Cloud Data VLAN VoIP VLAN Network switch



VoIP PBX



User Workstation



User Workstation Remot e PBX
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