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EXECUTIVE SUMMARY Techno park is the IT hub of the State of Kerala, and based in Trivandrum which can rightfully claim to be the knowledge capital of the region. Techno Park provides world class, robust and failsafe physical, power and datacom infrastructure, offering a no compromise yet low cost enabling environment for IT industry that is leveraged by its occupant companies for a competitive advantage. Techno park is a technology park in Thiruvananthapuram (Trivandrum), Kerala, India. The park is dedicated to IT ventures. It is the first and largest technology park in India.[1] Launched in 1990, Techno Park as of 2010 has 400,000 square metres of built-up space, and is home to over 220 companies, employing more than 30,000 professionals.[2] Techno park is currently on an expansion mode by adding another 37 hectares as part of Phase III expansion and 450 acres (1.8 km2) as Technocity—an integrated IT township near Pallippuram. The policy of economic liberalisation initiated by the government of India in 1991 and the rapid growth of the global software industry during the 1990s substantially contributed to its growth. During the global financial crisis of 2007–2010, the park saw a period of reduced growth in 2009-10, where the exports recorded was only 2.8% more than the previous year. As of late 2010, Techno Park accounts for about 70% of IT exports from Kerala. The success story of Techno park's Incubation activities goes back to the early part of this decade when Techno park gave birth to a new initiative called Techno park Business Incubation Centre (T-BIC) in 2002. With the constant support of the Government of Kerala this new initiative was started to incubate Business Enterprises. Following this success story, Technopark started the Technopark - Technology Business Incubator (T-TBI) in 2006, a pioneering initiative in Kerala funded by the Department of Science and Technology (DST), Government of India that provides incubation support to budding entrepreneurs in the "knowledge driven" industry. The present security system of Techno Park consists of: ID visitor card, Visitor slip, Advance telecom, Police patrolling The proposed system consists of: Security camera, Smart ID cards, Biometric identification, Real time ID, Vehicle tracking system
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CHAPTER 1 INTRODUCTION
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1.1 INTRODUCTION



Information technology (IT) industry in India is one of the fastest growing industries .Indian IT Industry has built up valuable brand equity for itself in the global markets. IT industry in India comprises of software industry and information technology enabled services (ITES), which also include business process outsourcing (BPO) industry. India is considered as a pioneer in software development and a favourite destination for IT-enabled services. IT span wide variety of areas that include but are not limited to things such as process, computer software, computer hardware, programming, and data construct. In short, anything that renders data, information or perceived knowledge in any visual format whatever, via any multimedia distribution mechanism, is considered part of the domain space known as information technology (IT). IT professionals perform a variety of functions (IT Disciplines/Competencies) that range from installing applications to designing complex computer networks and information databases. A few of the duties that IT professionals perform may include data management , networking , engineering computer hardware, database and software design ,as well as management and administration of entire system . Information technology is starting to spread further than the conventional personal computer and network technology, and more into integration of other technologies such as the use of cell phones,television, automobiles and more which is increasing the demand for such jobs. Information Technology is the applications of computer and software to control information. It is also referred to as Management Information services. The IT department of a company is accountable for maintaining information, safeguarding information, processing and transmitting information and for retrieving information. India is now one of the biggest IT capitals in the modern world. Today, Bangalore is known as Silicon Valley and contributes 33%of Indian IT export. India ‗s second and third largest software companies are head quartered in Bangalore , as are many of the global SEI-CMM Level 5 companies.
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1.2 OBJECTIVE OF THE STUDY 1) To understand the present security system used in Techno Park. 2) To find whether the present security system is safe and secure. 3) To know whether they use any type of biometric identification which ensures complete security for the entry into the campus? 4) Whether there is any system to track the persons and vehicles entering the campus. 5) To know the drawbacks of the present system, if any.



1.3 RESEARCH METHODOLGY 1.3.1Research design: The descriptive form of research method is adopted for study. The major purpose of descriptive research is description of state of affairs of the institution as it exists at present. 1.3.2 Nature of data: The data required for the study has been collected from secondary source. The relevant information was taken from books and internet. Direct interaction with the professionals working in Techno Park. 1.3.3 Methods of data collection: This study is based on the details collected by direct interaction and also from internet. Hence the information is related to the current security system.



1.4SCOPE OF THE STUDY The project entitled ―security management of Techno Park infrastructure,PARK CENTRE‖ will enable to improve the current security system used. This study will help to identify whether they will be able to reduce the drawbacks of the current system. The study was done with the help of the employees working there.
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1.5 DURATION OF THE STUDY The study was conducted during the period from 1st June-25thJuly 2011.



1.6 LIMITATION OF THE STUDY 1) This study is conducted within a few companies inside the Techno Park.



2) Techno Park is surrounded by 300 acres of land, so to cover the whole companies inside the campus is not possible. 3) It was very difficult to interact with the IT professionals to get technical information about the present system. 4) The companies are not ready to disclose their technical information. 5) The period of study was so limited to get complete information required for the analysis.
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CHAPTER 2 Profile
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INDUSTRY PROFILE Information technology (IT)‖is the acquisition,processing,storage



and



dissemination of vocal, pictorial textual and numerical information by a microelectronics – based combination of computing and telecommunication‖.the term its modern sense first appeared in a 1958 article published in the Harvard Business Review,in which authors Leavitt and Whistler commented that the new technology does not yet have a single established name. We shall call it information technology. IT span wide variety of areas that include but are not limited to things such as process,



computer



software,



computer



hardware,



programming,



and



data



construct.Inshort, anything that renders data, information or perceived knowledge in any visual format whatever , via any multimedia distribution mechanism , is considered part of the domain space known as information technology (IT). IT professionals perform a variety of functions (IT Disciplines/Competencies) that range from installing applications to designing complex computer networks and information databases. A few of the duties that IT professionals perform may include data management , networking , engineering computer hardware,database and software design ,as well asmanagementandadministration of entire system . Information technology is starting to spread further than the conventional personal computer and network technology, and more into integration of other technologies such as the use of cell phones,television, automobiles and more which is increasing the demand for such jobs. Information Technology is the applications of computer and software to control information. It is also referred to as Management Information services. The IT department of a company is accountable for maintaining information, safeguarding information, processing and transmitting information and for retrieving information.
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IT INDUSTRY The information technology industry has become of the most robust industries in the world. IT, more than any other industry or economic facets,has an increased productivity, particularly in the developed world, and therefore is a key driver of global economic growth. Economies of scale and insatiable demand from both consumers and enterprises characterize this rapidly growing sector. The Information Technology Association of America (ITAA)explain information technology as encompassing all possible aspects of information systems based on computers. Both software development and the hardware in the industry include everything from computer systems, to the design, implementation,study and development of IT and management systems. Owing to its easy accessibility and the wide range IT product available, the demand for IT services has increased substantially over the years. The IT sector has emerged as a major global source of both growth and employment.



The information technology industry can be divided into: IT services, ITES BPO services and E Commerce.



IT services IT services can be further classified in to Information services out sourcing, software support and installation, IT training and education.



ITES Services The ITES BPO services are a branch of Information Technology. Some of the field within ITES are Customer Relationship Management (CRM), Back Office and Accounting, HR services, market Research and consultancy services.



E Commerce E Commerce is a form of business where buyers and sellers internet through the internet rather than any physical exchange or direct contact. E Commerce can be further classified in to:
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 Production process: it would include procurement, ordering and replenishment of stocks, processing of payments, production control processes.  Customer Focused Processes: it would include promotional and marketing efforts, selling over the internet, processing of purchase orders and payments.  Internal Management Processes: it would include employee services, training, video conferencing and recruiting.



Features of IT Industry at a Glance  Economies of scale for the information technology industry are high. the marginal cost of each unit of additional software and hardware is insignificant compared to the value addition that results from it.  Unlike other common industries, the IT industry is acknowledged –based.  Efficiency utilization of skilled employee‘s forces in the IT sector can help an economy achieve a rapid pace of economic growth.  The ITindustry helps many other sectors in the growth process of the economy including the services and manufacturing sectors.



Domain of the IT Industry A wide variety of services come under the domain of the information technology industry. Some of these services are as follows: 



System architecture







Database design and development







Networking







Application development







Testing







Documentation







Maintenance and hosting







Operational support







Security services







Remote Infrastructure management







Call Centre /Medical Transcription
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IT industry in India Information technology (IT) industry in India is one of the fastest growing industries .Indian IT Industry has built up valuable brand equity for itself in the global markets. IT industry in India comprises of software industry and information technology enabled services (ITES), which also include business process outsourcing (BPO) industry. India is considered as a pioneer in software development and a favourite destination for IT-enabled services. India‘s IT services industry was born in Mumbai in 1967 with the establishment of Tata Group in partnership with Burroughs. The first software export zone SEEPZ was set up here way back in 1973, the old avatar of the modern day IT Park. More than 80 percent of the country‘s software exports happened out of SEEPZ, Mumbaiin80s.



The Indian Information Technology industry accounts for a 5.19%of the country‘s GDP and export earnings as of 2009, while providing employment to a significant number of its tertiary sector workforce. More than 2.3million people are employed in the sector either directly or indirectly, making it one of the biggest job creators in India and a mainstay of the national economy. In 2010, annual revenue from outsourcing operation in India amounted to US$54.33 billion compared to China with $35.76 billion and Philippines with $8.85billion. India‘s outsourcing industry is expected to increase to US$225 billion by2020. The most prominent IT hub is IT capital Bangalore. The other emerging destinations are Chennai, Hyderabad, Kolkata, Pune,Mumbai,NCR,andBhubaneswar. Technically proficient immigrants from India sought jobs in the western world from the 1950s onwards as India‘s education system produced more engineers than its industry could absorb. India‘s growing stature in the information age enabled in it to form close ties with both the United Statesof America and the European Union .However, the recent global financial crises has deeply impacted the Indian IT companies as well as global companies. As a result hiring has dropped sharply and employees are looking at different sectors like the financial services, telecommunications and manufacturing industries, which have been growing phenomenally over the last few years. MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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India is now one of the biggest IT capitals in the modern world. Today, Bangalore is known as Silicon Valley and contributes 33%of Indian IT export. India ‗s second and third largest software companies are head quartered in Bangalore , as are many of the global SEI-CMM Level 5 companies.



Next to Bangalore Chennai plays an important role in IT. Lot of companies were developed in Chennai,in the last few years .And Mumbai too has its share of IT companies that are India‘s first and largest ,like TCS and well established like Reliance ,Patni,



LnTInfotech, I-Flex ,WNS,Shine,Naukri, Jobs pertetc are head



quartered in Mumbai, and these IT and dot com companies are ruling the roost of Mumbai ‗s relatively high octane industry of information technology.



Such is the growth in investment and outsourcing ;it is revealed that Cap Gemini will soon have more staff in India than it does in its home market of France with 21000 personnel + in India . On 25 June 2002 India and the European union agreed to bilateral cooperation in the field of science and technology .a joint EU-India group of scholars was formed on 23 November 2001 to further promote joint research and development .India holds observer status at CERN while a joint India –EU Software Education and Development Centre is due at Bangalore.
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Top Eight IT Hubs in India



Ranking City



Description



1



Popularly known as the capital of the silicon valley of



Bangalore



India is currently leading in information technology industries in India 2



Chennai



Famously known as ―gate way of south India‖, It is the second largest exporter of software.



3



Hyderabad



Hyderabad which has good infrastructure and good Govt. Support is also a good technology based in India.



4



Pune



Pune, A major Industrial unit in India.



5



Kolkata



Kolkata which is slowly becoming a major IT hub in near future. All Major IT companies are present here.



6



NCR



The national capital region of India comprising Delhi, Gurgaon , Faridabad, Noida, Greater Noida and Ghaziabad are having ambitious projects and are trying to do every possible thing for this purpose



7



Mumbai



Popularly known as the commercial, entertainment, financial Capital of India, This is one city that has seen Tremendous growth in IT and BPO industry; it recorded 63% growth in 2008. TCS, Patni, LnTInfotect, I-Flex WNS and other companies are headquartered here.



8



Bhubaneswar The capital City of Orissa India, Bhubaneswar is one of the emerging IT Cities in India. Some Companies are: Infosys, Satyam, TCS and Wipro. Have IT SEZ on Info city-I and new SEZ is going to start on Info city-II. There are many large, Mid and small It companies present in this City from last 2 decades.



9



Kerala



Today, Kerala is home to over 400 IT/ITES companies. Some are TCS,Infosys,Wipro,USTGlobal,IBS,IVLetc
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Government Initiatives The government has constituted the Technical Advisory Group for Unique Projects (TAGUP) under the chairmanship of NandanNilekani. The Group would develop IT infrastructure in five key areas, which included the New Pension System (NPS) and the Goods and service Tax (GST). The government set up the national taskforce on information Technology and Software Development with the objective of farming a long term national IT Policy for the country Enactment of the informational Technology Act, which provides a legal framework to facilitate electronic commerce and electronic transitions. Setting up of software technology parks of India (STPIs) in 1991 for the promotion of software exports from the country, there are currently 51 STPI centres where apart from exemption from customs duty available for capitals goods there are also exemptions from service tax, excise duty, and rebate for payment of Central Sales Tax. Recently, an IT committee was set up by the Ministry of Information Technology, Govt. of India, comprising Non Resident Indian (NRI) professionals from the US to seek expertise and advice and also to step up U.S investments in India‘s IT sector. The committee is chaired by Minister of Information Technology, Govt. of India, and the members include Secretary, Ministry of Information Technology and a large number of important Indian American IT entrepreneurs.



Future of Information Technology in India It will continue to gain momentum; telecom and wireless will follow the trend. The immense expansion in networking technologies is expected to continue into the next decade also. IT will bring about a drastic improvement in the quality of life as it impacts application domains and global competitiveness. Technologies that are emerging are Data Warehousing and Data Mining. They involve collecting data to find patterns and testing hypothesis in normal research. Software services that are being used in outsourcing will go a long way.
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IT Industry in Kerala A dream tourist destination, the statement is also becoming an important industrial destination. Strategically located at the southern tip of the subcontinent, well connected by air and sea routes, Kerala becomes an attractive destination for industrial development, international trade, and commerce. Creating a new state of opportunity. Total venture support from the state. With its intrinsic advantages, Kerala offers immense opportunity for investment in the IT industry. Govt. agencies have geared up to encourage new ventures in this sector. No state level clearances are required to set up IT project here. And the Govt. offers total venture support to investors. Financial benefits. Venture Capital Fund for financial assistance to new IT and high-tech ventures. Setting trends in e-governance, the Information Kerala project of the State Govt. is a trend setter in the deployment of technology at the grassroots level and a model for participatory governance through the effective use of Information Technology. The kind of development envisaged along with the drive to computerize all sections of activity in the state has also opened up a promising domestic market for IT products.



Government initiatives The government has constituted the Technology Advisory Group for Projects (TAGUP) under the chairmanship of NandanNilekani. The Group would develop IT infrastructure in five key areas, which include the New Pension System (NPS)and the Goods and Services Tax (GST). The government set up the National Taskforce on Information Technology and Software Development with the objective of framing a long term National IT policy for the country. Enactment of the Information Technology Act, which provides a legal framework to facilitate electronic commerce and electronic transactions. Setting up of Software Technology Park of India (STPI) in 1991 for the promotion of software exports from the country, there are currently 51 STPI centres



MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA



SECURITY MANAGEMENT OF TECHNOPARK INFRASTRUCTURE, PARKCENTRE TECHNOPARK



where apart from exemption from customs duty available for capital goods there are also exemption from services tax, excise duty, and rebate for payment of Central Sales Tax.Recently, an IT committee was set up by the ministry of Information Technology,GovernmentofIndia, comprising Non Resident India (NRI) professional from the United States to seek expertise and advice and also to step up U.S investment in India IT sector. The committee is chaired by Minister of Information Technology, government of India and the members include secretary minister of information technology and a large number of important Indian American IT entrepreneurs.



Kerala IT Kerala IT is a Government of Kerala initiative offering a single window of opportunities to IT companies, professionals, investors, developers and service providers in Kerala, the southernmost state of the Republic of India. Today, there are about 10 IT parks spread across the state, and its IT exports are expected to cross the $1-billion mark during the financial year 2010-11. Kerala's IT sector spread across its 10



IT



parks



provides



employment



to



about



200,



000



people



today.



Kerala has developed its IT initiatives in a "hub and spoke model." The major IT parks in the state, namely Technopark Trivandrum, Infopark Kochi and Cyberpark Calicut, act as the IT hubs of the state. Kerala is at the forefront of creating world-class intellectual capital and human resources to fuel the knowledge industry. The state is a national leader in imparting education and also emerged as one of the leading research and development hubs in India in fields ranging from aerospace to biotechnology. An impressive portfolio of top –level institution of higher learning round up Kerala‘s investment in the future. 



Indian institute of Science,education and research, Thiruvanandapuram







Indian institute of Management ,Kozhikode







Indian Institute of Space Science and Technology,Thiruvanandapuram







National Institute of information Technology ,Kozhikode etc…



IT/ITES sector in Kerala is expanding at a rapid rate .Within the next few years ,Kerala is expected to attract huge capital investment in various projects and initiatives.



MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA



SECURITY MANAGEMENT OF TECHNOPARK INFRASTRUCTURE, PARKCENTRE TECHNOPARK



IT industry in global Sweden and Singapore continue to top the rankings of The Global Information Technology Report 2010-2011, Transformations 2.0, confirming the leadership of the Nordic countries and the Asian Tiger economies in adopting and implementing ICT advances for increased growth and development. Finland jumps to third place, while Switzerland and the United States are steady in fourth and fifth place respectively. The 10th anniversary edition of the report focuses on ICT‘s power to transform society in the next decade through modernization and innovation. The Nordic countries lead the way in leveraging ICT. With Denmark in 7th and Norway in 9th place, all are in the top 10, except for Iceland, which is ranked in 16thposition. Led by Singapore in second place, the other Asian Tiger economies continue to make progress in the ranking, with Taiwan, China, and Korea improving five places to 6th and 10threspectively, and Hong Kong SAR following closely at 12th.
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ABOUT TECHNO PARK Technopark is situated in a sprawling eco-friendly campus painted green by flora of a wide variety. The Park was set up the Government of Kerala way back in 1990, in the picture square capital city of Trivandrum, located in the southern tip of the state. Technopark, Trivandrum is managed by an autonomous society, Electronics Technology Parks-Kerala (ETPK), under the administrative control of the Department of Information Technology of the Government of Kerala. The Park is home to over 225 Companies, employing more than 40,000 young and vibrant Professionals. These companies contribute more than 75% of the software exports from the State.



Technopark is the IT hub of the State of Kerala, and based in Trivandrum which can rightfully claim to be the knowledge capital of the region. Technopark provides world class, robust and failsafe physical, power and datacom infrastructure, offering a no compromise yet low cost enabling environment for IT industry that is leverage by its occupant companies for a competitive advantage.



Technopark being the first and greenest IT Park in India proved to have the most conducive working environment for a Technology Business Incubator in generating the in-house entrepreneurs with their innovations through incubation. It houses Technopark Technology Business Incubator the most successful Technology Business Incubator in India. The success story of Techno park‘s Incubation initiatives goes back to the early part of this decade, when the ‗Technopark Business Incubation Centre‘ (T-BIC) was established in 2002 with the support of Government of Kerala and Department of science and technology, the Government of India, for incubating Business Enterprises. The T-TBI is acting as a platform for the new and innovative entrepreneurs to develop their ideas into products and services and build business out of them. Technopark has launched several other complementary initiatives National Centre for Innovation, Incubation and Entrepreneurship which acts as the training wing that caters to the training needs of the TBI, The Technopark-TePP Outreach Centre which helps the young innovators by providing seed capital through TePP funding of DSIR for each stage of evolution of their idea, namely support for making prototypes of their products, product development and patenting and finally MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA



SECURITY MANAGEMENT OF TECHNOPARK INFRASTRUCTURE, PARKCENTRE TECHNOPARK



commercialization of the idea. In addition to this the Technopark Software Engineering Competency Centre acts as the Software Engineering arm which altogether creates an eco-system that nurtures and supports entrepreneurs. NCIIE and TSECC jointly conduct workshops for business start-ups, students and academic research community as well as IT entrepreneurs for enhancing their Software engineering competency.



Technopark is the only IT Park in India having ISO9001:2008, ISO 14001:2004, OHSAS 18001:2007 and CMMI Level 4 certifications. Spread over 750 acres, and about 5.1 m.sq.ft. Of built-up space, Technopark Phase 1 hosts over 170 IT and ITES companies, including many CMMI Level 5, Level 4 and Level 3 and several ISO 9000 certified companies.



Apart from this Technopark has been sanctioned the SEZ status for its Phase3, Techno city and Kollam parks. Earlier Technopark has got the SEZ status for 31.25 acres of land in its Phase 1 Campus. With the ongoing expansion activities getting partially completed in three years, it is expected that more than 1,00,000 professionals will be working out of Technopark in few years‘ time. Technopark has the best of nature‘s infrastructure complemented by the most modern



man-made



facilities.



Enhancing



environs,



international



standard



infrastructure, a comprehensive umbrella of support services, a significant cost advantage, easy access to excellent human resources and remarkable ease of starting up make Technopark, Trivandrum India‘s most promising and most harmonious IT destination.



QUALITY POLICY ―Provide viably, superior environment and services with assured quality of service to make technology businesses intrinsically competitive and successful, and promote regional development through synergistic linkages between industry, government and academic, based on continuous improvement and innovation‖.
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HISTORY AND MISSION In July 1990, the Government of Kerala conceptualized Technopark as a facility to foster the development of high-technology industries in the state. Technopark was set up under the auspices of Electronics Technology Park, Kerala— an autonomous body under the Department of Information Technology of the government of Kerala. Techno Park‘s aim was to create infrastructure and provide support required for the development of high-technology companies. Its stated mission is to "Provide, Viably, Superior Environment and Services with Assured Quality of Service to Make Technology Businesses Intrinsically Competitive and Successful, and Promote Regional Development through Synergistic Linkages between Industry, Government and Academia, based on Continuous Improvement and Innovation". The foundation stone for the first building in Technopark was laid on March 31, 1991 by the then Kerala Chief Minister, E.K. Nayanar. Noted industrialist K.P.P. Nambiarwas Techno Park‘s first Chairman. Technopark was formally dedicated to the nation by the then Prime Minister, P.V. NarasimhaRao in November 1995. Since then, Technopark has been growing steadily both in size and employee strength. Park Centre, Pamba and Periyar were the only buildings in the beginning. Since then, Technopark has periodically added new buildings such as Nila, Gayathri and Bhavani. With the inauguration of the 850,000 sq ft (79,000 m2). (85,000 sq m.) Thejaswini on February 22, 2007, Technopark became the largest IT Park in India.



INFRASTRUCTURE Technopark aims to provide all the infrastructure and support facilities needed for IT/ITES and electronics companies to function. In addition to built-up office space, it also provides all utilities as well as the connectivity. This is done either directly or through private partners. In addition, Technopark provides business incubation facilities for start-up firms as well as some social infrastructure for the personnel working in the park.
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Buildings There are currently about a dozen buildings inside the Technopark campus intended for software development. Seven of the buildings in Technopark are named after rivers in Kerala—the Pamba, the Periyar, the Nila, the Chandragiri, the Gayathri, Bhavani and the Thejaswini. The seventh building is named Thejaswini and was commissioned in February 2007, with over 600,000 sq ft (56,000 m2), (60,000 sq m.) of carpet area. There are also independent buildings of private enterprises inside the Phase I campus named Amstor house and M-square. These buildings aggregate to a total of about 3,500,000 sq ft (325,000 m2), (350,000 sq m.) of space, either complete or under construction.



Land Currently Technopark has 156 acres of land in Kazhakuttam near the Kerala University Campus on the National Highway 47 and NY Bye- Pass. Currently, there is no land available in this campus for allotment.IBS& Tata Elxsi are constructing their own buildings amounting to 60,000 sqft&Leela is coming up with an IT building for renting space to IT/ITEScompanies.



SecondPhase As second phase expansion Technopark has acquired 86 acres of land on the NH Bye pass in Attinkuzhi near the existing campus. This area has been declared as a Special Economic Zone by the Govt. of India.50 acres of this land has been allotted to Infosys Technologies who would be constructing a 2.5 million sq ft. state-of-art Campus and the balance land of 36 acres has been allotted to US Technology who will



be



constructing



a



2



million



sqft



modern



campus.



ThirdPhase As third phase expansion, Technopark is acquiring 100 acres of land in between the existing campus and the Second phase 86 acres. This land is expected to be in hand by Oct 2011 and will be used for further development.
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Techno city Project As part of its expansion, Technopark is acquiring 431 acres of land in Pallippuram.



Other facilities in the campus include: 



Technopark Club: Includes a gym, swimming pool, restaurant and sporting facilities.







Techno-mall







Technopark guesthouse.







Other privately constructed buildings.



Utilities and support facilities Technopark offers electricity through a 110 KV, 30 MVA dedicated internal power distribution system with built-in redundancies at all levels. Technopark is a licensee for distribution of power in the campus. Water supply is distributed by Technopark through a dedicated distribution system. Technopark has support facilities such as a satellite earth station, a 200-seater convention centre, a club and guest house, a shopping complex (Techno-Mall), banks, ATMs, restaurants and conference rooms on campus. Furthermore, setting up of new units is accelerated by exemption from State level clearances as well as through ready-to-use incubation facilities. Connectivity Thiruvanathapuram is connected to the National Internet Backbone and Technopark is serviced by a variety of bandwidth providers, including Reliance Infocomm, BhartiAirtel, Videsh Sanchar Nigam and AsianetDataline, through fibre optic lines in the campus. There is a satellite earth station inside the Phase I campus as well. FLAG Telecom—a subsidiary of Reliance Infocomm—has landed its FALCON global cable system at Thiruvanathapuram, providing direct connectivity to the Maldives and Sri Lanka. Technopark is connected through fiber link, in selfhealing redundant ring architecture to RelianceInternetDataCenter and Gateway at Mumbai, directly connecting to FLAG, the undersea cable system backbone that connects 134 countries including U.S, U.K, Middle East and Asia Pacific. This
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provides connectivity with the Middle East, South East Asia, Far East, Europe and North America.



Incubator Introduction The success story of Technopark's Incubation activities goes back to the early part of this decade when Technopark gave birth to a new initiative called Technopark Business Incubation Centre (T-BIC) in 2002. With the constant support of the Government of Kerala this new initiative was started to incubate Business Enterprises. Following this success story, Technopark started the Technopark - Technology Business Incubator (T-TBI) in 2006, a pioneering initiative in Kerala funded by the Department of Science and Technology (DST), Government of India that provides incubation support to budding entrepreneurs in the "knowledge driven" industry. Technopark Technology Business Incubator (T-TBI) is a joint initiative of Technopark, Trivandrum and the Department of Science and Technology (DST), Government of India. T-TBI is a registered as a Society on 7th June 2006 under Travancore-Cochin Literary, Scientific and Charitable Societies Registration Act Number XII of 1955. The Technology Business Incubator operating in Technopark was adjudged the Best Technology Incubator of India for the year 2007 by the Department of Science and Technology, Government of India. Having been a front runner in providing Incubation support to potential entrepreneurs, Technopark could rightly be called the cradle of Incubation activities in the country. By selecting Technopark for this prestigious award, the Government of India has recognized the pioneering efforts of Technopark in bringing knowledge driven Industries to the State of Kerala, by spurring the entrepreneurial spirit among the talented Professionals. Future of high technology industry largely depends on producing innovative products and services at competitive prices. Great ideas will remain on paper if an environment with the right conditions is not provided at the right time. Time to market is very short and the window of opportunity does not last long in today's global business environment. Quality entrepreneurs who choose to set shop in Technopark need to be given the best enabling conditions for converting their innovative ideas into smashing commercial successes.
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T-TBI shall provide ready to move in, plug and play facilities in addition to the expert advisory and mentoring provided inside Technopark. The following modules are available at T-TBI 4 Seat Modules 8 Seat Modules 9 Seat Modules 16 Seat Modules 20 Seat Modules Essential operational support services such as security, reception service, telephone operator service, photo-copying, etc. shall be provided by Technopark as part of the package, with nominal charges being levied extra in some cases while the rest is being included in the package.



In addition, essential business support services including business consulting and advisory services applicable right from the stage of company formation shall be provided. Again, a service charge may be levied as appropriate for different services. Techno Park‘s endeavor in any case shall be to minimize costs for the incubated company.



Incubator Facilities Incubation centre has a panel of consultants in the following areas 



Technical consultants







Management consultants







Accounting consultants







Legal consultants







Marketing consultants







Training consultants







Quality consultants
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Entrepreneurs are provided office space in the incubation centre to set up their R&D / business operations. The centre has the following facilities. 



Finished office space with air-conditioning.







Furniture







Continuous power supply







Maintenance services







Networking







Reception and lobby area







Discussion rooms







Conference rooms







Pantry area







Commonsecurity



New Initiatives T-BIC- Technopark Business Incubation Centre T-TBI - Technopark Technology Business Incubation NCIIE - National Centre for Innovation, Incubation & Entrepreneurship T-TUC -TechnoparkTePP Outreach Centre TSECC - Technopark Software Engineering Competency Centre SBPMC - Strategic Business Planning & Mentoring Centre T-TCFA



Other Services Offered Pre-incubation facilities Virtual Incubation Video Conferencing Seed Capital Assistance Embedded Lab Mobile Communication Lab Project Facility for Students
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Looking for Incubation space Ready to use plug and play infrastructure enabling lower operational set-up time and cost A single window clearance at Technopark TBI ensures that the starting up a company in T-TBI is hassle free



Fully Furnished Office Cabins Technopark TBI has a total built-up space of about 15,000 sq. ft, which is spread over 3 buildings including Park Centre, NilaBuilding and the Thejaswini building.



Space Availability Currently Technopark TBI has 26 ompanies operating in the Technology Incubation and Business Incubation



Incubator Selection Criteria The selection of entrepreneurs for membership in TBI will be based on the recommendation of an expert committee specifically set up for the purpose. The criteria for acceptance are the following:



1. The business activity proposed is in the advanced technology area. The company must meet the definition of a "technology-based company" (An organization which pursues commercial applications of science/technology-based innovations; employs a high percentage of technicians, engineers or scientists; or requires extensive R&D to produce new products or services). 2. The venture proposed is a corporation, partnership or sole proprietorship. 3. Demonstrate a need for incubator services. 4. Demonstrate capability for business viability and growth. 5. The business plan submitted by the entrepreneur is sound.
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6. In the absence of a proper business plan, the request for membership will be accepted provisionally if business proposal looks promising prima-facie to the expert committee. 7. The entrepreneur will submit a proper business plan to TBI, which will be reviewed by the expert committee before final acceptance. 8. The business proposed should have significant technology content / employment potential / revenue generation potential / export earning potential. 9. The entrepreneurs may or may not have a track record in undertaking entrepreneurial ventures. 10. A first time entrepreneur should have the requisite aptitude in promoting the venture. The expert committee will assess this through personal interview, review of past activities, background check, references etc.



Incubator Graduation The duration of license to operate in the incubator program shall be for a term of 11 months. An extension of one more term of 11months shall be considered on a case-by-case basis based on the recommendation of the expert committee. These entrepreneurs shall move out of incubator at the end of the license period whether they have graduated or not. The venture shall graduate from the incubation programme when any one of the following conditions is fulfilled. i) The revenue stream of the company is adequate for self-sustenance. ii) The entrepreneurs have been able to tie up investors to finance the expansion plans of the venture and the incubator support is no longer necessary. iii) The entrepreneurs have sold the venture to a larger company. iv) Expiry of the period specified in the license agreement. If any of the above events takes place the venture will be treated as graduated from incubation programme and the membership in the incubator will be discontinued
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Smart Business Centre About Smart Business Centre (SBC) Smart Business Centre is provided to facilitate Indian and foreign IT/ITES and knowledge based Companies to commence operations immediately from a plug and play facility at Technopark. 



Fully furnished air-conditioned ready to move-in facility in multiples of 500 sq. ft







Monthly rental of Rs. 30,000/- per module for a period of 11 months.







Refundable Security deposit of



Rs. 1, 80,000/-.



Smart Business Centre will typically have a manager's cabin and 8 - 9 workstations.The tenants will have to pay for their telecom/data communication charges. Backup power is provided. For critical applications, tenants may use UPS system.



OUR VISSION To provide a holistic enabling environment to make knowledge industry intrinsically competitive and world class.



OUR MISSION Planning, establishment and management of Electronics Technology Parks in Kerala so as to create the infrastructure and environment required for setting up software development companies, high technology Electronics manufacturing units and Research, Design, Development, Incubating and Training establishments.
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CHAPTER 3 Review of literature
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3.1 INFORMATION SECURITY Information security means protecting information and information systems from unauthorized access, use, disclosure, disruption, modification, perusal, inspection, recording or destruction. The terms information security, computer security and information assurance are frequently incorrectly used interchangeably. These fields are interrelated often and share the common goals of protecting the confidentiality, integrity and availability of information; however, there are some subtle differences between them. These differences lie primarily in the approach to the subject, the methodologies used, and the areas of concentration. Information security is concerned with the confidentiality, integrity and availability of data regardless of the form the data may take: electronic, print, or other forms. Computer security can focus on ensuring the availability and correct operation of a computer system without concern for the information stored or processed by the computer. Governments, military, corporations, financial institutions, hospitals, and private businesses amass a great deal of confidential information about their employees, customers, products, research, and financial status. Most of this information is now collected, processed and stored on electronic computers and transmitted across networks to other computers. Should confidential information about a business' customers or finances or new product line fall into the hands of a competitor, such a breach of security could lead to lost business, law suits or even bankruptcy of the business. Protecting confidential information is a business requirement, and in many cases also an ethical and legal requirement. For the individual, information security has a significant effect on privacy, which is viewed very differently in different cultures.
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The field of information security has grown and evolved significantly in recent years. There are many ways of gaining entry into the field as a career. It offers many areas for specialization including: securing network(s) and allied infrastructure, securing applicationsand databases, security testing, information systems auditing, business continuity planning and digital forensics science, etc.



BASIC PRINCIPLES Information Security Components: or qualities, i.e., Confidentiality, Integrity and Availability (CIA). Information Systems are decomposed in three main portions, hardware, software and communications with the purpose to identify and apply information security industry standards, as mechanisms of protection and prevention, at three levels or layers: physical, personal and organizational. Essentially, procedures or policies are implemented to tell people (administrators, users and operators)how to use products to ensure information security within the organizations. 1) Confidentiality Confidentiality is the term used to prevent the disclosure of information to unauthorized individuals or systems. For example, a credit card transaction on the Internet requires the credit card number to be transmitted from the buyer to the merchant and from the merchant to a transaction processing network. The system attempts to enforce confidentiality by encrypting the card number during transmission, by limiting the places where it might appear (in databases, log files, backups, printed receipts, and so on), and by restricting access to the places where it is stored. If an unauthorized party obtains the card number in any way, a breach of confidentiality has occurred. Breaches of confidentiality take many forms. Permitting someone to look over your shoulder at your computer screen while you have confidential data displayed on it could be a breach of confidentiality. If a laptop computer containing sensitive information about a company's employees is stolen or sold, it could result in a breach of confidentiality. Giving out confidential information over the telephone is a breach of confidentiality if the caller is not authorized to have the information.
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Confidentiality is necessary (but not sufficient) for maintaining the privacy of the people whose personal information a system holds. 2) Integrity In information security, integrity means that data cannot be modified undetectably. This is not the same thing as referential integrity in databases, although it can be viewed as a special case of Consistency as understood in the classic ACID model of transaction processing. Integrity is violated when a message is actively modified in transit. Information security systems typically provide message integrity in addition to data confidentiality. 3) Availability For any information system to serve its purpose, the information must be available when it is needed. This means that the computing systems used to store and process the information, the security controls used to protect it, and the communication channels used to access it must be functioning correctly. High availability systems aim to remain available at all times, preventing service disruptions due to power outages, hardware failures, and system upgrades. Ensuring availability also involves preventing denial-of-service attacks. 4) Authenticity In computing, e-Business and information security it is necessary to ensure that the data, transactions, communications or documents (electronic or physical) are genuine. It is also important for authenticity to validate that both parties involved are who they claim they are. 5) Non-repudiation In law, non-repudiation implies one's intention to fulfill their obligations to a contract. It also implies that one party of a transaction cannot deny having received a transaction nor can the other party deny having sent a transaction.
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Electronic commerce uses technology such as digital signatures and encryption to establish authenticity and non-repudiation. RISK MANAGEMENT The CISA Review Manual 2006 provides the following definition of risk management: "Risk management is the process of identifying vulnerabilities and threats to the information resources used by an organization in achieving business objectives, and deciding what countermeasures, if any, to take in reducing risk to an acceptable level, based on the value of the information resource to the organization.” There are two things in this definition that may need some clarification. First, the process of risk management is an on-going iterative process. It must be repeated indefinitely. The business environment is constantly changing and new threats and vulnerability emerge every day. Second, the choice of countermeasure (computer)s (controls) used to manage risks must strike a balance between productivity, cost, effectiveness of the countermeasure, and the value of the informational asset being protected. Risk is the likelihood that something bad will happen that causes harm to an informational asset (or the loss of the asset). A vulnerability is a weakness that could be used to endanger or cause harm to an informational asset. A threat is anything (man-made or act of nature) that has the potential to cause harm. The likelihood that a threat will use a vulnerability to cause harm creates a risk. When a threat does use a vulnerability to inflict harm, it has an impact. In the context of information security, the impact is a loss of availability, integrity, and confidentiality, and possibly other losses (lost income, loss of life, loss of real property). It should be pointed out that it is not possible to identify all risks, nor is it possible to eliminate all risk. The remaining risk is called residual risk. A risk assessment is carried out by a team of people who have knowledge of specific areas of the business. Membership of the team may vary over time as different parts of the business are assessed. The assessment may use a subjective qualitative analysis
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based on informed opinion, or where reliable dollar figures and historical information is available, the analysis may use quantitative analysis. The research has shown that the most vulnerable point in most information systems is the human user, operator, designer, or other human [3] The ISO/IEC 27002:2005 Code of practice for information security management recommends the following be examined during a risk assessment: 



security policy,







organization of information security,







asset management,







human resources security,







physical and environmental security,







communications and operations management,







access control,







information systems acquisition, development and maintenance,







information security incident management,







business continuity management, and







regulatory compliance.



In broad terms, the risk management process consists of: 1. Identification of assets and estimating their value. Include: people, buildings, hardware, software, data (electronic, print, other), supplies. 2. Conduct a threat assessment. Include: Acts of nature, acts of war, accidents, malicious acts originating from inside or outside the organization. 3. Conduct a vulnerability assessment, and for each vulnerability, calculate the probability that it will be exploited. Evaluate policies, procedures, standards, training, physical security, quality control, technical security. 4. Calculate the impact that each threat would have on each asset. Use qualitative analysis or quantitative analysis. 5. Identify, select and implement appropriate controls. Provide a proportional response. Consider productivity, cost effectiveness, and value of the asset.
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6. Evaluate the effectiveness of the control measures. Ensure the controls provide the required cost effective protection without discernible loss of productivity. For any given risk, Executive Management can choose to accept the risk based upon the relative low value of the asset, the relative low frequency of occurrence, and the relative low impact on the business. Or, leadership may choose to mitigate the risk by selecting and implementing appropriate control measures to reduce the risk. In some cases, the risk can be transferred to another business by buying insurance or out-sourcing to another business.[4] The reality of some risks may be disputed. In such cases leadership may choose to deny the risk. This is itself a potential risk. 3.2 Security Management Systems (SeMS) Security Management is a broad field of management related to asset management, physical security and human resource safety functions. It entails the identification of an organization's information assets and the development, documentation and implementation of policies, standards, procedures and guidelines. In network management it is the set of functions that protects telecommunications networks and systems from unauthorized access by persons, acts, or influences and that includes many subfunctions, such as creating, deleting, and controlling security services and mechanisms; distributing security-relevant information; reporting security-relevant events; controlling the distribution of cryptographic keying material; and authorizing subscriber access, rights, and privileges. Management tools such as information classification, risk assessment and risk analysis are used to identify threats, classify assets and to rate system vulnerabilities so that effective control can be implemented. "SeMS is a standardized approach for implementing the security processes outlined in our air carrier security program, SeMS' business like approach is helping us integrate security into the culture and guiding principles of our corporation." Rich Davis, Director Corporate Security, United Airlines Inc
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"In times of steadily rising real security threats and legal security restraints, SeMS will help in making security processes more effective, proactive and far reaching by promoting a business-like approach to security." Peter Andres, Vice President, Corporate Security, Lufthansa German Airlines A Security Management System (SeMS) sets out an organization‘s security policies as an integral part of its business processes. It is thus a part of the corporate management responsibility. SeMS is based on the same concepts used for Safety Management System (SMS). Developed in conjunction with an efficient threat assessment mechanism and risk management program, SeMS helps organizations develop proactive, efficient and cost effective security measures. SeMS provides an organization-wide approach to security through the development of a security culture as well as a system-wide security model encouraging and dependent on close co-operation between all stakeholders and regulators. 3.2.1 SECURITY CONTROLS



When Management chooses to mitigate a risk, they will do so by implementing one or more of three different types of controls.  Administrative Administrative controls (also called procedural controls) consist of approved written policies, procedures, standards and guidelines. Administrative controls form the framework for running the business and managing people. They inform people on how the business is to be run and how day to day operations are to be conducted. Laws and regulations created by government bodies are also a type of administrative control because they inform the business. Some industry sectors have policies, procedures, standards and guidelines that must be followed – the Payment Card Industry (PCI) Data Security Standard required by Visa and Master Card is such an
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example. Other examples of administrative controls include the corporate security policy, password policy, hiring policies, and disciplinary policies. Administrative controls form the basis for the selection and implementation of logical and physical controls. Logical and physical controls are manifestations of administrative controls. Administrative controls are of paramount importance.  Logical Logical controls (also called technical controls) use software and data to monitor and control access to information and computing systems. For example: passwords, network and host based firewalls, network intrusion detection systems, access control lists, and data encryption are logical controls. An important logical control that is frequently overlooked is the principle of least privilege. The principle of least privilege requires that an individual, program or system process is not granted any more access privileges than are necessary to perform the task. A blatant example of the failure to adhere to the principle of least privilege is logging into Windows as user Administrator to read Email and surf the Web. Violations of this principle can also occur when an individual collects additional access privileges over time. This happens when employees' job duties change, or they are promoted to a new position, or they transfer to another department. The access privileges required by their new duties are frequently added onto their already existing access privileges which may no longer be necessary or appropriate.  Physical Physical controls monitor and control the environment of the work place and computing facilities. They also monitor and control access to and from such facilities. For example: doors, locks, heating and air conditioning, smoke and fire alarms, fire suppression systems, cameras, barricades, fencing, security guards, cable locks, etc. Separating the network and work place into functional areas are also physical controls.
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An important physical control that is frequently overlooked is the separation of duties. Separation of duties ensures that an individual can not complete a critical task by himself. For example: an employee who submits a request for reimbursement should not also be able to authorize payment or print the check. An applications programmer should not also be the server administrator or the database administrator – these roles and responsibilities must be separated from one another. Information security must protect information throughout the life span of the information, from the initial creation of the information on through to the final disposal of the information. The information must be protected while in motion and while at rest. During its lifetime, information may pass through many different information processing systems and through many different parts of information processing systems. There are many different ways the information and information systems can be threatened. To fully protect the information during its lifetime, each component of the information processing system must have its own protection mechanisms. The building up, layering on and overlapping of security measures is called defense in depth. The strength of any system is no greater than its weakest link. Using a defence in depth strategy, should one defensive measure fail there are other defensive measures in place that continue to provide protection. Recall the earlier discussion about administrative controls, logical controls, and physical controls. The three types of controls can be used to form the basis upon which to build a defense-in-depth strategy. With this approach, defense-in-depth can be conceptualized as three distinct layers or planes laid one on top of the other. Additional insight into defense-in- depth can be gained by thinking of it as forming the layers of an onion, with data at the core of the onion, people the next outer layer of the onion, and network security, host-based security and application security forming the outermost layers of the onion. Both perspectives are equally valid and each provides valuable insight into the implementation of a good defense-in-depth strategy.
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3.2.2Security classification for information An important aspect of information security and risk management is recognizing the value of information and defining appropriate procedures and protection requirements for the information. Not all information is equal and so not all information requires the same degree of protection. This requires information to be assigned a security classification. The first step in information classification is to identify a member of senior management as the owner of the particular information to be classified. Next, develop a classification policy. The policy should describe the different classification labels, define the criteria for information to be assigned a particular label, and list the required security controls for each classification. Some factors that influence which classification information should be assigned include how much value that information has to the organization, how old the information is and whether or not the information has become obsolete. Laws and other regulatory requirements are also important considerations when classifying information. The type of information security classification labels selected and used will depend on the nature of the organisation, with examples being: 



In the business sector, labels such as: Public, Sensitive, Private, Confidential.







In the government sector, labels such as: Unclassified, Sensitive But Unclassified, Restricted, Confidential, Secret, Top Secret and their nonEnglish equivalents.







In cross-sectoral formations, the Traffic Light Protocol, which consists of: White, Green, Amber and Red.



All employees in the organization, as well as business partners, must be trained on the classification schema and understand the required security controls and handling procedures for each classification. The classification a particular information asset has been assigned should be reviewed periodically to ensure the classification is still
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appropriate for the information and to ensure the security controls required by the classification are in place.  Access control Access to protected information must be restricted to people who are authorized to access the information. The computer programs, and in many cases the computers that process the information, must also be authorized. This requires that mechanisms be in place to control the access to protected information. The sophistication of the access control mechanisms should be in parity with the value of the information being protected – the more sensitive or valuable the information the stronger the control mechanisms need to be. The foundation on which access control mechanisms are built start with identification and authentication. Identification is an assertion of who someone is or what something is. If a person makes the statement "Hello, my name is John Doe" they are making a claim of who they are. However, their claim may or may not be true. Before John Doe can be granted access to protected information it will be necessary to verify that the person claiming to be John Doe really is John Doe. Authentication is the act of verifying a claim of identity. When John Doe goes into a bank to make a withdrawal, he tells the bank teller he is John Doe (a claim of identity). The bank teller asks to see a photo ID, so he hands the teller his driver's license. The bank teller checks the license to make sure it has John Doe printed on it and compares the photograph on the license against the person claiming to be John Doe. If the photo and name match the person, then the teller has authenticated that John Doe is who he claimed to be. There are three different types of information that can be used for authentication: something you know, something you have, or something you are. Examples of something you know include such things as a PIN, a password, or your mother's maiden name. Examples of something you have include a driver's license or a magnetic swipe card. Something you are refers to biometrics. Examples of biometrics include palm prints, finger prints, voice prints and retina (eye) scans. Strong authentication requires providing information from two of the three different types of MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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authentication information. For example, something you know plus something you have. This is called two factor authentication. On computer systems in use today, the Username is the most common form of identification and the Password is the most common form of authentication. Usernames and passwords have served their purpose but in our modern world they are no longer adequate. Usernames and passwords are slowly being replaced with more sophisticated authentication mechanisms. After a person, program or computer has successfully been identified and authenticated then it must be determined what informational resources they are permitted to access and what actions they will be allowed to perform (run, view, create, delete, or change). This is called authorization. Authorization to access information and other computing services begins with administrative policies and procedures. The policies prescribe what information and computing services can be accessed, by whom, and under what conditions. The access control mechanisms are then configured to enforce these policies. Different computing systems are equipped with different kinds of access control mechanisms - some may even offer a choice of different access control mechanisms. The access control mechanism a system offers will be based upon one of three approaches to access control or it may be derived from a combination of the three approaches. The non-discretionary approach consolidates all access control under a centralized administration. The access to information and other resources is usually based on the individuals function (role) in the organization or the tasks the individual must perform. The discretionary approach gives the creator or owner of the information resource the ability to control access to those resources. In the Mandatory access control approach, access is granted or denied basing upon the security classification assigned to the information resource. Examples of common access control mechanisms in use today include Role-based access control available in many advanced Database Management Systems, simple MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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file permissions provided in the UNIX and Windows operating systems, Group Policy Objects provided in Windows network systems, Kerberos, RADIUS, TACACS, and the simple access lists used in many firewalls and routers. To be effective, policies and other security controls must be enforceable and upheld. Effective policies ensure that people are held accountable for their actions. All failed and successful authentication attempts must be logged, and all access to information must leave some type of audit trail.  Cryptography Information security uses cryptography to transform usable information into a form that renders it unusable by anyone other than an authorized user; this process is called encryption. Information that has been encrypted (rendered unusable) can be transformed back into its original usable form by an authorized user, who possesses the cryptographic key, through the process of decryption. Cryptography is used in information security to protect information from unauthorized or accidental disclosure while the information is in transit (either electronically or physically) and while information is in storage. Cryptography provides information security with other useful applications as well including improved authentication methods, message digests, digital signatures, nonrepudiation, and encrypted network communications. Older less secure application such as telnet and ftp are slowly being replaced with more secure applications such as ssh that use encrypted network communications. Wireless communications can be encrypted using protocols such as WPA/WPA2 or the older (and less secure) WEP. Wired communications (such as ITU-TG.hn) are secured using AES for encryption and X.1035 for authentication and key exchange. Software applications such as GnuPG or PGP can be used to encrypt data files and Email. Cryptography can introduce security problems when it is not implemented correctly. Cryptographic solutions need to be implemented using industry accepted solutions that have undergone rigorous peer review by independent experts in cryptography. The length and strength of the encryption key is also an important consideration. A key that is weak or too short will produce weak encryption. The keys used for MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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encryption and decryption must be protected with the same degree of rigor as any other confidential information. They must be protected from unauthorized disclosure and destruction and they must be available when needed. PKI solutions address many of the problems that surround key management 3.3 INFORMATION SECURITY MANAGEMENT SYSTEM An information security management system (ISMS) is a set of policies concerned with information security management or IT related risks. The idioms arose primarily out of ISO 27001. The governing principle behind an ISMS is that an organization should design, implement and maintain a coherent set of policies, processes and systems to manage risks to its information assets, thus ensuring acceptable levels of information security risk. 3.3.1 ISMS description As with all management processes, an ISMS must remain effective and efficient in the long term, adapting to changes in the internal organization and external environment. ISO/IEC 27001 therefore incorporates the typical "Plan-Do-Check-Act" (PDCA), or Deming cycle, approach: 



The Plan phase is about designing the ISMS, assessing information security risks and selecting appropriate controls.







The Do phase involves implementing and operating the controls.







The Check phase objective is to review and evaluate the performance (efficiency and effectiveness) of the ISMS.







In the Act phase, changes are made where necessary to bring the ISMS back to peak performance.
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3.3.2 Need for a ISMS Security experts say and statistics confirm that: 



information technology security administrators should expect to devote approximately one-third of their time addressing technical aspects. The remaining two-thirds should be spent developing policies and procedures, performing security reviews and analyzing risk, addressing contingency planning and promoting security awareness;







security depends on people more than on technology;







employees are a far greater threat to information security than outsiders;







security is like a chain. It is as strong as its weakest link;







the degree of security depends on three factors: the risk you are willing to take, the functionality of the system and the costs you are prepared to pay;







security is not a status or a snapshot but a running process.



These facts inevitably lead to the conclusion that: Security administration is a management and NOT a purely technical issue The establishment, maintenance and continuous update of an ISMS provide a strong indication that a company is using a systematic approach for the identification, assessment and management of information security risks. Furthermore such a company will be capable of successfully addressing information confidentiality, integrity and availability requirements which in turn have implications for: [4] 



business continuity;







minimization of damages and losses;







competitive edge;







profitability and cash-flow;







respected organization image;







legal compliance



Chief objective of Information Security Management is to implement the appropriate measurements in order to eliminate or minimize the impact that various security
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related threats and vulnerabilities might have on an organization. In doing so, Information Security Management will enable implementing the desirable qualitative characteristics of the services offered by the organization (i.e. availability of services, preservation of data confidentiality and integrity etc.). Large organizations or organizations such as banks and financial institutes, telecommunication operators, hospital and health institutes and public or governmental bodies have many reasons for addressing information security very seriously. Legal and regulatory requirements which aim at protecting sensitive or personal data as well as general public security requirements impel them to devote the utmost attention and priority to information security risks] Under these circumstances the development and implementation of a separate and independent management process namely an Information Security Management System is the one and only alternative. the development of an ISMS framework entails the following 6 steps: 1. Definition of Security Policy, 2. Definition of ISMS Scope, 3. Risk Assessment (as part of Risk Management), 4. Risk Management, 5. Selection of Appropriate Controls and 6. Statement of Applicability 3.3.3 Critical success factors for ISMS To be effective, the ISMS must 



have the continuous, unshakeable and visible support and commitment of the organization‘s top management;







be managed centrally, based on a common strategy and policy across the entire organization;
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be an integral part of the overall management of the organization related to and reflecting the organization‘s approach to Risk Management, the control objectives and controls and the degree of assurance required;







have security objectives and activities be based on business objectives and requirements and led by business management;







undertake only necessary tasks and avoiding over-control and waste of valuable resources;







fully comply with the organization philosophy and mindset by providing a system that instead of preventing people from doing what they are employed to do, it will enable them to do it in control and demonstrate their fulfilled accountabilities;







be based on continuous training and awareness of staff and avoid the use of disciplinary measures and ―police‖ or ―military‖ practices;







be a never ending process;



3.3.4 ISO 27001:2005 - Information Security Management System (ISMS) Effective use of networking technology has improved operational efficiency but increased risk to the vital information available with the business environment. Protecting confidential customer information and business data is the challenge in complex business environment. Unauthorized access to important information and knowledge capital, or its loss, can have significant negative impact on an MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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organization, including interruption of business continuity, vulnerability to fraud, loss of strategic advantage and damage to reputation. Purpose of ISO 27001 Every business is having its own management information system which generates required information report of business deals, project progress status & employee information. Any interruption in the quality, quantity, relevance & distribution of your information systems can put your business at risk from attack due to information is exposed to a growing number and a wider variety of threats and vulnerabilities. Significant incidents involving hacking, altering & misuse of information, online fraud thus losses continue to make the headlines and cause concerns for customers and consumers in general. Thus the critical business information must be actively managed to protect confidentiality, maintain integrity and ensure availability of those information assets to employee, clients, consumers, shareholders, authorities and society at large. A certified information security management system demonstrates commitment to the protection of information and provides confidence that assets are suitably protected – whether held on paper, electronically, or as employee knowledge. Implementation of information security management systems as per ISO 27001 gives a systematic approach to minimizing the risk of unauthorized access or loss of information and ensuring the effective deployment of protective measures for securing the same. It provides a framework for organizations to manage their compliance with legal and other requirements, and improve performance in managing information securely. 3.3.5Benefits of ISO 27001 Information security management system implementing an effective will help identify and reduce information security risks, as it helps you focus your security efforts and protect your information. Certifying your ISMS against ISO/IEC 27001 can bring the following benefits to your organization: MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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Systematic identification of Information Security Risks and its mitigation to reduce risk.







Availability of internal controls and meets corporate governance and business continuity requirements in case of man made and natural disasters.







Better protection of confidential data and reduced risks from hackers‘ attacks.







Independently demonstration to compliance with legal and contractual requirements.







Faster and easier recovery from the attacks and improved ability to survive disasters.







Give proof to your customers and purchasers of the high level of security management.







Staff members are well-informed and Information security costs of your organization are managed.







Internationally recognized & applicable to all sectors, giving you access to new markets across the world.







Due to dependability of information and information systems, confidentiality, integrity and availability of information is essential to maintain competitive edge, cash-flow, profitability and commercial image.







Provide assurance to stakeholders such as shareholders, clients, consumers and suppliers.







Provide & enhanced customer confidence and satisfaction, which in turn can lead to increased business opportunities.



Features of ISO 27001 ISO 27001 is the standard generic in nature applicable to all business sectors which globally recognized standard for information security management systems. Information security management system certification may be combined with certification to other management system standards, e.g. ISO 9001, ISO 14001 and OHSAS 18001. The standard provides a comprehensive approach to security of information needing protection, ranging from digital information, paper documents, and physical assets (computers and networks) to the knowledge of individual employees. Subjects to
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address include competence development of staff, technical protection against computer fraud, information security metrics and incident management as well as requirements common to all management system standards such as internal audit, management review and continuous improvement. More about ISO 27001 A certificate issued by third party registrar to demonstrates that your business system has been certified against requirements of ISO 27001 requirements. Implementation of ISO 27001 by setting up of internal processes gives confidence to customers that you have taken necessary precautions to protect sensitive information against unauthorized access and changes. ISO 27001 is particularly adopts a process approach for establishing, implementing, operating, monitoring, reviewing, maintaining, and improving an organization‘s information security management system. ISO 27001 is established by the International Organization for Standardization (ISO) and is the standard used for third party certification. It has replaced earlier standard BS 7799 to harmonize with other standards with new controls included, i.e. the emphasis on information security metrics and incident management. The standard also draws upon other standards like ISO/IEC 17799:2005, the ISO 13335 series, ISO/IEC TR 18044:2004 and ―OECD Guidelines for Security of Information Systems and Networks – Towards a culture of security‖ that provide guidance for implementing information security. Protecting your assets An Information Security Management System (ISMS) is which is based on a systematic business risk approach, to establish, implement, operate, monitor, review, maintain, and improve information security. ISO 27001 is an International Standard giving requirements related to ISMS in order to enable an organization to assess its risk and implement appropriate controls to ensure:
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Confidentiality: ensuring that the information is accessible only to those authorized to access it.







Integrity: ensuring that the information is accurate and complete and that the information is not modified without authorization.







Availability: ensuring that the information is accessible to authorized users when required.



The fundamental aim is to protect the information of your organization getting into the wrong hands or losing it forever. ISMS are complemented by ISO 17799:2005 ―Code of practice for information security management‖ which identify control objectives & common basis and practical guideline for developing organizational security standards and effective security management practices, and to help build confidence in inter-organizational activities. Certification Process for ISO 27001 DQS Certification India appoints a competent & suitable auditor or team of auditors to audit the organization against the standard & scope requested by the clients. Client has to file an application seeking standard for which to be certified. Gap analysis may be performed first to check readiness for the auditee organization which help organization to improve upon. Routine surveillance audits are carried out to evaluate continual improvement in the validity period. A re-certification audit is performed after every three years to maintain continuity of certification. For Whom ISO 27001? Organizations of all business sectors can apply for ISO 27001 Certification, to systematically examine their information for risks and their protection needs.
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CHAPTER4 Data Analysis And Interpretation
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4.1) PRESENT SYSTEM The current security system used in Techopark consists of 1) ID card 2) Visitor slip 3) Advance telecom 4) Police patrolling 5) Camera



1) ID CARD In order to enter into the Technopark each and every company will have their own id cards issued in their own name. This Id card is having a company name,logo,photo and signature. 2) VISITOR SLIP When an outsider wants to see any of the officers in the Techopark, the security will issue a slip in the name of the person entering into the TechoparkThis is controlled by a computerised mechanism.



3) ADVANCE TELECOM This is a phone in facility whereby the park centre will contact to the security post informing about the car name, car number when any VIP member came.



4) POLICE PETROLING Techopark is having police patrolling in day and at night, which helps to ensure complete security to the staffs working there.



5) CAMERA There are three cameras placed in the park centre to capture the image of persons entering the Technopark.
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4.1.1) PROBLEM IDENTIFICATION 1) The current security system is not safe and secure. It is easy to make a fake id card to enter into the campus of Techopark 2) Lack of proper maintaining and control is another main problem of the current system. 3) Techoparkdoesn‘t have any prevention systems to stop upcoming threats. 4) No passenger restriction in it and only security measure can do something. 5) They don‘t have any proper visitor tracking management system. 6) No proper screening is done at the gates. 4.1.2) Tools Used For Data Analysis 1) Fish Bone Chart 2) Peratto Analysis



1) Fishbone analysis What is it? The fishbone analysis is used to deepen a team's understanding of a problem or issue. The tool takes its name from the form it takes on a large sheet of brown paper, with a problem statement on one side of the paper and a 'spine' extending from this and lines branching off it on which the team records sub-issues. Working in this way teams can understand the elements which contribute to a perceived problem. •



The



Fishbone



diagram



(sometimes



called



the



Ishikawa



diagram)



is used to identify and list all the factors that are conditioning the problem at hand •



This is primarily a group problem analysis technique, but can be used by individuals as well
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•



The process is called Fishbone Analysis because of the way in which the information



gathered



is



arranged



visually



–



like



the



skeleton



of a fish When would you use it? •



Usually in the Mobilise stage of the process to identify scale and scope of issues and problem areas but also useful in the Discover stage of the change process



•



Before moving on to a 5 Whys Analysis



Fishbone diagram Not safe and secure Easy Access With fake Security ID Cards and Visitor management card



Don’t have any prevention system



Lack of proper maintaining and Contorting of Security system



Don’t have enough security cameras



Not Proper Screening



Does not have any Transport tracking system



Advantages A Pareto analysis is an observation of causes of problems that occur in either an organization or daily life, which is then displayed in a histogram. A histogram is a chart that prioritizes the causes of problems from the greatest to the least severe. The Pareto analysis is based on the Pareto Principle, also known as the 80/20 rule, which states that 20 percent of effort yields 80 percent of results. For example, if an individual sells items on eBay, he should focus on 20 percent of the items that yield 80 percent of sales. According to Mindtools.com, a Pareto analysis enables individuals to make effective changes. 1) Organizational Efficiency
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A Pareto analysis requires that individuals list changes that are needed or organizational problems. Once the changes or problems are listed, they are ranked in order from the biggest to the least severe. The problems ranked highest in severity should become the main focus for problem resolution or improvement. Focusing on problems, causes and problem resolution contributes to organizational efficiency. Companies operate efficiently when employees identify the root causes of problems and spend time resolving the biggest problems to yield the greatest organizational benefit. 2) Enhanced Problem-Solving Skills We can improve your problem-solving skills when you conduct a Pareto analysis, because it enables you to organize work-related problems into cohesive facts. Once you've clearly outlined these facts, you can begin the planning necessary to solve the problems. Members of a group can conduct a Pareto analysis together. Arriving at a group consensus about the issues that require change fosters organizational learning and increases group cohesiveness. 3) Improved Decision Making Individuals who conduct a Pareto analysis can measure and compare the impact of changes that take place in an organization. With a focus on resolving problems, the procedures and processes required to make the changes should be documented during a Pareto analysis. This documentation will enable better preparation and improvements in decision making for future changes.
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Disadvantages The Pareto chart is based on the research of Villefredo Pareto. He found that approximately 80 percent of all wealth of Italian cities he researched was held by only 20 percent of the families. The Pareto principle has been found to apply in other areas, from economics to quality control. Pareto charts have several disadvantages, however. 1)Easy to Make but Difficult to Troubleshoot Based on the Pareto principle, any process improvement should focus on the 20 percent of issues that cause the majority of problems in order to have the greatest impact. However, one of the disadvantages of Pareto charts is that they provide no insight on the root causes. For example, a Pareto chart will demonstrate that half of all problems occur in shipping and receiving. Failure Modes Effect Analysis, Statistical Process Control charts, run charts and cause-and-effect charts are needed to determine the most basic reasons that the major issues identified by the Pareto chart are occurring. 2) Multiple Pareto Charts May Be Needed Pareto charts can show where the major problems are occurring. However, one chart may not be enough. To trace the cause for the errors to its source, lower levels of Pareto charts may be needed. If mistakes are occurring in shipping and receiving, further analysis and more charts are needed to show that the biggest contributor is in order-taking or label-printing. Another disadvantage of Pareto charts is that as more are created with finer detail, it is also possible to lose sight of these causes in comparison to each other. The top 20 percent of root causes in a Pareto analysis two to three layers down from the original Pareto chart must also be compared to each other so that the targeted fix will have the greatest impact. 3) Qualitative Data Versus Quantitative Data Pareto charts can only show qualitative data that can be observed. It merely shows the frequency of an attribute or measurement. One disadvantage of generating Pareto charts is that they cannot be used to calculate the average of the data, its variability or changes in the measured attribute over time. It cannot be used to calculate the mean, the standard deviation or other statistics needed to translate data MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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collected from a sample and estimate the state of the real-world population. Without quantitative data and the statistics calculated from that data, it isn't possible to mathematically test the values. Qualitative statistics are needed to whether or not a process can stay within a specification limit. While a Pareto chart may show which problem is the greatest, it cannot be used to calculate how bad the problem is or how far changes would bring a process back into specification.



2) Pareto Analysis What is Pareto Analysis? Since quality is an important factor in the successfulness and longevity of any business (especially where repeat consumption is part of the business model), it would bebeneficial to the business to have tools by which quality could be measured. Many of these tools already exist and are called ―quality-control‖ tools. Pareto Analysis, which will be discussed in this paper, is one such tool. It can be described as the 80/20 rule applied to quality-control. The 80/20 rule was originally formalized by Vilifredo Pareto, after studying the distribution of wealth. He noticed that about 80% of wealth was held by about 20% of the population. Several years later, Joseph Juran applied the principle toquality-control, and Pareto Analysis was born.



Pareto



Analysis essentially states that 80% of quality problems in the end product or service are caused by 20% of the problemsin the production or service processes. In practice, then, it is beneficial to separate ―the vital few‖ problems from ―the trivial many,‖ and thereby identify the individual problemsthat can be fixed and most drastically benefit the end product or service. Once these problems are identified, the 20% that are causing 80% of the problems can be addressedand remedied, thus efficiently obtaining quality. Pareto Diagram The Category Contribution, the causes of whatever is being investigated, are listed across the bottom, and a percentage is assigned for each (Relative Frequency) to total 100%. A vertical bar chart is constructed, from left to right, in order of magnitude, using the percentages for each category
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Steps to identify the important causes using Pareto analysis 



Step 1: Form an explicit table listing the causes and their frequency as a percentage.







Step 2: Arrange the rows in the decreasing order of importance of the causes (i.e., the most important cause first)







Step 3: Add a cumulative percentage column to the table







Step 4: Plot with causes on x- and cumulative percentage on y-axis







Step 5: Join the above points to form a curve







Step 6: Plot (on the same graph) a bar graph with causes on x- and percent frequency on y-axis







Step 7: Draw line at 80% on y-axis parallel to x-axis. Then drop the line at the point of intersection with the curve on x-axis. This point on the x-axis separates the important causes (on the left) and trivial causes (on the right)







Step 8: Explicitly Review the chart to ensure that at least 80% of the causes are captured



PROBLEMS



PERCENTAGE



Not Safe and secure security System



33



Not Proper Screening in Gates



28



Don‘t have enough Security Camera‘s



17



Don‘t have Transport Tracking system



12



Easy access with Fake ID Card and Visitors slip



7



Don‘t have any prevention system for upcoming threats



3
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Pareto analysis of Techopark security problems



Not Safe and Not Proper secure security Screening in System Gates



Don‘t have enough Security Camera‘s



Don‘t have Transport Tracking system



Easy access with Fake ID Card and Visitors slip



Don‘t have any prevention system for upcoming threats



NEED FOR A NEW SYSTEM 1) We have identified the need for a more secured security system inside Techopark 2) As it is easy to make fake IDcards, there is a need for better or smart id cards. 3) Biometric identification can be used, which will ensure complete security which cannot be cracked easily. 4) It is very important to have the details of persons entering in Techoparkfor that, a better visitor tracking system must be used. 5) There are only few cameras placed inside the campus.
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4.2) PROPOSED SYSTEM The proposed system consists of 1) Security camera 2) Smart ID cards 3) Biometric identification 4) Real time visitor ID 5) Vehicle Tracking System



1) SECURITY CAMERA Closed-circuit television (CCTV) is the use of video cameras to transmit a signal to a specific place, on a limited set of monitors. It differs from broadcast television in that the signal is not openly transmitted, though it may employ point to point (P2P), point to multipoint, or mesh wireless links. Though almost all video cameras fit this definition, the term is most often applied to those used for surveillance in areas that may need monitoring such as banks, casinos, airports, military installations, and convenience stores. Videotelephony is seldom called "CCTV" but the use of video in distance education, where it is an important tool, is often so called. In industrial plants, CCTV equipment may be used to observe parts of a process from a central control room, for example when the environment is not suitable for humans. CCTV systems may operate continuously or only as required to monitor a particular event. A more advanced form of CCTV, utilizing Digital Video Recorders (DVRs), provides recording for possibly many years, with a variety of quality and performance options and extra features (such as motion-detection and email alerts). More recently, decentralized IP-based CCTV cameras, some equipped with megapixel sensors, support recording directly to network-attached storage devices, or internal flash for completely stand-alone operation.
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Surveillance of the public using CCTV is particularly common in the United Kingdom, where there are reportedly more cameras per person than in any other country in the world. There and elsewhere, its increasing use has triggered a debate about security versus privacy.



Potential advantages



The advantages of CCTV cameras are that they are kept everywhere. So if a crime is committed the culprit will be eventually caught. One of the immediately obvious advantages is that the unit is no subject to the failure of any type of wiring. The cameras make use of wireless technology to accomplish the task at hand. This absence of wiring that could fail or be cut means there is much less chance of something going wrong with the unit, or that a clever thief can circumvent the system by severing the connection. Short of ripping the entire camera out of place, there is not much that will slow the unit down. Another advantage has to do with the clarity of the images that are captured. Most of these wireless units have a high-resolution image that makes it very easy to identify faces and other physical characteristics. This makes the cameras ideal for use as part of the security for research facilities and other establishments. Security personnel can easily monitor all activities within range of the cameras, and clearly note any
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suspicious or unauthorized behaviour, while getting a clear image of the person engaged in the activities. Recording is another advantage of these wireless cameras. In times past, storing recordings could be quite a task. From magnetic tape to VHS tapes, storage could become quite a problem. Many of the units on the market today make use of CDR technology, making it possible to store more hours of surveillance on a single disk. This can be crucial for law enforcement officials, as well as persons who are responsible for conducting security in office buildings and manufacturing facilities. Another advantage of these newer models of wireless surveillance units is that they are usually less expensive than most people would think. In fact, it is possible to purchase these types of cameras at a significantly less amount per unit than many of the wired counterparts on the market today. Coupled with the fact that wireless units make for much easier installation, it should come as no wonder that more and more people are choosing to go wireless for their security camera needs. 1. Protect Customers and Staff When you own your business, whether you know it or now it becomes your responsibility to look after your staff as well as your customers. With CCTV cameras you can help protect both employees and clients/customers in a number ways. The primary way is protecting them physically. If they are attacked inside of your establishment you can turn over video of the attack to the authorities to help them find the assailant. CCTV can also stop crime from happening in the first place (see below) and can clear up any misunderstandings if money or merchandise goes missing.



2. Protect Your Company from Lawsuits On the flip side, CCTV cameras can also help you protect your company from customers. We've all heard the stories of customers purposely putting glass or pests in their food in order to get a free meal, or purposely spilling water and slipping in it in order to sue a company. With a CCTV camera video surveillance
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system you can monitor any fraudulence going on, and prevent you or your employees from being accused of false accusations or phony lawsuits.



3. Monitor Employees As much as you want to say you completely trust your employees, there's always one bad apple that ruins the bunch. Unfortunately, it's usually necessary to monitor your employees and make sure they aren't stealing from your company whether it's office supplies, top-secret company information, client lists, store merchandise, extra free food or meals, or money from the till. With CCTV you are not only able to make sure your employees are staying honest, but you can see which of your staff are working the most efficiently and reward them accordingly.



4. Lower or Stop Crime Completely As mentioned above, CCTV cameras can prevent crime simply just by being there to identify any suspicious activity. Whether used in your home, restaurant, store or office building, by recording a crime that is occurring, you can help catch the perpetrator, and get that criminal off the streets, helping to reduce crime not only in your area, but in your city or county as well. In addition, most criminals are hesitant to commit illegal activities if they know they are being watched or filmed, so you could help stop crime altogether.



5. Monitor Traffic and Public Areas Last but not least, CCTV can be used to monitor traffic, identify traffic jams and record car accidents. CCTV is especially useful in hit-and-run accidents where a driver must be identified. CCTV cameras are also advantageous for public safety, as they keep a close eye on large crowded areas, such as the airport, subway, train station, etc., which are too big to monitor by authorities on foot.
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2) SMART ID CARDS Smart Identification cards allow you to control access and improved security at your facility. ID cards can play a pivotal role in an organization's security plan, and creating the right card is imperative to achieving security goals. By considering the following ten ID card components, organizations can create the ID card that meets their needs.



1. Organization Logo By adding a visual security element to ID cards by incorporating organization's logo. Be sure that the ID card design is consistent with the current marketing style sheet, including font, logo, and colors to reinforce the brand's message and project a professional image. A corporate logo is a highly recognizable image by employees and security personnel. To truly protect the cards against forgery, add Holokote capabilities to the printer. Holokote adds a holographic overlay of the logo that can be seen when your ID card is turned at an angle. By incorporating the logo into the ID card design, it will be more difficult for fraudulent cards to be created.
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2. Design An effective ID card design is both attractive and functional, and your card design can be just as important as the security features it incorporates. Time should be invested into the design of your ID card to ensure it meets all of your security and branding needs. The card design itself can also provide valuable information using colors and graphics. For instance, hospital ID cards often assign a specific color to different floors or departments, making it simple to identify where employees work. The color bar system can also designate various security clearances. 3. Single and Dual-Sided Depending on what security or data features are included, ID cards can be single or dual-sided. Determine what ID card functions are priorities for the organization and consider how much space will be needed. A dual-sided card can include a lot of information and features without sacrificing design. With a dual-sided card, you also have the ability to add important information to the back of the card, such as a mission statement or emergency contact numbers. 4. Orientation ID cards can be displayed horizontally or vertically, and the orientation of the ID cards will impact how they are worn by employees. Consider the different scenarios where ID cards will be used. If employees interact with customers on a daily basis, the ID cards should be designed as a marketing piece with the employees' name easily readable by customers. If employees need to swipe cards for time and attendance or access control, that may also impact the orientation. 5. Employee Picture It is standard for ID cards to include a picture of the employee on the front of the card. The photo on an ID card makes it unique to the individual employee and should be easily visible. Photo identification is normally used on identification documents, such as a driver's license, passport, or ID card, to increase the security and authenticity of the document. Government personnel verify identity documents by examining both
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the card and the card carrier. Likewise in the workplace, security and authority personnel should use a similar verification process with employee photo ID cards. 6. Durability ID cards made of durable materials, like PVC or plastic HID smart cards, require fewer reprints and can last up to five years. These long-wearing materials have been proven to last long after paper ID cards are in the recycle bin. They are also more difficult to copy since an ID printer is required to print a PVC card, whereas a paper ID card can easily be recreated on a PC home printer. 7.DataEncoding ID cards, at their best, include encoded information about the user with the use of barcodes, magnetic stripes, RFID tags and smart chips. These features allow an organization to sync their identification with building access or time and attendance programs. Combined with a card reader to approve or deny admittance, these encoded cards relieve an organization from staffing security personnel in critical areas – ultimately saving money. 8. Signatures when a photo isn't enough to visually identify an employee, include a copy of the authorized employee's signature printed on the ID card. Even trained professionals have a hard time duplicating a signature on the spot. When someone's identity is in question, having this visual security reference printed right onto the ID cards is an instant way to detect a fraudulent ID card or unauthorized visitors. 9. Enhanced Security For some organizations, enhanced security is a desired quality of employee ID cards. Various enhanced security features can be added to ID cards with the proper equipment and software. A non-replicable fingerprint or holographic overlay can both be added to your cards to make them more secure and less prone to fraud.
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10. Personal Information An ID card has a limited amount of space, so the personal information displayed needs to be purposeful. Because employees will display their ID cards every day, the cards can be an effective vehicle for communicating job-related certifications. However, always check with organization and industry security standards for disclosure guidelines. Many organizations in the service and healthcare industries do not put employees' last names on their ID cards to protect their privacy.



3) BIOMETRIC IDENTIFICATION Meaning of biometrics Biometrics consists of methods for uniquely recognizing humans based upon one or more intrinsic physical or behavioral traits. In computer science, in particular, biometrics is used as a form of identity access management and access control. It is also used to identify individuals in groups that are under surveillance. Biometric characteristics can be divided in two main classes: 



Physiological are related to the shape of the body. Examples include, but are not limited to fingerprint, face recognition, DNA, Palm print, hand geometry, iris recognition, which has largely replaced retina, and odour/scent.







Behavioral are related to the behavior of a person. Examples include, but are not limited to typing rhythm, gait, and voice. Some researchershave coined the term behaviometrics for this class of biometrics.



Strictly speaking, voice is also a physiological trait because every person has a different vocal tract, but voice recognition is mainly based on the study of the way a person speaks, commonly classified as behavioral. The basic block diagram of a biometric system
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It is possible to understand if a human characteristic can be used for biometrics in terms of the following parameters: 



Universality: each person should have the characteristic.







Uniqueness: is how well the biometric separates individuals from another.







Permanence: measures how well a biometric resists aging and other variance over time.







Collectability: ease of acquisition for measurement.







Performance: accuracy, speed, and robustness of technology used.







Acceptability: degree of approval of a technology.







Circumvention: ease of use of a substitute.



A biometric system can operate in the following two modes: 



Verification: A one to one comparison of a captured biometric with a stored template to verify that the individual is who he claims to be. Can be done in conjunction with a smart card, username or ID number.







Identification: A one to many comparison of the captured biometric against a biometric database in attempt to identify an unknown individual. The identification only succeeds in identifying the individual if the comparison of the biometric sample to a template in the database falls within a previously set threshold.



MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA



SECURITY MANAGEMENT OF TECHNOPARK INFRASTRUCTURE, PARKCENTRE TECHNOPARK



The first time an individual uses a biometric system is called an enrollment. During the enrollment, biometric information from an individual is stored. In subsequent uses, biometric information is detected and compared with the information stored at the time of enrollment. Note that it is crucial that storage and retrieval of such systems themselves be secure if the biometric system is to be robust. The first block (sensor) is the interface between the real world and the system; it has to acquire all the necessary data. Most of the times it is an image acquisition system, but it can change according to the characteristics desired. The second block performs all the necessary preprocessing: it has to remove artifacts from the sensor, to enhance the input (e.g. removing background noise), to use some kind of normalization, etc. In the third block necessary features are extracted. This step is an important step as the correct features need to be extracted in the optimal way. A vector of numbers or an image with particular properties is used to create a template. A template is a synthesis of the relevant characteristics extracted from the source. Elements of the biometric measurement that are not used in the comparison algorithm are discarded in the template to reduce the filesize and to protect the identity of the enrollee If enrollment is being performed, the template is simply stored somewhere (on a card or within a database or both). If a matching phase is being performed, the obtained template is passed to a matcher that compares it with other existing templates, estimating the distance between them using any algorithm (e.g. Hamming distance). The matching program will analyze the template with the input. This will then be output for any specified use or purpose (e.g. entrance in a restricted area) Biometric identification can be used as a best security system. But for developing the new system we are not able to take two or more different types of biometric identification simultaneously, we can choose only one. So before going to choose the best biometric identification suitable for this system, it will be better to have an idea of different biometric identifications available now a days.
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Biometric identification systems can be grouped based on the main physical characteristic that lends itself to biometric identification: 



Fingerprint identification Fingerprint ridges are formed in the womb; you have fingerprints by the fourth month of fetal development. Once formed, fingerprint ridges are like a picture on the surface of a balloon. As the person ages, the fingers get do get larger. However, the relationship between the ridges stays the same, just like the picture on a balloon is still recognizable as the balloon is inflated.







Hand geometry Hand geometry is the measurement and comparison of the different physical characteristics of the hand. Although hand geometry does not have the same degree of permanence or individuality as some other characteristics, it is still a popular means of biometric authentication.







Palm Vein Authentication This system uses an infrared beam to penetrate the users hand as it is waved over the system; the veins within the palm of the user are returned as black lines. Palm vein authentication has a high level of authentication accuracy due to the complexity of vein patterns of the palm. Because the palm vein patterns are internal to the body, this would be a difficult system to counterfeit. Also, the system is contactless and therefore hygienic for use in public areas.







Retina scan A retina scan provides an analysis of the capillary blood vessels located in the back of the eye; the pattern remains the same throughout life. A scan uses a low-intensity light to take an image of the pattern formed by the blood vessels. Retina scans were first suggested in the 1930's.
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Iris scan An iris scan provides an analysis of the rings, furrows and freckles in the colored ring that surrounds the pupil of the eye. More than 200 points are used for comparison. Iris scans were proposed in 1936, but it was not until the early 1990's that algorithms for iris recognition were created (and patented). All current iris recognition systems use these basic patents, held by Iridian Technologies.







Face recognition Facial characteristics (the size and shape of facial characteristics, and their relationship to each other). Although this method is the one that human beings have always used with each other, it is not easy to automate it. Typically, this method uses relative distances between common landmarks on the face to generate a unique "faceprint."







Signature Although the way you sign your name does change over time, and can be consciously changed to some extent, it provides a basic means of identification.







Voice analysis The analysis of the pitch, tone, cadence and frequency of a person's voice.



Characteristics of successful biometric identification methods The following factors are needed to have a successful biometric identification method: 



The physical characteristic should not change over the course of the person's lifetime







The physical characteristic must identify the individual person uniquely
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The physical characteristic needs to be easily scanned or read in the field, preferably with inexpensive equipment, with an immediate result







The data must be easily checked against the actual person in a simple, automated way.



Other characteristics that may be helpful in creating a successful biometric identification scheme are: 



Ease of use by individuals and system operators







The willing (or knowing) participation of the subject is not required







Uses legacy data (such as face recognition or voice analysis).



There are a number of advantages to this technology: 



Biometric identification can provide extremely accurate, secured access to information; fingerprints, retinal and iris scans produce absolutely unique data sets when done properly







Current methods like password verification have many problems (people write them down, they forget them, they make up easy-to-hack passwords)







Automated biometric identification can be done very rapidly and uniformly, with a minimum of training







Your identity can be verified without resort to documents that may be stolen, lost or altered.



Now we got a general idea about various biometric identifications available. So we now understand that it’s not very easy to take any one of them from the above options. So for ma project i have taken RETINAL SCANNING: The human retina is a thin tissue composed of neural cells that is located in the posterior portion of the eye. Because of the complex structure of the capillaries that supply the retina with blood, each person's retina is unique. The network of blood vessels in the retina is so complex that even identical twins do not share a similar pattern.



MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA



SECURITY MANAGEMENT OF TECHNOPARK INFRASTRUCTURE, PARKCENTRE TECHNOPARK



Although retinal patterns may be altered in cases of diabetes, glaucoma or retinal degenerative disorders, the retina typically remains unchanged from birth until death. Due to its unique and unchanging nature, the retina appears to be the most precise and reliable biometric. Advocates of retinal scanning have concluded that it is so accurate that its error rate is estimated to be only one in a million. A biometric identifier known as a retinal scan is used to map the unique patterns of a person's retina. The blood vessels within the retina absorb light more readily than the surrounding tissue and are easily identified with appropriate lighting. A retinal scan is performed by casting an unperceived beam of low-energy infrared light into a person‘s eye as they look through the scanner's eyepiece. This beam of light traces a standardized path on the retina. Because retinal blood vessels are more absorbent of this light than the rest of the eye, the amount of reflection varies during the scan. The pattern of variations is converted to computer code and stored in a database.



Uses of retina scanners Retinal scanners are typically used for authentication and identification purposes. Retinal scanning has been utilized by several government agencies including the FBI, CIA, and NASA. However, in recent years, retinal scanning has become more commercially popular. Retinal scanning has been used in prisons, for ATM identity verification and the prevention of welfare fraud. Retinal scanning also has medical application. Communicable illnesses such as AIDS, syphilis, malaria, chicken pox and Lyme disease as well as hereditary diseases like MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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leukemia, lymphoma, and sickle cell anemia impact the eyes. Pregnancy also affects the eyes. Likewise, indications of chronic health conditions such as congestive heart failure, atherosclerosis, and cholesterol issues first appear in the eyes. Advantages 



Very high accuracy.







There is no known way to replicate a retina.







The eye from a dead person would deteriorate too fast to be useful, so no extra precautions have to been taken with retinal scans to be sure the user is a living human being.







Low occurrence of false positives







Extremely low (almost 0%) false negative rates







Highly reliable because no two people have the same retinal pattern







Speedy results: Identity of the subject is verified very quickly



Disadvantages 



Very intrusive.







It has the stigma of consumer's thinking it is potentially harmful to the eye.







Comparisons of template records can take upwards of 10 seconds, depending on the size of the database.







Very expensive.







Measurement accuracy can be affected by a disease such as cataracts







Measurement accuracy can also be affected by severe astigmatism







Scanning procedure is perceived by some as invasive







Not very user friendly







Subject being scanned must be close to the camera optics







High equipment costs
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4) REAL TIME VISITOR CARDS This is an ad-hoc facility whereby the security will issue a temporary visitor cards. This ID card is prepared and issued on the spot at the time of entry into the Techopark This is mainly provided to the visitors, not to the employees working inside the campus. In order to do this we require a card printer and other materials. This real-time visitor card also includes the real-time tracking system. Real-time locating systems (RTLS) are used to track and identify the location of objects in real time. Using simple, inexpensive badges or tags attached to the objects, readers receive wireless signals from these tags to determine their locations.[1] RTLS typically refers to systems that provide passive or active (automatic) collection of location information. Location information usually does not include speed, direction, or spatial orientation. These additional measurements would be part of a navigation, maneuvering or positioning system. System designs of real time locating system RTLS excludes passive RFID indexing (radio frequency transponder indexers) and Cell net base station segment locators (location-based services) from the scope of the ISO/IEC approach to RTLS standardization as well as all be a co systems that ping without request. RTLS systems apply typically in confined areas, where the required reference points would be equipped with wireless anchor nodes. Before you purchase a card printer, there are a few things you should know about ID cards and printers. The type of printer you choose will depend on: • The type of card you plan to use • How many cards you plan to print • How often you need to print cards • What printing elements you need to incorporate into your card • The quality of card images • Type of encoding required on the card MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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FACTORS TO BE CONSIDERED 1. Card size Most plastic cards found in wallets and purses have the same physical dimensions. This is the standard CR-80 card, measuring about 3.375 x 2.125 inches (85.5 mm x 54 mm). The standard thickness is 30 mil (0.75 mm), but can range from 10 to 60 mil. 2. Printing speeds Card printers come with a variety of card printing speeds depending on whether you need to print both sides of the card or just one side of the card. In general, the faster the cards are printed, the more expensive the printer. The needs of the printer speed will be determined on the application. For example, with on-premise/on-demand printing, mass/duplication printing (same card printed multiple times), or one-offs. 3. The physical properties of the printer If you are limited on work space, you‘ll want a printer with a small footprint. If other work must be accomplished while the printer is printing, you will also want to make sure you purchase a printer that‘s on the quiet side. While the size and loudness of a printer may not be a concern in a factory, it might be important in an application such as a small office, retail store, or cruise ship. 4. Ease of use A card printer should be easy to use, right out of the box, especially if the user is not familiar with card printers.



5. The type of printing you want Whether thermal, dye sublimation, mass transfer printing, or direct-to-card or retransfer printing. These are discussed in detail below. a) Thermal Printing Like all other computer-based printers in the office, today‘s photo ID printers are digital. Resolutions of 300 dots per inch (dpi) or more are common in office printers, so the problem of jagged edges is largely a thing of the past. Most photo IDs are printed by digital thermal transfer, a process by which color is transferred from a single-use ribbon to various kinds of receptor materials. MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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There are two distinctly different thermal transfer technologies: dyesublimation, using the three process colors yellow/magenta/cyan (YMC) for photo-realistic images, and mass transfer, for machine readable text and bar codes (usually in black). Both technologies use a stationary printhead comprising a row of closely spaced resistive elements—tiny heaters, 200 or 300 to the inch, independently energized by the printer controller. Sandwiched by spring pressure between the printhead and the receptor is the inking ribbon, which may be either a resin-coated film for mass transfer, or a series of process-color dye panels for dye sublimation. The receptor card is driven through the print station, with the ribbon metered out at the same speed from the supply roll. b) Dye Sublimation Printing The variable size and density of each color dot is the secret to the photo-quality printing possible with dye sublimation—bright colors and no jagged edges. YMC dyes penetrate the recep-tor. Color migrates from the dye ribbon into the surface. The spread of the dye dot (its amount of diffusion) depends on the amount of heat applied by the printhead element. On reaching a dye panel boundary, the printhead is lifted to allow the card to back up. The head then lowers to print the next color.Yellow, magenta, and cyan are combined in varying proportions to print photo quality images. When ―fully saturated,‖ the three colors together print ―process black‖ text and graphics, similar in appearance to black resin printing, discussed in the next section, but not infrared readable. c) Mass Transfer Printing With a mass transfer panel, the printer cannot control either the ink dot‘s size or density. It‘s either there or it isn‘t, which is not good for continuous tone images such as photographs. To create the illusion of continuous tone from discrete dots of ink, printers use a process called dithering, exactly the same behind-the-scenes operation your computer performs anytime it sends a picture to the office laser printer.A mass transfer ribbon is a layer of monochrome resin, usually black, on a thin backing film (also called black resin printing). When heated, the resin is stripped from the backing and deposited as a physical layer on the receptor. Mass transfer delivers sharp text and
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graphics plus infrared readable bar codes. Photo reproduction is adequate for many applications calling for high printing speed and low cost. d) Direct-To-Card Print Technology Using dye sublimination and/or thermal transfer printing methods, heat is used to transfer a digitized image from the ribbon directly to the flat surface of a plastic card. The relatively small number of affordable, durable card materials that accept dyes limits the types of cards used, and limits the intensity of colors that DTC can reproduce. The DTC process depends on uniform, intimate contact between the printhead, the dye ribbon, and the card surface; therefore, uneven card surfaces cannot achieve high color density and uniformity when dye is transferred directly to a card. e) Retransfer Print Technology Retransfer printing uses a process called reverse thermal transfer. Unlike traditional dye sublimation card printers, which use a printhead to transfer the image through a dye ribbon directly onto the card surface, retransfer printers use a two-step process: 1.



In the first step, the retransfer process prints a high-resolution image in reverse



directly onto a clear receiving layer carried by a flexible, intermediate film. The dye sublimation process prints the image to the film, just like DTC printing. 2.



Next, the printer uses heat and pressure to thermally transfer the image and the



entire image-receiving intermediate film onto the card surface. During this process, the layer thermally bonds to the card



surface, and the printed image resides



underneath the clear image-receiving layer, inside the card. The benefits of retransfer printing include: 1. Superior image quality 2. Prints on more types of card 3. Improved security and tamper resistance 4. Lower printhead costs
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How Printing Can Make ID Cards More Secure Security comes from a combination of media features, printer capability, database verification, and special security—unusual, covert and forensic features. Media features include surface quality, durability, and built-in security elements. Printer capability encompasses high-resolution graphics and reliable bar codes plus covert features printed at the time of issue. Database verification consists of a central archive of cardholder data, including a photo, personal statistics, employee number, date, time and place of issue. Special security features are only shared with customers, in order to protect their covert qualities. Start With Strong Cards First and most important, the card itself has to be tough. In this security-conscious age, government and other large organizations insist on custom-designed card media of ever-increasing sophistication. This is for two main reasons. First, multiple security features create greater counterfeiting difficulties. Second, guards can quickly and easily validate unique features, known only to the organization‘s security force. The card media should offer an array of security features, any or all of which may be incorporated into custom designs. Today‘s cards must be extremely durable. For example, your card stock should be ten times (10x) the flex life of regular PVC cards. It should meet or exceed all international standards for resistance to cracking, permanent adhesion of over-laminate, and durability of image. Choose cards that do not tear easily. Look for unique tear-resistant designs. The lanyard slot in a regular PVC card is often fragile. If it tears out, an unauthorized user needs only to change the photo to go past a careless inspector.To increase durability, higher capability printers feature fully integrated hot roll laminating stations that apply 0.6 or 1.0 mil laminate patch materials, with or without holograms. Cards with laminates will provide up to seven years of wear. Such lamination is especially recommended for abrasion intensive applications such as frequent bar code or magnetic stripe reading. Depending on volume and how quickly one needs to print cards, there are printers that laminate one side at a time or both sides at once.
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Modern Print Features Are Hard to Copy To prevent counterfeiting, alteration or duplication, there are many techniques that companies can use with digital printers. First of all, they can position multiple security images or holograms. One security image alone increases the difficulty of counterfeiting; two makes it at least twice as hard. The holographic image lamination process also provides a very rich-looking card. Multiple screenings of the same photograph increase integrity. This is the standard for most driver‘s licenses. Unique graphic identifiers, such as allowing only the red-bordered cardholders to access an area, help differentiate security levels.With micro-printing, text can be added to a user‘s specifications, with deliberate random font changes and misspellings if desired. Character height is 5 thousands of an inch (0.125 mm). Pre-printed serial numbers can also be incorporated into card stock. Laser etching is another option. Fine-line Guilloche patterns with hidden micro-text are aimed at foiling counterfeiters and micro-printing of text and miniature graphic elements are also difficult to duplicate. An over-laminate film adds security to the printed ID card. The inner surface of the laminate can be preprinted with OVI ink (Image 1) or UV-visible ink in one, two or three colors (Image 2). In addition, today‘s high-tech printers can also laminate with holographic metallization, including embossed micro-text. Applications for such security-enhanced cards include driver‘s licenses; national health, social security and voter registration programs; badging for the armed forces, law enforcement and government agency personnel; and access and identification for educational institutions, industry and transportation. Keeping Track of Critical Information It‘s important to keep track of card transactions in the printer‘s host computer. For example, Zebra‘s ID/Log records the applicant‘s personal data, together with other point-of-issue data. This data set can provide a means for security officers to validate the card by comparing a photo ID card with this centrally located data.Card serialization adds security. Printers with the magnetic stripe encoder, proximity
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encoder and smart card contact options can be set up to function only with serial numbered card stock, and also to add serial numbers to the data recorded by ID/Log. Here‘s how card serialization works. All cards supplied to an organization using this system are pre-printed on the front or back with a serial number, which is also recorded on the card‘s credential medium, such as magnetic stripe, proximity chip or smart card integrated circuit (IC). The ID card printer is configured to accept only serial numbered cards, and will eject, without printing, any card without the appropriate encoding. If a valid serial number is detected, the card is printed. The serial number read from the credential medium is recorded in the printer‘s host computer, where it is linked with the license or employee number and other data such as date, time, and location. This data set is available for uploading at any time to the organization‘s central database. As a result, the security officer can read, on-the-spot, an ID card that is linked in the database to a serial number without any special equipment. When transmitted to the central database, the serial number can, in turn, trigger a download to a local terminal. Now, in addition to the usual comparison of photo and subject, it is easy to check, instantly, the correlation of serial number and credentials. Photo ID Printing Terms The technologies used in printing photo ID cards differ according to the application. Here are some of the data elements commonly in use. Some ID applications use only one or two elements. Credential-quality cards, such as driver‘s licenses, use them all. 1. Backside printing: Machine readable bar codes and other data, black resin (K) 2. Personal portrait: Full color, YMC dye-sub 3. Non-varying elements: Graphics and text, including micro-printing, commercially pre-printed 4. UV visible elements: Commercially preprinted 5. Gray-on-gray printing: YMC dye-sub process gray 6. Variable data: YMC dye-sub process black or resin (K) MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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7. Variable UV-visible data: Signature over-print or other data, printed at time of issuance (UV panel, clear resin) 8. Over-laminate film: With optional holograms and/or optically variable ink 9. Signature: YMC dye-sub process black or resin (K) 10. Narrow over-laminate: Film on reverse side of card



5) VEHICLE TRACKING SYSTEM A vehicle tracking system combines the installation of an electronic device in a vehicle, or fleet of vehicles, with purpose-designed computer software at least at one operational base to enable the owner or a third party to track the vehicle's location, collecting data in the process from the field and deliver it to the base of operation. Modern vehicle tracking systems commonly use GPS or GLONASS technology for locating the vehicle, but other types of automatic vehicle location technology can also be used. Vehicle information can be viewed on electronic maps via the Internet or specialized software. Urban public transit authorities are an increasingly common user of vehicle tracking systems, particularly in large cities. VETRAC, is a wireless enabled vehicle tracking system, implemented by Net Research Labs for Indian urban city scenario Typical Architecture Major constituents of the GPS based tracking are 1. GPS tracking device: The device fits into the vehicle and captures the GPS location information apart from other vehicle information at regular intervals to a central server. The other vehicle information can include fuel amount, engine temperature, altitude, reverse geocoding, door open/close, tire pressure, cut off fuel, turn off ignition, turn on headlight, turn on taillight, battery status, GSM area code/cell code decoded, number of GPS satellites in view, glass open/close, fuel amount, emergency button status, cumulative idling, computed odometer, engine RPM, throttle position, engine RPM and a lot more. Capability of these devices actually decide the final capability of the whole tracking system. MOUNT ZION COLLEGE OF ENGINEERING, KADAMMANITTA
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2. GPS tracking server: The tracking server has three responsibilities: receiving data from the GPS tracking unit, securely storing it, and serving this information on demand to the user. 3. User interface: The UI determines how one will be able to access information, view vehicle data, and elicit important details from it. Benefits of vehicle tracking system







Vehicle tracking systems can help to reduce running costs by specifically targeting those who speed and waste fuel. By focussing upon these drivers it is possible to not only reduce fuel and maintenance bills, but to also reduce insurance premiums.







By using a system's automatic mileage reminder it is possible to reduce time wasted through vehicle maintenance. In addition, by having a service that ensures your vehicles are regularly serviced means that resale values for the fleet will also be higher. It can also help to avoid penalties for issues such as bald tyres and tax as reminders are clear and precise.







Some insurance companies will offer around a thirty percent discount to companies who implement a GPS vehicle tracking system. This is not only because it encourages safer driving,but also helps recovery if thefts do occur.







Productivity of workers can be increased by being able to keep track of lunch hours, exposing unauthorised stops and breaks and by evaluating the overtime requests of workers. By having detailed information on the whereabouts of vehicles at all times, it is far easier to keep an eye on employee activities.







GPS devices help businesses to become more customer friendly. For instance, a cab company that is using a vehicle tracking system can tell a customer exactly where the nearest cab is and give a realistic estimate on how long it will be.







Business owners can find their most productive employees and use this information to implement further training or even a system of bonuses to enhance staff members' work ethic.







Vehicle tracking systems will vastly reduce your phone bills as it is no longer a necessity to constantly call employees to find their location.
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By having all the relevant information on one screen, those running the software have easy access to answer enquiries rapidly and accurately.







GPS systems reduce the amount of paperwork that drivers must fill out. By doing this you not only soften the blow of introducing such a system, but also increase the accuracy of your records







By having detailed information on the whereabouts of all employees, business owners are far more in touch with their business operations. Meaning they have greater levels of control over their company.
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CHAPTER 5 Findings And Suggestions
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FINDINGS AND SUGGESTION 5.1) FINDINGS 1) We have identified the need for a more secured security system inside Techno Park.



2) It is very easy to create fake ID cards issued by the Techno Park. 3) Techno Park doesn‘t use Biometric identification, which will ensure complete security which cannot be cracked easily.



4) There is no system to track the details of person entering the Techno Park campus.



5) There is no vehicle tracking system inside the campus.



6) There are only few cameras placed inside the campus.



7) The police patrolling inside the campus are only during in the morning and night.



8) It is very easy to make visitor slip issued for visitors.
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5.2) SUGGESTIONS 1) There is a need to develop a safer and reliable security system by introducing more advanced technology.



2) Introducing SMART ID cards will helps to overcome the problem of making fake ID cards . 3) New system must consist of biometric identification; most secure biometric system must be adopted.



4) Visitor tracking system must be introduced.



5) The number of cameras inside the campus must be increased and separate cameras must be placed at the entrance of each and every building.



6) Techno Park is an IT centre so it is very important to have a good security, so the police patrolling must be made to 24 hours.



7) It is better to place sensors on the vehicles entering the campus, which helps to locate the vehicle within the campus.



8) The issue of visitor slips must be made only after verifying the required proof, like driving license, ID cards etc.
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5.3) CONCLUSION Techno Park is situated in a sprawling eco-friendly campus painted green by flora of a wide variety. The Park was set up the Government of Kerala way back in 1990, in the picture square capital city of Trivandrum, located in the southern tip of the state. By doing my project in the PARK CENTRE (Techno Park) i am able to understand the present security system used in Techno Park and it helped me to develop a more safe security system which will be useful for them once introduced. Techno Park is the IT hub of the State of Kerala, so more advanced and latest technology must be implemented from time to time, to protect it from any of the IT cum other threats.
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