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100 Terminal tricks



Terminal



WAYS TO MASTER THE



COMMAND Terminal



>_Conquer the command line with these essential terminal tips for controlling Linux 8 Linux Tips, Tricks, Apps & Hacks



L



ong before desktop environments or graphical interfaces, in the heady days of the Seventies and Eighties, everything was done on a command line. Computing in the Nineties, while generally dominated by graphical interfaces and mice, wasn’t quite separated from it and computer users of a certain age will likely remember at the very least using the infamous DOS prompt. Now programming is well advanced and, even in Linux, you can spend your entire time in the desktop environment and never even touch the command line or terminal if you’re using the right distro. Thing is, you’d be doing yourself a disservice by not learning how to make the most of the command line as it can be an extremely powerful tool – especially as a lot of graphical software will have command line controls that you can use as well. So put on your best Nineties outﬁt, give yourself a bad nickname and get ready to look like a movie hacker.



100 Terminal tricks



NEED TO KNOW >_001 ls



>_009 Up



You can use ls to list the ﬁles and folders that are inside the directory you are in.



Up on the keyboard has the very simple task of enabling you to pull up the last command that was entered, to run it again or edit it.



>_002 cd



>_010 Copy text



The cd command enables you to move between directories on your system. Like the following, for example:



If you’re in the terminal, you may want to copy text output to use somewhere. To do this, you can use: Ctrl+Alt+C.



$ cd /home/user/



>_003 cp The copy command, or cp, can be used to copy ﬁles from one location to another. To do this use the command below:



$ cp file /home/user/Desktop/file



$ mv file /home/user/Desktop/file



Terminal



>_011 Paste text If you’ve found a command online or need to paste some text into nano, you can enter any text on the clipboard with: Ctrl+Alt+V.



>_012 Open terminal This trick works in a lot of desktop environments: a shortcut for opening the terminal can be done with: Ctrl+Alt+T.



>_004 mv Similar to copy, mv instead moves the ﬁle to the new location, deleting the original ﬁle:



>_Get to grips with the terminal before you take on the advanced tools



>_013 sudo This lets you do commands as the super user. The super user in this case is root and you just need to add sudo to the start of any command.



>_017 Search for hidden files and directories The ls command can be used in more than just the basic way of listing all the ﬁles in a folder. To begin with, you can use it to list all the hidden items along with the normal items by using:



$ ls -a



>_005 rm



>_014 Access root



>_018 Home directory shortcut



The rm command is for removing or deleting ﬁles and directories. You can use it like:



The super user, or root, can also be accessed by logging in as it from the terminal by typing su. You can enter the root user password and then run every command as root without having to use sudo at all.



The home directory is located at /home/user/ in the absolute ﬁlesystem, but you can use the tilde (~) to signify the home directory when moving between directories or copying, or doing mostly anything else – like with the following, for example:



$ rm file



>_006 mkdir You can create directories with the mkdir command using something like:



$ mkdir folder



>_007 nano Nano is one of the programs that enables you to edit text in ﬁles – it’s vital for working and editing in the command line. You use it like so:



$ nano file



>_008 Tab The Tab key lets you auto-complete commands and ﬁle names. Double-tapping will list all objects with a similar name. Autocompletion works for unambiguous ﬁle and command names. For example, ‘ﬁr’ gives you ‘ﬁrefox’ as no other commands begin with ‘ﬁr’. If you get multiple hits, keep typing to narrow the selection, then hit Tab again



>_015 Stop processes If you have run a command and either it’s paused, taking too long to load, or it’s done its job and you don’t need to see the rest of it, you can stop it forcefully by using either Ctrl+C or Ctrl+Z. Remember, only do this if the process is not writing any data, as it is not safe in this instance and you could ﬁnd yourself in trouble.



>_016 Access root without password If your regular user is in the sudoers list (ie so that they can use sudo in general to run things as root), you can access the su account by using sudo su. This uses your normal user password to access root terminal functions. To add a regular user to the sudoers list, you would need to ﬁrst log in as the super user by using su. Then, you would simply run adduser username sudo (replacing ‘username’). Be careful who you add to the sudoers list, though!



$ cd ~



>_019 Link commands together If you want to do a series of commands one after the other, like updating and then upgrading software in Debian, for example, you can use && to have a command run right after the one before. For example:



$ sudo apt-get update && sudo apt-get install libreoffice



>_020 Long terminal input Sometimes when using a list or anything else with a long terminal output, you might not be able to read it well. To make it easier to understand, you can send the output to another command, less, through the | pipe. It works like so:



$ ls | less
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100 Terminal tricks



SYSTEM ESSENTIALS



>_Go a step further and learn how to control the terminal that bit better Terminal



Terminal



>_028 Display all information As well as merely listing the ﬁles, we can use ls to list all of the information relating to each ﬁle, such as last date modiﬁed, permissions and more. Do this by using:



>_021 Readable storage size One of the details that ls -l displays is the size of the ﬁles that are located on the hard drive. This is done in bytes though, which is not always that useful. You can have it parse this ﬁle to become more legible simply by changing the -l to -lh, where the long-listing format option (-l) is tweaked with the human-readable option (-h).



$ ls -l



>_029 Reboot from command line >_022 Move to previous directory >_025 More with the pipe If you want to move back to the directory that you were working on before, there is a cd command to do that easily. This one does not move up the ﬁlesystem, but rather back to the last folder that you were in:



$ cd -



>_023 Move up directory The cd command can also be used to move up in the ﬁlesystem. Do this with two full stops, like so:



The pipe (|) can be used to feed all outputs into the next command, enabling you to call a piece of data or string from one command and put it straight into the next command. This works with grep and other core Linux tools.



>_026 Delete directories Using rm on a directory with objects within it won’t work, as it needs to also delete the ﬁles inside. You can modify the rm command to delete everything within a directory recursively using:



Back in the day, rebooting required a slightly more complex shutdown command: shutdown -r. In recent years it’s been replaced with a very simple:



$ sudo reboot



>_030 Timed shutdown The timing function of the shutdown command can be very useful if you need to wait for a program or cron job to ﬁnish before the shutdown occurs. You can use the time to do a normal halt/shutdown, or even with -r for a reboot after ten minutes, with something like:



$ sudo shutdown -h +10 $ cd ..



$ rm -r directory



>_031 Log out >_024 General wildcards



>_027 Shutdown command



The asterisk (*) can be used as a wildcard in the terminal to stand for anything. A typical use case is copying or removing speciﬁc types of ﬁles. For example, if you want to remove all PNG ﬁles from a directory, you cd to it and type:



You can shut down the system from the terminal using the shutdown command, the halt option (-h), which stops all running programs at the same time, and specifying a time of now so it turns off immediately rather than in 60 seconds:



$ rm *.png
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$ sudo shutdown -h now



Logging out from the x session is generally advisable from the desktop environment, but if you need to log back out to the login manager, you can do this by restarting the display manager. In the case of many Linux distros, you use the command below:



$ sudo service lightdm restart



100 Terminal tricks



INSTALLATION



>_Managing your packages and updating your system is a key part of the command line



>_032 Debian: update repositories >_038 Debian: dependencies



>_044 Red Hat: uninstall software



Debian-based (and Ubuntu-based) distros use apt-get as the command line package manager. One of the quirks of apt-get as a package manager is that before upgrading or installing software, it does not check to see if there’s a newer version in the repositories. Before doing any installation in Debian, use:



Yum can also be used to uninstall any package you have on your system, whether you installed it directly from yum or not. As long as you know the package name you can uninstall with:



Compiling differs between software and they’ll each have a guide on how to go about it. One problem you might face is that it will stop until you can ﬁnd and install the right dependency. You can get around this by installing auto-apt and then using it during conﬁguration with:



$ sudo auto-apt run ./configure $ sudo apt-get update



>_039 Debian: force install >_033 Debian: install software Unlike a graphical package manager or software centre, you can’t quite search for the kind of packages you want to install, so you need to know the package name before installing. Once you do though, try:



$ sudo apt-get install package



Sometimes when installing software, apt-get will refuse to install if speciﬁc requirements aren’t met (usually in terms of other packages needing to be installed for the software to work properly). You can force the package to install even without the dependencies using:



$ sudo apt-get download package $ sudo dpkg -i package



>_034 Debian: update software You can upgrade the software in Debian from the terminal by ﬁrst performing the repository update command in Tip 32, followed by the upgrade command below:



$ sudo apt-get upgrade



>_040 Debian: install binary In Tip 39, we used dpkg -i to install the binary installer package that we downloaded from the repositories. This same command can be used to install any downloaded binary, either from the repos or from a website.



$ sudo yum remove package



>_045 Red Hat: force install The force install function on Red Hat and Fedora-based Linux distros requires that you have a package downloaded and ready to install. You can download things with yum and then force the install with:



$ sudo yum install --downloadonly --downloaddir=[directory] package $ sudo rpm -ivh --force package



>_046 Red Hat: manual install RPM is one of the package installers on Red Hat distros and can be used to install downloaded packages. You can either do something like in Tip 45 and download the package from the repos, or download it from the Internet and install with:



$ sudo rpm -i package



>_035 Debian: uninstall software >_041 Debian: manual As part of package management, apt-get force install package



>_047 Red Hat: force manual installation



enables you to uninstall software as well. This is simply done by replacing install with remove in the same command that you would use to install said package (Tip 33). You can also use purge instead of remove if you want to delete any conﬁg ﬁles along with it.



If the advice in Tip 39 is still not working, you can force install with dpkg. To do this you just need to add the option --force-all to the installation command to ignore any problems, like so:



As in Tip 45, you can use RPM to force install packages if there’s a dependency issue or something else wrong with any other packages that you have downloaded. The same command should be used as in Tip 45, with the -ivh and --force options present.



>_036 Debian: upgrade distro



>_042 Red Hat: update software



>_048 Fedora: distro upgrade



Debian systems can often update to a ‘newer version’, especially when it’s rolling or if there’s a new Ubuntu. Sometimes the prompt won’t show up, so you can do it in the terminal with:



Unlike apt-get, the yum package manager for Red Hat/Fedora-based distros does not need you to speciﬁcally update the repositories. You can merely update all the software using:



Yum has its own distribution upgrade command, but only in Fedora and they prefer you not to use it unless you have to. Nonetheless, you can use the fedora-upgrade package in yum with:



$ sudo apt-get dist-upgrade



$ sudo dpkg --force-all -i package



$ sudo yum update



>_037 Debian: multiple packages



>_043 Red Hat: install software



A very simple thing you can do while installing on all platforms is list multiple packages to install at once with the normal installation command. So in Debian it would be:



Installing with yum is very simple, as long as you know the package name. Yum does have some search facilities though, if you really need to look it up, but once you know what package you want, use the following command:



$ sudo apt-get install package1 package2 package3



$ sudo yum install package



$ sudo yum install fedora-upgrade
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SEARCHING WITH GREP >_Search within ﬁles using the grep command to save time and ﬁnd what you need >_049 Search a file for a term The basic use of grep is to search through a file for a specific term. It will print out every line with that term in, so it’s best to use it with system files with readable content in. Use it with:



$ grep hello file



>_050 Check for lines Looking for speciﬁc lines in a ﬁle is all well and good, but when you then start to hunt them down and you realise the ﬁle is hundreds of lines long, you can save yourself a lot of time by getting grep to also print out the line number. You can do this with the -n option:



$ grep -n hello file



>_051 Regular expressions If you need to make a more advanced search with grep, you can use regular expressions. You can replace the search term with ^hello to look for lines that start with hello, or hello$ for lines ending in hello.



DEVELOPMENT TIPS >_Some terminal tricks for devs to help your command line skills become more efﬁcient



>_054 Stop a system service



$ sudo service name stop



>_055 Start a service You can start system services that have been stopped by using the same service command with a different operator. As long as you know the service name, start it using:



$ sudo service name start



>_056 Restart a system service This one is popular with setting up web servers that use Apache, for which restarts may be needed, along with other services that you customise along the way. Instead of running both the stop and start commands sequentially, you can instead restart services by using:



$ sudo service name restart



>_057 Know the ID >_052 Wildcards and grep When searching for lines, you can use a wildcard if you need to look for similar terms. This is done by using a full stop in the search string – each full stop represents one wildcard character. Searching for h...o will return any ﬁve-letter string with h at the start of the string and o at the end. Use it like so:



$ grep ‘\’ file



>_053 More wildcards You’ll also be using wildcards to ﬁnd something ending or beginning with a speciﬁc string but with no ﬁxed length. You can do this in grep by using an asterisk (*) along with the dot. In the above example, we would have used h.*o instead.



The ID that you can get for the software with top can be used to manipulate it, but a common reason to know the ID is so that you can end the process if it’s having trouble stopping itself or using too many resources. With the ID in hand, you can kill it with:



$ kill 1234



>_059 List connections The standard command for listing your network connections and details in the terminal is merely ifconﬁg – this will list all of your interfaces and their statuses. If you just need to list a speciﬁc one, say for the wireless interface, you can use:



$ ifconfig wlan0



>_060 List USB devices You may need to know which USB and USBrelated devices are connected to a system, or ﬁnd our their proper designation. You’ll need to install it ﬁrst, but once you have, you can use lsusb in the terminal to list all of the available devices.



>_061 List hard drives and partitions Whether you need to check the designation of certain drives for working on them, or you just need to get a general understanding of the system’s layout, you can use fdisk to list all the hard drives. Do this in the terminal with:



>_058 Kill multiple IDs Sometimes a process can be split up over multiple IDs (this is usually the case with a web browser – Google Chrome is a notorious example), and you need to kill multiple processes at once. You can either try and quickly kill all the IDs, or use the common name for the process and kill it with:



$ killall -v process
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Terminal



A system service is the kind of background software that launches at start up. These are controlled by the system management daemons like init or systemd, and can be controlled from the terminal with the service command. First, you can stop a service using:



$ sudo



-l



>_062 Check running software Sometimes you’ll want to check what’s running on your system and from the terminal this can be done simply with top. It lists all the relevant information you’ll need on your currently running software, such as CPU and memory usage, along with the ID so you can control it.



100 Terminal tricks



>_063 Unpack a ZIP file



>_070 Create a new SSH key



If you’ve downloaded a ZIP ﬁle and you did it from the terminal or you’re working from it, you can to unpack it using the unzip command. Use it like so:



When you need to generate a strong encryption key, you can always have a go at creating it in the terminal. You can do this using your email address as identiﬁcation by entering the following into the terminal:



$ unzip file.zip



>_064 Unpack a TAR file Sometimes Linux will have a compressed ﬁle that is archived as a .tar.gz, or a tarball. You can use the terminal to unpack these or similar TAR ﬁles using the tar command, although you need the right options. For the common .gz, it’s:



$ tar -zxvf file.tar.gz



>_065 Copy and write disks Coming from UNIX is a powerful image tool called dd, which we’ve been using a lot recently for writing Raspberry Pi SD cards. Use it to create images from discs and hard drives, and for writing them back. The if is the input ﬁle or drive and the of is the output ﬁle of the same. It works like so:



$ ssh-keygen -t rsa -C “[email protected]”



>_071 System details Sometimes you want to check what you’re running and you can do this with the simple uname command, which you can use in the terminal with the following:



$ uname



>_072 Kernel version As part of uname, you also get the kernel version. Knowing this can be useful for downloading the right header ﬁles when compiling modules or updating certain aspects. You can get purely the kernel version by adding the -r option:



$ dd if=image.img of=/dev/sda bs=1M $ uname -r



>_066 Create an empty file Sometimes when coding or installing new software, you need a file to write to. You could create it manually with nano and then save it, but the terminal has a command similar to mkdir that enables you to create an empty file – this is touch:



If you’re on an unknown machine, you might need to ﬁnd out what kind of architecture you’re running. Find out what the processor is with:



$ uname -p



>_074 Everything else The terminal uses echo to print details from ﬁles into the terminal, much like the C language. If you’re writing a Bash script and want to see the output of the current section, you can use echo to print out the relevant info straight into the terminal output.



Uname enables you to display a lot of data that is available from the system and you can look at all of this information by simply using the -a option with the command:



$ uname -a



>_075 Ubuntu version >_068 Check an MD5 hash When downloading certain ﬁles it can help a lot to check to make sure it’s downloaded properly. A lot of sites will offer the ability to check the integrity of the downloaded ﬁle by comparing a hash sum based on it. With that MD5 and the ﬁle location at hand, you can compare it with:



$ md5sum file



>_069 Run commands to x Sometimes you need to do something concerning the x display, but the only way you can enter the command line is by switching to an alternate instance with Ctrl+Alt+F2 or similar. To send a command to the main x display, preface it with DISPLAY=“:0” so it knows where to go.



>_Learn how you can view ﬁle permissions and get to grips with how they should be properly modiﬁed >_076 List file permissions You can check the file permissions of every item, including hidden files and directories, in the terminal using ls -la. It will print out the file permissions as a ten-character string in the first column of output. The first character identifies the file type, with d indicating a directory and - indicating a regular file. We’re interested in the last nine characters, which are actually three sets of three and are interpreted differently. For example:



>_073 CPU architecture



$ touch file



>_067 Print into the terminal



FILE PERMISSIONS



With all the distro updates you do, it can be tricky to keep track of which version of Ubuntu you are on. You can check by using:



rwxr-xr-x R stands for read, w stands for write and x stands for execute. If they’re present instead of a -, it means that it is present in that particular block of permissions. It’s split up over three blocks: the first three being the user you are currently using, the second being the group and the third being for everyone else.



>_077 Change permissions With the permissions ascertained, you can start editing them if you want via the chmod command. You edit each of the three permissions set by assigning it a number that treats the three-bit permissions set as a binary. So you’d do something like:



$ chmod 777 file $ lsb-release -a



“To send a command to the main x display, preface it with DISPLAY=“:0””



The ﬁrst number is for the user permissions, the second is for the group and the third is for everyone else. The numbers mean:



7: 6: 5: 4: 3: 2: 1: 0:



read, write and execute, 111/rwx read and write, 110/rwread and execute, 101/r-x read only, 100/r-write and execute, 011/-wx write only, 010/-wexecute only, 001/--x none, 000/---
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100 Terminal tricks



MEDIA CONTROLS



>_You can control your tunes while working inside the terminal



BEST OF THE REST



>_All the other commands that you might want to know for future reference



>_082 Open files in terminal



>_087 Move back through pushd



If you’ve got a ﬁle you can see in a graphical ﬁle manager, instead of opening a terminal and navigating to and then executing the ﬁle or script, you can usually run it directly from the terminal. To do this you usually just need to right-click and select a ‘run in terminal’ option.



Following on from Tip 86, once you want to start moving back up the stack to the ﬁrst directory, you can use popd in the terminal. You can also check which directories you have stacked up by using the dirs command as well.



>_088 Process priorities >_083 Find files in terminal >_078 Pause music Some audio players have command line controls they can use. Rhythmbox has this and it’s a cool thing to use when you’re stuck in the terminal and need to just pause your music for a moment. You can do this by using:



You can search for speciﬁc ﬁles throughout the ﬁlesystem by using the ﬁnd command. You need to give ﬁnd a location to search in and a parameter to search for. For simply searching for a ﬁle from root with a speciﬁc name you can use:



$ find / -name file



>_089 Download via the terminal



$ rhythmbox-client --pause



>_084 Locate files in terminal >_079 Skip music The command line controls don’t enable as much as you can get in the interface, however you can at least skip to the next track. Try it with the command below:



CPU priority for processes can be seen as running from -20 for highest priority or +20 for lowest. Putting “nice -n X” in front of any command enables you to change the priority from 0 to whatever number X is standing in for. Only sudo or root can elevate the priority of a process, but anyone can set one down the priority chain.



Similar to ﬁnd is locate, a newer tool that works slightly differently to ﬁnd. While ﬁnd also has ways to search for ﬁles by age, size, owner and so on, locate only really uses the name to locate, however it can do it so much faster. Use it with:



$ locate file



If you need to download something via the Internet in the terminal, you’ll want to use the wget command. It will take any URL you specify and download it directly into your current location in the terminal (as long as you have permission to do so). Use it like:



$ wget http://example.com/file.zip



$ rhythmbox-client --next



Terminal >_080 Pause video



Terminal



You can use Mplayer to launch video from the command line to watch. It’s good for testing a video with different settings that you can afﬁx to the video-playing command. What you can also do is control the playing video with keys – speciﬁcally, you can pause by using the space bar.



>_081 More video control



>_085 Current location



>_086 Move directories



Mplayer gives you a few more controls while playing in the command line. You can use Enter to skip to the next item in a list, and otherwise, you can stop playback by using Ctrl+C to end the process entirely.



In the terminal you might ﬁnd yourself a little lost in the ﬁlesystem, or want a quick and easy way to pipe your current location into something else. You can print out your current absolute location using pwd.



When moving between directories you might want to be able to quickly return to the previous one that you were using. Instead of using cd for moving to the directory, you can instead use pushd to move and create a ‘stack’ of directories to move between.
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100 Terminal tricks



>_090 Change image formats Instead of loading up an image editor like GIMP, you can actually change images in the terminal using the convert command. You can very simply use it to change the ﬁletype or even change the size. Do it with:



TERMINAL JOKES



>_Easter eggs, gags and other attempts by patterless software engineers to be funny



$ convert image.jpg image.png



Terminal >_091 Alter image settings As well as convert there’s also mogrify, which is part of the same software package. You can use it scale, rotate and do more to an image more easily than with some of the convert commands. To resize you can use something like:



$ mogrify -resize 640x480! image.png



>_092 Send message to displays This is an old school prank that can actually have good uses when done right. Xmessage enables you to send a message prompt to an x display on the same system, as long as you know the display you want to send it to. Try:



$ DISPLAY=:0 xmessage -center “Hello World!”



>_096 Do the locomotion The story behind this is that apparently after finding a lot of people misspelling the list command ‘ls’ as ‘sl’, this joke program was made to particularly hammer home that they were indeed not using the correct command. It plays the animation of a steam locomotive; sl.



>_093 Rename files with cp This is an extension of the way you can use cp – cp will copy a ﬁle and name it to whatever you want, so you can either copy it to another directory and give it a different name, or you can just copy it into the same folder with a different name and delete the original. This also works for renaming with mv.



>_099 What’s in a date You can actually write date into the terminal and it will print out the actual date according to its own internal clock for you, which is very useful. What you can also do is use ddate to create a ‘discordian date’ that prints out an almost dystopian date system.



>_094 Manual screenshots This is something we have to do during Raspberry Pi tutorials, but it works everywhere else. For GNOME-based desktops you can do it in the terminal by calling gnome-screenshot, in XFCE it’s xfce-screenshooter, in LXDE it’s scrot and so on. This will immediately take a screenshot of what you can see.



>_097 What does the cow say A Debian trick as part of apt-get, moo is an easter egg wherein you type apt-get moo and a cow asks you if you have mooed today. If you have, in fact, not mooed today then you should immediately ﬁnd a quiet room and let out a single, loud moo to appease the terminal cow.



>_095 Delayed screenshots With the functions above, you can add delay to set up a screenshot. This is useful if you want to show the contents of a drop-down menu, for example. Screenshot tools allow you to delay by adding the -d option and number of seconds, eg:



$ scrot -d 5



>_098 Let it snow This one uses a Bash script to simulate snow in the terminal. We have added the ﬁle you will need to use to FileSilo.co.uk, so download it, cd to the location of the ﬁle and then run it. It’s completely pointless, especially in the middle of summer, but it can be relaxing.



>_100 Crystal terminal Our last tip is fortune. Call it to get a hint at what your day might involve. Hopefully it’s something inspirational to get you started. Remember though, it’s just a random output from a string of code. Enjoy!
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Simple fixes to improve Linux systems better servers 18 Faster Up your power with a self-built server up LVM ﬁlesystems 26 Set Find an alternative to normal ext partitions control your email 30 Command-line Use Mutt to take control of your inbox your own chat channel 34 Run Let Scrollback help you communicate a caching DNS server with BIND 38 Create Reduce network trafﬁc and boost speed



18



26



42 38
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74



46



a client-server application 42 AProgram simple solution to create chatty apps Build network clients, servers and more 46 Use Netcat to accomplish several tasks Switch to the btrfs ﬁle system 50 Set up the features of this next-gen system Run Linux in the AWS cloud 54 Conﬁ gure and run a virtual Linux instance



“There are many parts of a server to keep in mind, but it boils down to appropriate hardware and a good distro for the task at hand”



54



Linux Tips, Tricks, Apps & Hacks 17



Tips | Tricks | Hacks | Apps



R E W O P G IN T U P M O UP YOUR C R O D E D A R G P U WITH AN T A H T R E V R E S W BRAND NE F L E S R U O Y D IL U B N YOU CA hile big business and big data may be utilising mainframes more of late, the concept of servers is not going away any time soon. Servers are an integral part of any system, however large your IT infrastructure is. Whether it’s inside the data centre or tucked away in your (wellventilated!) cupboard at home, there are still a lot of uses for servers in 2015. For the ofﬁce you may want to save a bit of money and create something perfect for your needs that you know exactly how to maintain. For home you may just want to enhance your setup and make the entire network more efﬁcient. For both it’s a great way to separate
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certain aspects of your network to control it in a more efﬁcient way. There are many components of a server that you need to keep in mind, but it boils down to an appropriate hardware selection and a good distro for the task at hand. In this tutorial, we are going to concentrate on ﬁle and web servers, two base server systems that can be expanded and modiﬁed in multiple ways to best ﬁt the situation you are in. As we’re teaching you how to build a better web server, we will ﬁrst take a quick detour to tell you what you should know if you want to upgrade your current server so that it can compete with the new tech.



Tips | Tricks | Hacks | Apps



A O T G N I D A R G UP R E V R E S R E T T BE If you have a server, an upgrade may be all it needs to run better



You may already have a server, in which case instead of actually building a better server from scratch, you may want to just upgrade your server to be more efficiently than it was before. There are several ways of doing this depending on how you want to improve your server, and most of them require a hardware upgrade. If you decide to go down the hardware upgrade route, refer overleaf to see the kind of hardware that we recommend and learn some quick tips on how to install it if you’re new to system building. The easiest upgrade is storage space, especially for file servers. For Linux systems you can quite simply just add an extra hard drive into the case, as long as you have room in terms of spare SATA cables and power. Once installed, reboot your system and you can start adding the hard drive under /etc/fstab so that it automatically mounts to a specific location – in this case, the location on the filesystem which needs a bit more storage. Otherwise, you can create a clone of the system using Clonezilla (clonezilla.org) and then restore it to a larger hard drive with almost no change in the way it works.



Above RAM is much more important in a server than a desktop PC, as you need to serve several people



For other system hardware, you need to ask yourself which section is slow and perhaps needs upgrading. If it’s a little slow for certain operations and computational tasks, your ﬁrst port of call should be upgrading the CPU. Depending on how forward-thinking you were when building or buying the original system, the motherboard may support newer processors than the one inside it. Find out the socket information and start a search for a new CPU. While you’ll need enough RAM to support the CPU and whatever the server is being used for, you’ll always need more for one handling web services than ﬁle serving. You can easily replace these kind of parts without having to reinstall Linux. If you’re doing heavy computational tasks and can use hardware acceleration for it, look at getting a new video card to support it – although not many servers will even require one, let alone a good one. If you’ve reached the limit of your current motherboard, it’s time to gut the system and get a new mobo, CPU, RAM and GPU if you need it – backing up important ﬁles and settings is a good idea before you attempt this as Linux may not be able to work with completely new hardware without a reinstall. Otherwise, if you need a software upgrade then refer to whatever guide is relevant to you in this feature on how to install and setup a new distro.
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E R A W D R A H G CHOOSIN What kind of hardware will you require to build a better server? The hardware in a server is a very important consideration for building your system. Servers handle different requests to a normal desktop machine, often handling several people’s requests at once. This means that the resource priorities have changed and these can even be different between various types of servers. Software counts as well, of course, but without a decent hardware base, it will be tricky to have the server work as intended. Scalability and peak loads need to be considered as a future-prooﬁng method, so always try and make sure that you have a bit more power than you need. With all that said, let’s start looking at the individual components. There are six main components you need to put thought into, and the four most important ones are the motherboard, the processor, RAM and power supply – the core components on any computer. As we mentioned, you need to think differently about what you need componentswise because resource usage is different. A minor concern for some will be a graphics card of some kind, whether it’s so you can directly interface with the system or do computational work that beneﬁts from multiple different cores instead. You’ll also need a good storage solution for your server build.



Motherboard Motherboards for servers come in various styles. A lot of server boards will have two ports to connect a CPU to, which is good for servers used for small businesses or if you expect to get a lot of requests on a regular basis. These are more expensive than single-CPU systems, but the beneﬁts in the long run for a big ofﬁce server are more than worth it. For home use, a single slot for a processor will do you ﬁne for most cases, the main exception



being a web server where you plan to have a lot of regular connections made to it. In this case, you want to keep an eye out for motherboards with plenty of storage and connection slots to make it as ﬂexible and scalable as possible.



CPU The most important thing for a server CPU is the number of cores – that’s why dual-slots can be quite useful. More cores allows for more threads, essential if you plan to run VMs off a ﬁle server or several sites at the same time. Clock speed is not as important, but you should at least get one that is not ridiculously slow and comes with a decent cache. With Intel’s Hyper Threading, each core can work harder by creating multiple threads in each core. Conversely, AMD processors will offer more cores for a lower price, especially if you’re on a budget.



RAM A larger amount of RAM is more important on servers than it is on a desktop PC, enabling you to run more operations at once. Speed and latency is not so important, so gaming RAM with tweaked timings will not grant you a better system – in fact, it may be slightly worse since
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PSU While it’s best practice to never skimp on a power supply, it’s near essential when it comes to server power. While you may need 1,000+ watts for your ridiculous 4K gaming rig (electricity bills be damned), you can be a little more reserved in the peak power for a home server, depending on its intended use. Look for power supplies with an ‘80 Plus’ rating, as these ones have been through some level of certiﬁcation to ensure that they have a degree of efﬁciency – this is a good idea for servers that are on all the time as they will save on electricity bills in the long run. Titanium and Platinum are the highest ratings, meaning they’re at least 90 per cent efﬁcient (95 per cent efﬁcient for server power supplies).



MOTHERBOARD When we talk about slots and connections for a motherboard, we’re talking about PCI slots and plenty of SATA drive slots. You can add more SATA slots via a card, but you’ll need to take into account anything else you’d want to add a card for. You need to make sure the motherboard’s chipset matches up with the kind of CPU you want as well, and the CPU will also dictate the type of RAM you get. It’s a multi-layered balancing act that may result in a sea of tabs while you compare and contrast



FIBRE CARD



Above You won’t need a GPU if your mobo has onboard graphics and you don’t need multi-core processing



they don’t have ECC. ECC ﬁxes single-byte errors that make up the most common forms of data corruption in the RAM. While ECC RAM can be important, it’s more important in web servers and generally much more necessary in business and enterprise servers. On every level though, a larger amount of RAM is good.



Networking cards can be essential if your server is also acting like a more traditional network server, handling all your network data and even being used as a modem and ﬁrewall. There are plenty of different PCI cards for these kinds of tasks, including this ﬁbre card for a bit more serious Internet use



Tips | Tricks | Hacks | Apps



CASE Storage Depending on your storage requirements, there are multiple solutions that you can use. At the very least we recommend you split up your storage with an SSD for the operating system and associated settings ﬁles, and use standard hard drives for storing everything else. This way, when the general ﬁles are not being accessed, the operating system can still run while drawing much less power. Otherwise, your actual mass storage can be conﬁgured in multiple ways. You can have straight drives connected with JBOD for minimal complexity. Or you can start looking down the RAID route – mirroring in case of drive failure, striping to more efﬁciently use the space of two hard drives, or even going as far as RAID 5 and 6, which increases complexity but enables you to create one large, consistent storage space with redundancy failures. The more complex you go though, the more difﬁcult it can be to maintain and the more catastrophic a major failure can be.



PSU



When picking a PSU you need to keep in mind a few things, such as what kind of connectors you need. This can depend on your motherboard, the amount of hard drives you’re using, any extras like case fans and case I/O panels. If you want a better idea of what kind of wattage you will need, you can use this tool to ﬁgure it out: bit.ly/1pjcjns



For server cases, you need to think of where you’re using your server. At home, a silent case can be great, with padding to keep the noise down while it runs all the time. In the ofﬁce, and assuming it will be taxed a bit more, you’ll need to take into consideration proper cooling. Size is also a factor, as you need to ﬁt your parts in



DVD DRIVE RAM



You don’t need RAM with heatsinks for server PCs, really – it’s usually reserved for gaming RAM with tweaked timings. If you are concerned with the heat of your system and have a little more budget to spend, get RAM with some kind of heat dissipater



They’re more rarely needed these days, but it can sometimes be handy to have an optical drive for transferring data or to have ISOs installed to. If you’re using your server to serve ﬁles and media, you can create redirects to be able to play DVD or Blu-ray movies, or even rip ones that don’t come with any DRM at all
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R E V R E S E L I F BUILD A Store and serve ﬁles around your network or further File servers are very useful for both home and business environments. For home, it’s a good way to have a more low-power, dedicated solution to storing your media and backing up your systems, without needing to speciﬁcally turn on your desktop machine to get the ﬁles – a desktop machine that may use more power idling than a dedicated ﬁle server. For enterprise, it can not only be useful for backups, but also provides for off-machine networked storage for individual users that can be accessed from within and outside the network. So, let’s set a server up. For a simple server type such as this, we’re going to go ahead and use Ubuntu Server to set up the system. This means that if you have any experience with Linux, it should be easy to maintain and install more software on if you need to. If you’re doing the initial setup for a home server then installing it with a monitor attached will be much easier. Burn the ISO to an installable medium or boot it over the network if you have the facilities set up, then hit return on ‘Install Ubuntu Server’ to continue.



Installation The installation for the server edition is different from the usual graphical installer of Ubuntu – it’s a command line one, albeit with fairly straightforward options. After setting up your location, language and keyboard settings, it will try and detect your hardware for you. Give your server a name, set up your username and password, and then continue with the installation as directed.



Like the graphical Ubuntu, the server edition comes with options to automatically set up the partitions – by default, using the whole disc will create an install partition and a swap. If you want it to use a speciﬁc set of partitions, we recommend sorting them out with GParted before trying to install, and then assigning the partitions manually yourself. During installation you’ll get some extra questions about whether you need a proxy or not; set that up as you wish and then it will ask about other services to install. As we’re using this as a ﬁle server, make sure OpenSSH is installed so you can dial in from another machine on the network and ensure that a Samba server is installed, to make sharing ﬁles and such over the network easier and compatible with any Windows machines. Finally, it will prompt you to install GRUB. Assuming this is a dedicated ﬁle server, you can let it overwrite the master boot record. Once that’s done you will restart the system, so make sure you remove the live boot medium. After it loads up, you will be dumped into the command line to log in – as this is a server distro, there is no desktop environment.



First steps Above You’ll need to configure Samba in order to get shared folders working
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Now you’re into Ubuntu, we’ll ﬁrst get set up to SSH into the machine. For something like a home server it’s best to set a static IP, and we can do that in /etc/network/interfaces. Open it up with:



$ sudo nano /etc/network/interfaces … and change the primary network interface to be something like:



auto eth0 iface eth0 inet static address [Desired IP] netmask 255.255.255.0 gateway [Router address] If you are using a wireless connection, make sure you switch it to wlan0 and then add in details for the SSID and password. With the IP you’ve set, or using ifconﬁg to ﬁnd out what the IP has been automatically set as, you can now SSH into your machine using the username and password that you set up. From a machine on the same network, type:



$ ssh [username]@[IP address of server] Entering the password will grant you access to the same command line interface.



Shared folders Now we can create a shared folder that the rest of the network can see and modify. First, let’s create the folder that we want to use and put it in the normal home directory, with a usual:



$ mkdir ~/networkshare
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EXTRA FILE SERVER USES File servers can be useful for other things as well



It’s best if you don’t use any spaces, to make the sharing simpler. Once done, you’ll need to create a password for Samba. Do this by entering:



$ sudo smbpasswd -a [username] It will ask you to enter and then conﬁrm the password. Once that’s done, and with the folder created, we can add it to the Samba server. Access the conﬁg ﬁle using:



Above left For a flexible, scalable server, consider trying MAAS: maas. ubuntu.com/docs1.5 Above right Ubuntu Server makes it easy to grab the software you need during installation



VPN Dialling in externally from a remote location to VPN into your server can have added beneﬁts. Accessing your ﬁles remotely is one thing, but also being able to use a more unrestricted Internet service (yours) can be handy if you’re stuck in a hotel or other location with strict browsing regulations. Setting it up is not too difﬁcult and requires the server to be connected to the Internet wherever it stays. The more users you allow to VPN from it, the more resources you’ll require (including RAM and processing power).



$ sudo nano /etc/samba/smb.conf Go to the very end of the ﬁle and add something like the following to get the shared folder recognised by Samba:



[NetworkShare] path = /home/[username]/networkshare available = yes valid users = [username] read only = no browseable = yes public = yes writable = yes Save the ﬁle and exit, then restart Samba:



$ sudo service smbd restart And ﬁnish by testing the setup with testparm to ensure everything runs okay.



Torrent server With all the storage and possibly a connection to the Internet, you can set up the ﬁle server to also be a torrent server. This will enable you to give back to the community by seeding the latest distro torrents, as well as making sure you have the latest version of certain distros for you to install and test with. Just adding a torrent service will let you do this, and a good one for command lines is rTorrent. Not only can you view a useful command line interface with it, but you can also set a folder that it reads for new torrents.
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R E V R E S B E W A BUILD Host your web services on a dedicated server that you control Your own web server can be a useful addition to any system. If you don’t have massive loads to worry about you can install it to your own custombuilt server, or if you have a lot of scalable server space then you can build it on there with a very similar software setup. We are going to use Ubuntu Server again for this, so follow our advice on the previous pages on how to get it set up and get to a point where we can start adding Apache services. Feasibly, you could have the server be both a ﬁle and web server in this way.



01



Install Apache



Once you’ve got your server set up and can SSH in, it’s time to install the Apache web server . Do that using the following:



$ sudo apt-get install apache2 It will automatically set the domain address to the following: 127.0.0.1



Above Give your web server a test once you’ve installed Apache
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Test server



If you have to install a GUI onto your server, you can test out that Apache is working by going to a browser in it and navigating to 127.0.0.1. Otherwise, from an external system, navigate to the IP address of your system in your browser and it should show the Apache conﬁrmation page on-screen.



“With a web server you can now use it to host your own website or to access storage from the server remotely over the Internet”
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Install FTP
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With a web server you can now use it to host a website or to access storage from the server remotely over the Internet. We can set up the latter using FTP, or in our case the secure VSFTP. Install it to the system using:



$ sudo apt-get install vsftpd
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Conﬁgure FTP



We can access the conﬁguration ﬁle for FTP by using nano to open /etc/vsftpd.conf (sudo nano /etc/vsftpd.conf). From here we can conﬁgure it to match our uses, but ﬁrst it is necessary that we increase the security just slightly before using it properly as an FTP server, just to be on the safe side.
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Secure your FTP



The main change to make the FTP secure is to turn off anonymous users. In the conﬁg ﬁle, look for the line with ‘anonymous_ enable’. We want to change this to NO if it’s not already there, just to make sure that there is a bit more security for the FTP server and that all of your content is kept private.
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EXPAND YOUR WEB SERVER Tailor your web server to suit all of your individual needs



06



Local use
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Edit ﬁles



While it will be great to access these ﬁles externally, we might as well have it so you can access the FTP internally too, just in case you prefer that to a shared folder. Find the line ‘local_enable’ and change it to YES to make sure it’s accessible elsewhere.



As we are only letting people we want onto the server, we can make it so anyone logged in has write access. To do this, go back into the conﬁg ﬁle, look for the line with ‘write_enable’ and change it to YES. You may also need to uncomment it by removing the hash.
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FTP Folder



If you didn’t create a shared folder for the previous server tutorial, now is a good time to create a dedicated directory for this. In the home folder, use mkdir to create a directory called whatever you wish for the FTP server to be able to access it.



Mail server Part of the beneﬁts of this being a web server is that it enables you to also add your own mail server to it, or even host your own webmail client as well. Having Apache conﬁgured is the ﬁrst step to this, and it is quite straightforward to then set up a mail server on top of that. As for a webmail client, we recommend using RainLoop, which looks nice and modern and also lets you add other webmail services to it, along with your own webmail server.



Nginx server
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Restart server



Once the conﬁg ﬁle has been fully edited and the folder is created, it is now time to start using it. Restart the FTP server using sudo service vsftpd restart and you will start to be able to access the folder. Any changes that you make to the conﬁguration will require this restart to become active.



Instead of using Apache for the server, you can also look into and try out Nginx. Nginx handles processes slightly differently than Apache and can result in a lighter load on your web server. It’s available in the repos of most distros, much like Apache is, so it can be installed in mostly the same way. For a more complete guide to setting up an Nginx server, you can always refer back to one of our tutorials from Mihalis – it’s inside issue 144, if you have it to hand, and on our website: bit.ly/1AYKkx8.
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Understand the limitations of graphical partitioning when dealing with LVM ﬁlesystems



Create, name and modify logical volumes and volume groups that contain all your data



Add more hard drives and partitions to the LVM to keep expanding the space forever by allocating it smartly



Set up LVM filesystems Quite a different ﬁlesystem to your normal ext partitions, but LVM might just be the way for you to go Resources LVM 2 tools sourceware.org/lvm2 gparted gparted.org
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You’d be forgiven for not knowing what LVM stands for, but it’s a useful thing to know. Logical volume management, as it’s properly designated, acts as a sort of container to manage your data – the beneﬁt of this is that you can start adding and extending space while the LVM is still online and working. This is great for server farms because you can swap out and add storage very quickly,



and on your desktop its particularly good for managing the size of different partitions if you weren’t sure how they should have been during installation. In this tutorial, we’ll look at how you can create an LVM ﬁlesystem and then how you can go about maintaining and modifying it. We will also look into how some distros install using LVM.
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Graphical partition editors



“You can swap out and add storage very quickly, and on your desktop its particularly good for managing the size of different partitions”



01



04



Now the tools are installed, we can have a peak at the LVs (logical volumes) on the system. This will display the volume group, the name type and size. Open up the terminal and use:



Install LVM



Many distros have the option to install using an LVM ﬁlesystem. In our example, we’ve left the LVM option checked when installing Fedora 21. This will automatically create a boot and storage partition within the logical volumes for you to play about with later.
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Graphical partition editors



General partition editors like gparted have a bit of a tough time working with LVM ﬁlesystems – with the right tools installed you can see the partition but you can’t really do much to it. For this tutorial, we will be working mostly within the terminal.



View the LV



$ sudo lvdisplay
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Use LVM tools



Although you can edit partitions live, we suggest booting into a live disc or other distro on the system instead. Once you have, install the LVM2 tools if they haven’t been installed already. The package is called lvm2 in the repos and contains various tools for looking at and manipulating LVM partitions, which is useful.
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See the volume group



The LVM partitions are kept inside a volume group, which in our case is called Fedora but could be called anything. You can get more accurate details on this by using the volume group tools like so:



$ sudo vgdisplay
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“Make sure you know the designation of the partition”



06



Create an LVM



It takes multiple steps to make an LVM ﬁlesystem. You need to create a physical volume for the volume group to be in and then you can create your logical volume inside that. First though, create a new partition on the system in your preferred method.
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Make a physical volume



Once the partition is made, you can turn it into a physical volume. Make sure you know the designation of the partition (in our case / dev/sda3), which you can ﬁnd out with fdisk -l. Create the PV with:



$ sudo pvscreate /dev/sda3
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Include a volume group



Now with a physical volume to play with, we need to create a volume group with a name.
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Make sure you still remember the partition designation and create it with something like:



$ sudo vgcreate LUDVG /dev/sda3 You can add several partitions and/or hard drives like this as well.



09



Create a logical volume



The ﬁnal step is to include a logical volume. Give it a name, tell it how much space to use and which volume group it should belong in. To ﬁll up a 20 GB volume group, use:



$ sudo lvcreate --name root --size 20G LUDVG
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Extend the volume group



If you want to extend the space in your original volume group, ﬁrst create a new



Create an LVM



physical volume as before. Find out the name of the volume group (vgdisplay) and use the designation of the partition to extend with:



$ sudo vgextend /dev/fedora /dev/sda3
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Alter the logical volume



Ensure that you know exactly how much space you have to extend the partition by using vgdisplay to ﬁnd the free PE (physical extent) value, and also make sure you know the name of the partition that you are extending. Once you have both of those, then use:



$ sudo lvextend -l +4958 /dev/fedora/root
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Resize the file system



To ﬁnish off the extension, we need to let the entire LVM system know that it has had some changes using the resize option on the LV you’ve extended. The good thing is, this means you don’t need to have space ‘next to it’ in the hard drive to extend in this way. Do this with:



$ sudo resize2fs /dev/fedora/root
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File system check
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Test your new filesystems
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Depending how the storage was created, you may need to check the integrity of the filesystem before the resize2fs. Here, it asked us to perform an e2fsck command on the extended LV before resizing – just follow the instructions.



You can now see the extended space in the LV, the volume group and see if you have any spare space still to allocate using the lvdisplay, vgdisplay and pvdisplay options. In lvdisplay and vgdisplay, it won’t show the extra sda partition because it’s all part of the same storage as far as it’s concerned.
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More complicated setups



The beauty of LVM is that we can have several partitions and hard drives, have them all donate space to the volume group and then be divided between different LVs. You can create multiple LVs in any volume group, taking space where you want it. Adding hard drives later will let you extend the storage with little hassle. The partitions you create traditionally will show up as ext or whatever ﬁlesystem in the partition editors, but they’ll be inaccessible outside of the LV.



More complicated set ups



Get rid of the physical volumes



If you want to remove the LV completely, you can just delete the physical volume designations and then start using a more traditional partitioning system instead. Make sure you know the original names of the partitions and remove them:



$ sudo pvremove /dev/sda1 /dev/sda2 [etc]
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Delete an LV



Want to completely rearrange the insides of your volume group? Start by deleting LVs to create them from scratch using the lvremove command. Make sure you know the name of the LV you’re removing and do it like so:



$ sudo lvremove /dev/[volume group]/ [logical volume]
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Shrink the logical volumes



20



Logical volume management



Like we did with the expanding, you can also shrink the logical volumes and volume groups. In each case, you would be reducing the size of the logical volume or removing physical volumes from the volume group, respectively – otherwise it works the same way.



Remove a volume group



Need to go a step further and delete the entire volume group? This will delete all the LVs within and free up some of the partitions that are in the physical volume. Make sure you know the name of the volume group and then do:



$ sudo vgremove [volume group]



There are more functions you can use while creating and maintaining an LV, but these are the basics. If you ﬁnd yourself running through a lot of storage then this may be the solution for you, as you can just keep adding with little-to-no hassle and no RAIDs.
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Take command-line control of your email with Mutt Email is one of the biggest time users, but Mutt offers the tools to sort and process your inbox



Resources Mutt mutt.org



Fetchmail (optional) www.fetchmail.info



A few years ago, social media started to take up more of our time and you may have felt that email was diminishing in importance. However, we still spend hours each week wading through emails, and have to sign up for all sorts of commercial mailings just to complete the obligatory registration on many new websites and services. The other big change has been a near wholesale move to webmail – a contracting out by mail users of running both the personal mail server and the client (and associated backups) to Google, Yahoo! and Microsoft, worryingly at the cost of control and privacy. Webmail is convenient in the sense that we no longer have to think about looking after our emails, but despite some lovely interfaces, it remains at best a clunky and slow way of managing a busy email life. Mutt offers you the chance to take back control of your email and really speed up your workflow. We’ll show you how to do this with one of the major webmail services. Mutt is very powerful – the manual takes hours to read – but dive in with our quick tour of a few of its powerful features and you’ll be ready to explore more deeply.



Mutt manual mutt.org/doc/manual.txt
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Set up IMAP



Before Webmail became ubiquitous, users had to decide between keeping their emails on the server to read anywhere – with IMAP (Internet Message Access Protocol) – or downloading them to a mail client through POP, and deleting them from the server. Generous disk allowance means that many of us now keep all of our mail archived with webmail providers. However, you’ll still need to enable IMAP in Gmail if you want to use it with a client like Mutt, yet still keep your emails available on Google’s capacious servers. Choose Forwarding>POP/IMAP in the Gmail settings menu and then select Enable IMAP. Yahoo! (and thus BT) does not need this lengthy process, nor do AOL or Hotmail Live either, which is useful.



Below Mutt shows you useful information about your emails in the main list, such as their size, and you can shortcuts to power through them all
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Conﬁg ﬁle



To get up and running quickly, having already installed Mutt from your package manager, open ~/.muttrc in your favourite text editor and ﬁll in the basics:



You have mail



Above Mutt has a threaded mode that adds functions for long conversations



gpg -r [email protected] -e pwd shred ./pwd rm ./pwd … with ~/.mutt/pwd containing:



set set set set set set set set



from = ‘[email protected]’ realname = ‘You’ imap_user = ‘[email protected]’ imap_pass = ‘your-secret-password’ folder = ‘imaps://imap.gmail.com:993’ spoolfile = ‘+INBOX’ smtp_url = ‘smtp://[email protected]:587/’ smtp_pass = ‘your-secret-password’



Other providers need similar settings, for example:



smtp://[email protected]@smtp.live.com:587/
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Keep it a secret



Having your password(s) in a clear text file in your home directory is a security risk, particularly on a portable machine. Let’s hide these passwords from the malicious or the merely curious. You should already have GnuPG installed on your system. Use it to encrypt a separate password file.



gpg --gen-key cd ~/.mutt/ nano pwd



set my_pwd=“your_password” Now replace .muttrc’s password line with:



source “gpg -d ~/.mutt/passwords.gpg |” set imap_pass = $my_pwd
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Already included



You have mail A little more housekeeping and we’re ready:



mkdir ~/.mutt mkdir ~/.mutt/cache mkdir ~/.mutt/cache/bodies nano ~/.mutt/sig Now start Mutt, type mutt and hit Enter. If you’ve just set up a GPG-encrypted password, you’ll be asked for the passphrase – gpg-agent will take care of it on subsequent occasions. If you’re not a Zen-like practitioner of the art of inbox zero, you’ll need to wait a few seconds for the thousands of messages you’ve enabled Gmail to hang on to, then be presented with a long list of your inbox’s contents.



While we recommend getting Mutt’s documentation later in Step 12 – or better still, keeping it open while using this tutorial – most distros will install plenty of the docs for you in a folder under / usr/share/doc/mutt/ examples, where you’ll also ﬁnd some great sample muttrc conﬁgurations, including useful colour schemes.
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“Print a cheat sheet of the navigation keys or keep a window open on the Mutt manual”



07 05



Keyed up



As you navigate around your email, K and J for up and down – inherited from the Pine and Elm mailers – means keeping your ﬁngers on the home row. If you use a Dvorak or Colemak keyboard, you will want to rebind the navigation keys in .muttrc for your home row, using the following for Colemak, for example:



bind generic n next-entry bind generic e previous-entry



Mutt in a hurry



Possibly replacing top-page (bound to H) and bottom-page (L) as well. Print a cheat sheet of the navigation keys or keep a window open on the Mutt manual until you’ve learnt the most useful ones. Initially, you can get a long way with Enter, Q (to quit) and the arrow keys.



Need to quickly copy a ﬁle from your server? Just issue this at the command line to send it to your log ﬁle home:



Command line apps are amenable to automation in a way that mouse-driven programs can’t be. A macro saves a series of keystrokes normally applied to Mutt interactively, such as those to open a mail and then its attachment(s), all bound to a keyboard shortcut. Macros are deﬁned in .muttrc with the form:



macro menu key sequence [ description ] … where ‘menu’ is Mutt-speak for the part of Mutt you’re using – the pager, index view, composer, attachment, etc. In Step 5 we used generic as a meta-menu for all menus where common navigation functions are available; you can deﬁne the same macro for each menu you need it in. ‘Key’ is your deﬁned shortcut key – \C is the Control key and \e is Escape, so if you wanted to bind a sequence to Ctrl-x, Ctrl-c, you’d need \Cx\Cc. When using a sequence, you put in the function names (rather than their common keyboard shortcuts) within angle brackets. If there is a space used anywhere, then the whole sequence needs quoting:



macro index,pager “less / usr/local/doc/mutt/manual.txt” “Show Mutt documentation” The description at the end is optional, but makes life easier. As with dot-ﬁles (including .muttrc), your favourite search engine will ﬁnd you several examples, much like those displayed in our screenshot.



mutt -s “VPS Syslog file” -a /var/log/ syslog -- [email protected] Press Enter to conﬁrm your choices then Y to send. Mutt enables many attachments from the command line, so following them with the double dash (--) tells it that you have ﬁnished attaching and that it should pay attention for the address.



Macro power
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Send an email



Test your conﬁg by sending an email. Hit M to compose, which will prompt you for recipient and subject, then open up your default text editor (Mutt is a mailer; composition is a text editor’s job). Saving the message returns you to the send dialog, then hit Y to send or use various options for cc, attachments and more. You may now be in the Drafts folder of your email account. Hit C to change mailbox, then ? to get a list of choices and navigate back to your inbox. Having rushed through the basics, let’s see some of Mutt’s real power.
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One tag to rule them all



Scrolling through your messages you notice half a dozen that can all be treated the same way – moved or deleted, for example – something that would be a pain if navigating with a mouse. In Mutt, hit T on each message to tag them and, when you’ve ﬁnished tagging, hit ; followed by D to delete them all, or else use some macro on them. After hitting delete, you’ll see that the asterisk which was showing the message(s) as tagged has been replaced with a D, indicating the message will be deleted when you leave Mutt. Why not delete it straight away? Maybe it gives you a chance to go back and change your mind – perhaps you tagged just one message too many.
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Conduct a search



To search your emails, hit / and then type your search term or regular expression. Using T instead of / will tag all of the messages matching the search term, allowing for the same range of actions as the previous step. It’s worth reading the Mutt documentation for more on search – you can ﬁnd and select mails by properties such as size or date, all of which are handy when your inbox has grown as large as Gmail provides for.



name (if given) as well as the email address. If you’ve several aliases collected, give them their own ﬁle and let .muttrc know where it is:



set alias_file=~/.mutt/aliases
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Conduct a search



Above Filtering emails by date and searching for keywords really speeds things up



PDF



Your /etc/mailcap ﬁle tells your email clients how to handle multimedia attachments. Hit V to read a PDF attachment and the system default (probably Evince or Okular) will open. If you’re running Mutt in a command line environment, you’ll need to make a custom mailcap in ~/.mutt/mailcap to specify piping pdftohtml through w3m. You’ll need to point to this in .muttrc with:



set mailcap_path=“~/.mutt/mailcap” The output is not properly formatted, but at least the content is now readable.
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Create an alias



As you start typing an email address in your webmail, all the likely completions will pop up. The Mutt equivalent is to deﬁne an alias for each person to whom you need to write messages regularly:



alias bank Bank Manager [email protected] The ﬁrst word after alias is your shortcut, everything else between that and the actual address is the long-form name. Typing the shortcut at the To: prompt, when you’re composing an email, will cause Mutt to substitute the long
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The next step



While trying to cover useful tips for new Mutt users, we’ve had to adopt a scattergun approach – the idea being to get you started, at least. However, we’ve missed out a lot of deeper conﬁguration and many powerful uses of this ﬂexible mailer. Fortunately, the next step is easy: read the Mutt documentation at http://dev.mutt.org/trac/wiki/MuttGuide, as well as accompanying manual and wiki pages. There’s a lot of it for someone who’s never used Mutt before, but you already have a working setup and know some power user tricks, so you’re ready to really go and tame your inbox.
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Run your own chat channel with Scrollback Scrollback builds chatrooms that enable you to communicate and engage new audiences



Resources Scrollback scrollback.io



GitHub repo bit.ly/1GlTLfP



Communication is one of the most important aspects of our lives. Whether you think of peer-to-peer communication or a brand communicating to its audience, it’s important to convey things effectively. The rules are simple: whoever communicates well wins. With the digital world now handling most of our communications, it’s important to choose the right words and have the right tools, because without these there’s no way that your audience can understand you. One of the common communication tools is the chat application. Generally based on a server-client model, such tools are available a dime a dozen, but each tool has a problem – some look ugly, some don’t support chatrooms, and some are based on the IRC protocol only. There is rarely an application with everything in one package. However, we will cover one here that can help you do it all – from chatrooms to embedding, websites to chat archiving, everything you’d expect from a chat application, with a new UI. Scrollback, based on a server-client model, has a web-based UI that opens in a browser with no need for a client application. We’ll go through the installation and its features in this tutorial. We have used Ubuntu 14.04 as the host system and the latest source code from Scrollback’s GitHub repository.
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Install the script



Installing Scrollback is pretty straightforward; you can just go to their GitHub page and run a singleline command that’s available there to instantly install Scrollback on your server. The command basically invokes a script where all the action happens. Now, we as open source enthusiasts can’t just let that happen so easily! This is one of the most exciting parts of open source software. You can view the code and take charge, rather than just clicking things away. However, if you are just interested in running Scrollback immediately, you can skip to Step 3. Let’s take a look at what happens when you run the script. It starts with trapping signals and sanity checks, like a user privilege check and supported distros check – supported distros are Ubuntu, Arch Linux and Fedora. If you are running something else, you need to manually install Scrollback. In the next step we’ll take a look at the various dependencies of Scrollback and their installation in the script.



Below Scrollback provides a neat, clean interface to manage all your conversations
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Create chatrooms



“In simple terms, the whole chatroom is miniaturised and can be accessed via a small window on the website” Left Organise your chatrooms by giving them unique, descriptive names
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Behind the scenes



After a sanity check, the installation script shows the list of items to be installed – Git version control, Node.js and Redis server. Click Install to grant permission. Once you grant the permission, it checks for the sources list for Ubuntu using sudo apt-get update. Then it goes through all the packages and installs the ones related to Git, Node.js and Redis. Then, Scrollback is cloned from the GitHub repository and the dependencies, like gulp-bower, are installed. The Redis daemon is started and local.scrollback.io is added to the /etc/hosts ﬁle. This enables you to access Scrollback in your browser using the address http://local.scrollback.io instead of using an ip address. Finally the conﬁguration ﬁles are copied and Gulp is run to generate miscellaneous ﬁles, followed by a notiﬁcation of successful Scrollback installation. Once the installation ﬁnishes, run sudo npm start to start Scrollback. You can access Scrollback in your browser now. Note that you may see a New Relic-related failure when starting Scrollback, but you can safely ignore that. Let’s now take a look at some of the features of Scrollback.
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Social accounts



Create chatrooms



The next step is to create a chatroom. To create one, you will need to log in to Scrollback – note that you will need to use email login, since Facebook and Gmail login options don’t work out of the box. Once logged in, click on the Create Room button in the bottom-left corner or the centre of the page. You will be prompted to ﬁll in the room name, so just enter the name. Your chatroom will then be created and the page redirects to the room settings. Room settings in Scrollback include several options: IRC, Twitter integration, spam control, search visibility options, discussion settings, embedding and sharing settings and so on. We will take a closer look at the various settings in the next steps.



To enable Google+ or Facebook login for your Scrollback installation, you will need to create a developer account and generate the API keys that enable an application to access the services. You will then need to save the keys in the server-side conﬁguration ﬁle.
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Embed to websites



06 Above Embed a small chat window on your site using ready-made code



04



Another great thing you can do with Scrollback is embed the chat window directly in your website. In simple terms, the whole chatroom is miniaturised and can be accessed via a small window on the website. Embedding the chatrooms on websites gives you an opportunity to engage more people in an easy-to-manage manner. This is far better than an email-based subscription because it allows for instant communication and possibly a better experience overall. Your website visitors can also take advantage of all the information already available in your chatroom. They just need to see the discussions list and click on the one relevant to them in order to use it. To embed your chatroom in a simple HTML-based website, go to the Share & Embed tab in the Room Settings page. Scroll down to view the embed code – yes, it is already there! Now copy and paste it in just before closing the tag in your website. That’s all it takes; your visitors can now see a miniature version of your chatroom on your website. There is also the option to add a whitelist of domains where the room can be embedded. If you leave that ﬁeld empty, you are implying that you will be enabling embedding anywhere, which isn’t ideal.



05 Index for searching You can also choose if your chatroom is available for room search indexing. To enable search engine indexing, go to the Room Settings menu’s Search Visibility tab and enable the ‘Allow search engines to index room’ option, then click on the Done button.



Embed to websites



WordPress websites



WordPress powers around 23 per cent of the whole Internet. That is a very vast number, and with that comes the opportunity for you to engage visitors in meaningful conversations within a community, rather than just oneto-one chats. Scrollback does well to take advantage of this medium – you can very easily integrate your Scrollback chatroom to a WordPress website, this time without even touching a single line of code. To use Scrollback with WordPress, log in to your WordPress admin console and go to Plugins>Add New> Search Plugins. Type Scrollback here and start the search. You will then ﬁnd the Scrollback plugin, so just install and activate it. Once it’s activated, ﬁll in the name of your chatroom (the room that you want to embed to your site), and that’s it! Go to your WordPress website and you will now be able to see the Scrollback chat window in the bottomright corner of your website.
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Use Blogger



Several bloggers prefer Google’s blogger.com instead of taking the pain to host their own WordPress or other CMS based websites. Lets see how to add Scrollback rooms to a blogger.com-based website. As we did in Step 4, you will ﬁrst need to copy the code snippet from ScrollBack. Once you have your code snippet copied, go to your blogger. com account, then Options>Layout>Add a Gadget. On the next page, select HTML/JavaScript. Finally, just paste the code to the content section and click Save. Your blogger.com website is now integrated with Scrollback.
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Link IRC channels to Scrollback rooms



IRC (Internet Relay Chat) remains a tried and tested way to maintain a healthy communication among community members. The process is simple – people can install IRC clients and connect to the server. They can then follow relevant channels. However, IRC usage has been falling recently. According to Wikipedia, IRC has lost 60 per cent of its users and 50 per cent of its channels in the last decade. Such decline may be attributed to the rise of various other forms of community management, such as Facebook groups, Twitter lists, Whatsapp groups and so on. Scrollback aims to bridge this gap between IRC and nonIRC users. It enables you to link your existing IRC channel to a Scrollback room and reach out to the non-IRC users, giving them an easier entry point to your community. This also enables you to make use of Scrollback’s logging features and help track discussions easily. To link your chatroom to an IRC server, go to Room Settings>IRC Integration. Fill in the IRC server link (eg irc.mozilla.org) and the IRC channel (eg #mozilla), then click Done to save the changes. The IRC channel operator needs to type /invite scrollback #mozilla in the IRC channel to complete the process, replacing #mozilla with the channel name that you entered. Once this is done, you can see the IRC messages in the chat window in your chatroom.
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Twitter integration



Scrollback offers a tight integration with your Twitter account. You can watch hashtags, tweet chat messages directly from chat window and even share your chatroom via tweets. So let’s see how to achieve all this. First go to the Twitter integration tab and enter the hashtags that you’d like to watch, separating hashtags with spaces, and click on the ‘Sign in to Twitter’ button. Then, in the Twitter window, log in and review the privileges – that’s it. You can now see all of the tweets that have the hashtags you want to watch right inside your chatroom. If there is a message in your chatroom that you want to tweet, just hover on the message to reveal a menu icon on the extreme right side of the page. Then click on this icon to show the different options – you can either choose to tweet the message or hide it. To share your room via tweets, go to the Share & Embed tab and click on the Twitter button under ‘Share your room’.
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Moderation features



You can set the room description under the General settings tab. Since Scrollback is designed in a search enginefriendly way, it is very important to set the description properly. The Permissions tab lets you decide on people who can post in your chatroom. You can select anyone, or only the logged-in users or followers of the chat room. One of the major concerns a chatroom moderator faces involve spammers and abusive behaviour. Scrollback enables moderators to control such issues easily – just enable the Spam Control button under the Spam Control tab, and Scrollback automatically blocks spammers from posting to your group. In the same tab, you can also set the blocked words list. If you enable the ‘English abusive



Twitter integration



“It may happen that different people discuss different things. If you follow IRC channels, it’s a really common scene in there” words’ option, only the predeﬁned words are blocked. You can make additions to the block list by entering the abusive words in the ‘Custom blocked phrases/words’ text area. Now even if people type abusive words into the chatroom, they won’t be visible to anyone else.
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Above Add Twitter hashtags to your settings to view the related tweets inside your chatroom



Discussions



One of the prime issues in a chatroom is tracking the discussion. A room generally has many people in different time zones. It may happen that different people discuss different things in parallel – if you follow IRC channels, it’s a common scene in there. In such scenarios, it becomes really difﬁcult to track or get meaningful information out. If you have not noticed till now, Scrollback solves this problem in a very simple yet effective way. Just go to the Discussions tab and enable ‘Automatically group text into discussions’. Now, Scrollback automatically segregates discussions based on words in chat messages and the user who types them. At any point, any user can create a discussion too simply by clicking on ‘Start a discussion’ in the chat window. All the discussions are archived under the Discussion tab on left side. To view one, simply click on the discussion name – the chat window shows all the messages under that discussion in a useful colour-coded format.
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Above Check out bit.ly/1tr9kbv for documention on BIND



Create a caching DNS server for query requests using BIND Reduce your network trafﬁc and serve DNS requests faster by running your very own caching DNS server Resources BIND home page www.isc.org/software/bind



RFC 1034, Domain Names tools.ietf.org/html/rfc1034



RFC 5936, AXFR tools.ietf.org/html/rfc5936
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DNS (Domain Name System) is what converts a human readable string to an IP address (and vice versa) – when it does not work properly, you cannot browse the Internet or get your email. Machines called DNS servers, or simply name servers, support the Domain Name System. These machines are nothing extraordinary except the fact that they run special server software to support DNS. A network device must have at least one properly conﬁgured DNS server in order to operate normally, but for added redundancy you should



use more name servers to ensure that the network device is operational regardless of any problems. A name server should always be stated with its IP address. A DNS zone is a part of a domain name that its administration has been delegated. So, the .co.uk domain has many zones. It is very reasonable that the .co.uk domain administrator delegates the administration of all subdomains because otherwise it would have to administer all the .co.uk subdomains, which, as you can imagine, are numerous.
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The host utility



04 01



Install BIND



BIND stands for Berkeley Internet Name Domain and is an implementation of the DNS protocols. On a Debian 7 system you can install the latest version of BIND by running the following command:



# apt-get install bind9 To ﬁnd your version of BIND, execute the following command:



# named -v BIND 9.8.4-rpz2+rl005.12-P1
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What is Cache DNS server?



A caching-only DNS server does not contain information about a domain; it just contains information based on the results of the DNS queries it has already performed. The main reason that DNS caching works well is because DNS data does not change frequently.
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The host utility



Host produces a clean output and that is the main reason for liking it – it can easily be used inside shell scripts. Its last parameter, which is optional, is the name of the DNS server to ask. If not given, it uses the /etc/resolv.conf ﬁle to ﬁnd a DNS server to ask. Used with the -t mx parameters, host shows the mail servers for a domain or a subdomain:



# host -t mx linuxuser.co.uk linuxuser.co.uk mail is handled by 10 mail.imagine-publishing.co.uk. linuxuser.co.uk mail is handled by 20 mail2.imagine-publishing.co.uk. The numbers that you see after the “handled by” are the preference values that indicate the mail exchanger’s priority. A preference value by itself is not important, what is important is its relationship to the other values. Mail servers should attempt to deliver to the mail exchangers with the lowest values ﬁrst. If the delivery fails for some reason, then the mail exchanger with the next highest value will be tried. If two or more mail exchangers have the same preference value, it is up to the mail server to decide which one to choose. The primary DNS server is responsible for deﬁning the email server for a domain or a subdomain. Used with the -t ns parameters, host shows the DNS Servers for a domain.



The dig utility



The dig utility can show you the same DNS related information as host, however, dig’s output is more populated by default. In order to ﬁnd the DNS servers of the co.uk domain with the help of dig, you could do this by executing the following command:



$ dig co.uk. ns Trying to perform a AXFR query with dig fails: $ dig @localhost co.uk. axfr ; DiG 9.8.4-rpz2+rl005.12-P1 @ localhost co.uk. axfr ; (2 servers found) ;; global options: +cmd ; Transfer failed. AXFR is a mechanism for replicating DNS data across DNS servers, but it can also be used for evil purposes. The DNS Administrator is responsible for allowing the access to the AXFR protocol to speciﬁc machines and restricting it to the rest of the world.



05



The /etc/resolv.conf file



The quickest way to see your DNS conﬁguration is by looking at the /etc/resolv.conf ﬁle, where you can see the IP address for each DNS server used; each entry starts with the nameserver keyword. There is no point in using anything but an IP address for a DNS server. Usually, the administrator deals with this ﬁle when setting up a Linux machine; otherwise it is populated when your Linux machine gets its network conﬁguration using DHCP.
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The conﬁguration ﬁle for the caching server



The rndc utility



The rndc executable is the name server control utility. It controls the operation of the name server and it communicates with the named process using a TCP connection. The rndc utility has a conﬁguration ﬁle called rndc. conf that has structure and syntax similar to named.conf. You can type man rndc-confgen and man rndc.conf for more information.
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The /etc/bind directory



All conﬁguration ﬁles related to BIND are located inside the /etc/bind directory. You will need root access to make changes to it and you will have to restart the named process for the changes to take effect. BIND keeps some other ﬁles inside /var/ cache/bind:
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Other types of DNS servers



There are three more types of DNS servers: primary, secondary and forwarding. Each domain should have at least one primary and one secondary DNS server. A primary DNS server (or Master) deﬁnes one or more zone ﬁles for which this DNS is authoritative. A zone has been assigned to a DNS server using an NS Resource Record. A secondary DNS server (or Slave) mainly acts as the backup of the primary DNS server in case it goes down for some reason. A forwarding DNS server is almost identical to a caching server from the perspective of a client. Its difference is that it does not perform recursive queries itself; it just forwards them to another DNS server, gets the response back and then caches the results. It is not possible to ﬁnd out from a query result whether it was answered from a zone master or from a slave.
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# ls -l /var/cache/bind/ total 24 -rw-r--r-- 1 bind bind 698 Oct 15 09:46 managed-keys.bind -rw-r--r-- 1 bind bind 512 Oct 15 09:46 managed-keys.bind.jnl -rw-r--r-- 1 bind bind 9446 Oct 15 11:17 named_dump.db -rw-r--r-- 1 bind bind 1103 Oct 14 10:58 named.stats
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The configuration file



The default BIND conﬁguration is almost ready to support a caching DNS server. You will only need to explicitly turn recursion on and then it will all be done. This action can be completed by adding a line inside ‘named.conf.options’ that contains the ‘recursion yes;’ text. The next step then is to run the BIND server process as follows:



# /etc/init.d/bind9 start You will also need to add an access control list to reduce trafﬁc and increase security, and you will learn about access control lists a little later on in Step 14. The DNS service will usually listen to port number 53, as you can clearly see from the following output:



# telnet localhost 53 Trying ::1... Connected to localhost.
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Manage the caching DNS server



You already know how to start the DNS server. The following command stops it:



# /etc/init.d/bind9 stop
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The /etc/bind/db.root ﬁle



The db.root ﬁle holds the information on root name servers, denoted by a single dot, needed to initialise the cache of internet domain name servers. You can manually generate it by running the following command:



$ dig @a.root-servers.net . NS > db.root



And then this command restarts it:



# /etc/init.d/bind9 restart [....] Stopping domain name service...: bind9waiting for pid 24713 to die . ok [ ok ] Starting domain name service...: bind9.
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Access control lists (ACL)



“All log messages from BIND are stored in /var/log/syslog”
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Use the caching DNS server



A caching server is used like a regular DNS server. If you want to reduce the DNS trafﬁc on your LAN, you should put the IP of the caching server in the /etc/resolv.conf ﬁle and comment out all other DNS servers. However, this can be dangerous because if the caching DNS server stops working for some reason, your network will not be able to operate normally.
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Access control lists (ACL)



For the purposes of this tutorial, the most useful utility is named-checkconf which checks the syntactical validity of your conﬁguration. If there are no syntax errors in your current conﬁguration, you will get no output. No tool can catch logical DNS errors.
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Test the cache DNS server
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Advantages of a caching server



In order to test your DNS server, try to query a domain that is not the DNS cache and see how much time it takes to answer the query. Next, ask the same DNS query and you should see a way better response time.



An acl list deﬁnes which hosts can and cannot access a DNS server. The following lines deﬁne a new access control list:



acl OTENET { 2.86/16; localhost; localnets; }; The deﬁnition of the list does not automatically make the list active. You should add the following line to turn on the OTENET access control list:



allow-query { OTENET; }; As soon as the DNS server starts running, many unknown hosts will try to connect to it; so do not delay generating as many access lists as needed to protect your DNS server.
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The log files of BIND



All log messages from BIND are stored in the /var/log/syslog ﬁle. The named command can produce a large amount of log messages, so you might decide that you want to decrease the log level using rndc after making sure that your DNS server works without any problems.



15



Check your configuration



BIND comes with many tools that can help you to check the correctness of your current conﬁguration. These tools include named-checkconf, named-checkzone and named-compilezone.



The advantages of using a cache DNS server on your network are less LAN trafﬁc and less Internet trafﬁc. You also get DNS responses quicker for queries that have already been answered by the caching server. BIND has a handy command to dump all the records of a DNS server to a single ﬁle. It can then re-read this data when it starts again:



# rndc dumpdb -all # ls -l /var/cache/bind/named_dump.db -rw-r--r-- 1 bind bind 9446 Oct 15 11:15 /var/cache/bind/named_dump.db
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Program a client-server application Each operating system provides its own set of networking APIs, but Qt gives a solution to simplify creating chatty applications Modern computer networks are composed of multiple protocols. Creating well-formed packets by hand is almost impossible – the protocol stack and its underlying network hardware affect the format. Engineers working on Unix solved this problem by introducing an abstraction layer – so-called sockets acting as endpoints between two local or remote applications. Developers use the standardised interface in order to provide commands to the socket, which are then translated to the network. When dealing with sockets, a basic understanding of networking is beneﬁcial. For now, it shall sufﬁce to deﬁne that messages can be transmitted by two high-level protocols. TCP – short for Transmission Control Protocol – provides conﬁrmation when data has been delivered successfully. This is accomplished by a relatively complex sequence of packets which add overhead to the communication process. However, some applications don’t require this. For them, UDP provides a sleeker communication protocol that forgoes delivery conﬁrmation. On a network, computers are identiﬁed by their IP address. Individual services are then identiﬁed by their port numbers – consider them apartment door numbers inside a high-rise building. Developers working on communication software tend to face a chicken-egg situation – if no server has been written, the client can’t connect. On the other hand, the lack of a client means that the server can’t be tested. In practical projects you should start out by creating a rough mock-up of the messages that the client and server will exchange. You don’t need to get this 100 per cent right on the ﬁrst try; most protocols change as they get implemented.



42 Linux Tips, Tricks, Apps & Hacks



Our ﬁnger exercise-level applications don’t require this level of sophistication. It will sufﬁce to begin by creating a command line project called ImagineTCPServer. Qt Creator does not add the networking module to newly created applications. This can easily be remedied by opening its .pro ﬁle and adjusting the QT directive so that network gets included at compile time:



QT += network With that, it is time to create the server object. Its declaration can be placed inside the main() function responsible for program bring-up:



myServer=new QTcpServer(); if(myServer->listen(QHostAddress::Any,102 5)==false) { qDebug() thatsIt; qDebug() nextPendingConnection(); connect(clientConnection, SIGNAL(disconnected()), clientConnection, SLOT(deleteLater())); QByteArray block; QDataStream out(█, QIODevice::WriteOnly); out.setVersion(QDataStream::Qt_4_0);



void ImagineReceiver::dataReady() { . . . QDataStream out(█, QIODevice::WriteOnly); out.setVersion(QDataStream::Qt_4_0); out 
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