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OVERVIEW This report forms part of an Economic Commission for Africa (ECA) initiative to assist the Republic of Ghana in developing appropriate technology-related legislation and regulations or “cyberlaws” in connection with Ghana’s ICT for Accelerated Development (ICT4AD) programme. This report was prepared by Dayo Ogunyemi, Attorney and Consultant, Counsel Advisory Group/EMC Matrix, with financial support from the Government of Finland. The report presents a legislative and regulatory implementation roadmap specifically relating to e-commerce in the context of ICT4AD. It analyzes the key challenges to the successful utilization of e-commerce in Ghana and recommends approaches for addressing them. It is intended as a bridge between the work of the National ICT Policy and Plan Development Committee and that of the drafting officers of the Attorney General’s office – i.e. to provide guidance to the development and evaluation of actual legislative provisions that will form the final body of e-commerce law in Ghana. With a particular focus on legal impediments to e-commerce adoption, the report provides an overview of the entire range of issues for which legislative efforts are necessary, then breaks down and analyzes the critical elements – e-transactions, esignatures, e-payments and consumer protection -- and identifies and prioritizes the additional legislative or “cyberlaw” areas – which implicate other aspects of the ICT4AD programme – that have to be addressed.
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EXECUTIVE SUMMARY INTRODUCTION: FOCUS ON E-COMMERCE LAW The Rise of the Internet and E-Commerce E-Commerce has caught the attention of many forward-lookers who seize on its frictionreducing role in an economy – its potential to reduce transaction costs and open up new distribution and marketing channels among economic stakeholders including businesses, consumers and even governments. Unfortunately, Africa has lagged most of the world’s economies in tapping into these possibilities and is now playing catch-up. Ghana, looking to tap into the potential of ICT generally and e-commerce specifically, is seeking to enact legislation to enable and encourage the adoption of e-commerce. To accomplish these objectives, in the face of resource constraints and her level of development and ICT penetration, Ghana will have to carefully sequence and prioritize critical legislative steps – centered on electronic contracts and signatures. Identifying and Prioritizing the Essential Elements of E-Commerce Law The basic purpose of e-commerce legislation is to create functional legal equivalence between doing business through electronic and traditional means. The question is often asked, appropriately, whether new laws are absolutely necessary to validate the new business and technological approaches made possible by the use of electronic means to transact business. The fact is that legal barriers, whether real or perceived, do in fact retard the pace of adoption of e-commerce. Simply put, when states have legal – statutory or otherwise – barriers against conducting business electronically compared to traditional means of commerce, these barriers stunt the development of e-commerce and deprive an economy of its benefits. The challenge, however, is to identify the essential steps of establishing this equivalence in light of all the hyperbole and conjecture associated with e-commerce law. The past decade is replete with examples of legislation drafted and enacted to address concerns that turned out to be unduly pessimistic or in the worst cases, completely irrelevant. In some of the latter cases, although many of the anticipated problems turned out to be ephemeral, the legislative choices, made in advance of any real controversy, entombed technological and other processes that were soon rendered obsolete by later developments. Some countries were even forced to scrap or amend e-commerce related legislation just a couple of years after enactment, e.g. as did South Korea with its digital signature legislation. When one considers the resource constraints that a developing nation like Ghana faces in its efforts to create an enabling legal environment for e-commerce, there is a clear need to sequence and prioritize the implementation of the several interlinked legislative necessities – ranging from cyber-crime and electronic security, to data protection and privacy, online consumer protection, intellectual property and neighbouring rights, etc. Of all the technology-related legislative areas that must be considered, two stand out as crucial from an e-commerce standpoint: electronic contracting and electronic signatures. By focusing on these two areas, Ghana can take a significant step towards establishing
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equivalency between electronic and traditional means of consummating commercial transactions by explicitly providing that electronic contracts and electronic signatures can be considered legally equivalent to traditionally accepted forms of contracts and signatures. Why narrow legislative scope? Keen observers of electronic commerce legislation will note that this recommended legislative scope has been deliberately narrowed to electronic contracts and electronic signatures. While it is true that some model laws and many enacting jurisdictions have included related and ancillary legislative provisions covering, among others, the use of electronic evidence in courts and the retention of electronic records, it is evident that apart from the superficial similarity that they all relate to “electronic” issues, these provisions are not essential to the core of e-commerce. More importantly, model legislation and examples from other jurisdictions necessarily do not reflect local conditions and constraints which may be crucial to e-commerce take-up – for instance, the level of internet penetration, the state of electronic payments and technological capacity within a country. The guiding principle in making these recommendations has therefore been to provide legislation that can be immediately implemented, by focusing on legal rather than technological issues. This approach has the advantage of immediately affording a measure of legal certainty to e-commerce transactions while providing room for additional legislation as technological capacity and practical utilization increase. This also requires delaying legislative provisions that cannot be immediately implemented – for instance, providing for certification authorities for e-signatures, electronic records or electronic evidence where there is insufficient local capacity to handle such in practice.



Implementing E-Commerce Legislation in Ghana As with many technology related areas, many countries have implemented e-commerce legislation with varying degrees of success. Accordingly there is little need to re-invent the wheel – the task is more to evaluate Ghana’s domestic constraints and developmental needs and ensure that it selects legislative provisions that have proven effective in attaining those needs. Still, there are some general principles that ought to be observed. First, as technologicalneutrality is a virtue, while the full spectrum of legislative options ought to be considered, the recommendation is for less rather than more technological specificity. Because technology moves much faster and in less predictable ways than the law, it can often be a mistake to incorporate a strong degree of technological specificity in legislation itself. It is an easier and less resource-intensive process to fill in gaps than to dismantle and redraft legislature that proves to have established the wrong incentives. Also, legislation should permit a fair amount of flexibility to market participants. It is important to ensure that legislation does not include provisions that intrude unnecessarily into private contractual arrangements or create or facilitate unfair or anticompetitive
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practices. In particular, e-commerce legislation should not, in seeking to clarify the application of contract rules to the electronic environment, prevent private parties from fashioning appropriate private law solutions. New default rules pertaining to contract law should be introduced with the utmost restraint – preferably limited to situations where there is market failure or where imbalances in bargaining power suggest that the public interest is best served by intervention. In practice, such intervention should be centered primarily on consumer interests – though it need not be addressed explicitly through ecommerce provisions but can be (and is probably better) located in ancillary legislation and regulations covering consumer protection and electronic payments. Process-wise, it is crucial that both the development and implementation of e-commerce legislation fully engage the relevant arms of government – from supervising ministries and agencies in the executive, to the legislature, the judiciary law and enforcement. It is just as essential that key private sector players and civil society groups – including consumer advocacy organizations, ISPs, software developers, banks and other financial intermediaries – are not just consulted, but are made an integral part of the legislative process. Particular attention should be paid to capacity building—particularly for the government functionaries responsible for administering, investigating and adjudicating issues relating to electronic commerce—and to raising the awareness of the general citizenry about the potential of e-commerce and the enabling actions being taken by the government to achieve this potential. While there may be the temptation to skip over some of these issues in a bid to speedily enact legislation and play catch-up with the rest of the world, it would ultimately be counter-productive and a disservice to the Ghanaian people.



SUMMARY OF RECOMMENDATIONS We recommend that the Ghanaian government implement core e-commerce legislation focused in scope on enabling the use of electronic signatures and electronic contracts. This legislation should primarily aimed at eliminate any statutory or common law provisions that deny legal validity or enforceability to electronic signatures and contracts solely because they are in electronic form. While the final legislation should take cognizance of the UNCITRAL model laws on e-commerce and e-signatures as well as other global references, care should be taken to map the expectations these create to the current state of readiness of key Ghanaian stakeholders. Subsequently, the government may evaluate the consequences and practicalities of extending the scope of e-signature and e-contracts legislation and creating comparable legislation to cover electronic records and the submission of electronic evidence in courts. ADDITIONAL CONSIDERATIONS In considering the initial submissions of the World Bank draft e-commerce bill, it is important that legislation serve an enabling purpose and not, inadvertently or otherwise, usurp policymaking. It is tempting to think that writing legislation is a quick way to spur
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the adoption of new technologies but, as many countries have found, it is quite one thing for the law to establish such requirements and quite another for the private and public sectors to meet them. Further, given the relatively low levels of internet and computer technology penetration in Ghana, it would be a far superior approach to create permissive rather than mandatory legislative provisions for electronic signatures and transactions. Looking beyond the drafting of the content of technology-related legislation, it is crucial to recognize the importance of process. It is essential to ensure that the supervising ministry and the Attorney General’s office as well as the legislators are adequately engaged in evaluating both the purpose of e-commerce legislation and the options available. This includes making sure that legislation used in other jurisdictions is not just flown in and repurposed for expediency but ensuring that it is processed through the structures that Ghana has put in place for its far-reaching ICT4AD programme and that the private sector is given substantial opportunity to weigh in before the final legislation is passed. Finally, sufficient sensitizing and capacity building must be carried out for the responsible and relevant components of government, including law enforcement and the judiciary.
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KEY ELEMENTS TO E-COMMERCE SUCCESS IN GHANA There are three crucial foundation elements that are necessary for the success of ecommerce in Ghana – widespread network infrastructure and access, suitable payment systems, and a core enabling legal framework for e-commerce. Infrastructure and Access: Quite self-evidently, infrastructure constitutes a threshold requirement for e-commerce adoption – without the networks and systems on which to conduct electronic transactions, there can be no electronic commerce. Further, as it is well established that the volume of e-commerce increases proportionately with internet use and penetration, there will need to be widespread and affordable internet connectivity for businesses and individuals alike, if e-commerce is to really take off. The best e-commerce legislation will not aid the actual adoption of e-commerce in Ghana if these crucial issues remain unaddressed. While a detailed analysis of Ghana’s data infrastructure and internet penetration is beyond the scope of this report, it would be a sensible strategy to urgently review the pricing and availability policy relating to wholesale access to SAT-3 bandwidth. On the issue of prioritization, many of the early adopters for e-commerce in Ghana are likely to be in the political and commercial capital, Accra, which is also the landing point for the SAT-3 cable in Ghana. While recognizing the importance of extending access to the rural area, these early adopters should be given the best possible opportunity to quickly join their counterparts in other countries engaging in e-commerce. Liberalizing the wholesale broadband pricing and connectivity policies for the numerous ISPs in Accra would likely be the most efficient way to ensure rapid deployment to end users, rather than relying exclusively on Ghana Telecom’s current strategy of rolling out broadband connectivity to retail customers at prices that are vastly lower than its wholesale prices to ISPs. Electronic Payment systems and regulations In order to take advantage of the friction-reducing potential of conducting commercial transactions electronically, it is necessary that e-commerce participants also be able to complete a crucial aspect of the transaction process – the payment – electronically. Yet, Ghana has relatively few effective payment mechanisms suited to e-commerce. For instance, the use of credit and debit cards is still in fledgling stages with relatively low penetration in the general population. This poses a challenge for the popularization of ecommerce, and for consumer-focused (B2C) e-commerce in particular. While this fact should not slow down the adoption of e-commerce legislation, it must be recognized that effective electronic payment systems, with associated legislation and regulations, are crucial to the successful adoption of e-commerce. Laws governing these payment systems would work in conjunction with existing banking and consumer credit legislation and regulations to provide an underpinning for e-commerce transactions in Ghana.
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Although it is beyond the immediate scope of the project, e-payment legislation could provide compelling means for ensuring participant confidence and trust in electronic transactions. Solutions to the specific challenges presented by consumer-oriented ecommerce could be located in the regulatory and legislative framework for e-payment systems. For instance, as is done in many advanced economies, policymakers could efficiently allocate risks among e-commerce participants by making payment facilitators responsible for authentication and security. Further consumer protections could be tied into e-payment legislation while augmentations and amendments to existing consumer protection legislation are considered. In formulating e-payment regulations, there will be a need to review existing financial sector legislation and regulations in Ghana and consider best practices in other jurisdictions. In particular, policymakers must consider creating or augmenting electronic fund transfer legislation, which typically covers liability and risk allocation between financial institutions and consumers for the use of automatic teller machines, point-ofsales terminals, as well as other forms of electronic payments. As many “developed” countries have longstanding electronic payment regulations as well as consumer protection for both credit and debit card services, there probably is a need to modify legislative approaches taken by advanced economies in order to address the practical realities of electronic payment system in Ghana. First, there must be an audit of the existing regulatory and legislative framework for banks and financial institutions, followed by a gap analysis based on specific policy objectives. Also, policymakers must take note of how various e-payment options affect fiscal and monetary policy as well as crime. Clearly, e-commerce policy-makers will have to closely consult and collaborate with a variety of stakeholders – from financial services institutions and regulators, to economic policymakers and law enforcement, if e-payment systems are to be successfully deployed in Ghana. Core Legal framework for E-Commerce As the world has grappled with the breadth and pace of technological change relating to commerce over the past decade, the assumption has often been made that the novelty of the legal challenges posed by e-commerce requires legislative intervention. However, it is a worthwhile exercise for the parties responsible for formulating e-commerce legislation – the Attorney General’s office as well as sector ministries and supervising agencies – to consider the extent to which courts could simply extend existing commercial law principles to applications of new technology or if e-commerce presents a uniquely 21st century business form that requires specific legislation. The experience of most countries suggests that reality falls somewhere in-between fashioning completely new legislation and having the courts interpret the new technological developments using existing law. A balance must be struck between providing sufficient certainty for the genuinely new legal issues raised by e-commerce and crowding out private law solutions and the role of the judiciary. Policymakers must
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bear in mind that legislation is typically a lower cost means than litigation of establishing ground rules for business practices, therefore some degree of legislative intervention is appropriate. A nation’s needs, stage of development and policy objectives will determine whether the actual substance of the legislation will be laissez-faire or interventionist. Scope Regardless of where a nation’s e-commerce policy choices fall along the spectrum of interventionism, it is advisable to initially narrow the scope of legislative efforts to clearly defined areas. This approach is preferable, even if action will be necessary on closely related issues like intellectual property, cyber-crime, consumer protection, etc. Although e-commerce legislation ought to be placed in the context of a legal framework revised to reflect the networked economy, it should not be used to address lacuna in offline legislation. For example, while it is important to provide consumer protection for online transactions, it is just as important to ensure that equivalent offline transactions receive substantively similar protection. Otherwise, a country runs the risk of exacerbating the digital divide by protecting a citizen if she buys goods using ecommerce but not if she walks into a store to purchase the same goods. This would not be a desirable outcome at all. This report divides the required legislation into categories covering core and related issues. Core legislation encompasses E-contracting/transactions and E-signature laws related issues would cover other laws protecting parties, transactions, systems and data.



Implementation Principles Any e-commerce legislation would need to be technology-neutral, flexible and market responsive, and formulated inclusively - with significant input from domestic stakeholders in the private sector and civil society. While taking cognizance of the advantages of identifying and implementing global best practices, it is important to understand that there have been a wide variety of successful approaches to e-commerce legislation. Significant differences in those legislative approaches, for instance between the EU and the US, do not appear to have slowed the uptake of e-commerce there. Accordingly, policymakers should define and articulate e-commerce policy objectives and then choose legislative options that best fulfill these, modifying them as necessary to suit Ghana’s unique circumstances. Experience suggests that a discrete, evolutionary approach to implementing the whole basket of cyber-laws a country requires would have the advantage of dealing with real issues rather than imagined controversies. A discrete approach would avoid the frequent result that omnibus legislation can sometimes prematurely address issues before they are ripe in the domestic context. This context is especially important because critical factors – from the degree of internet penetration to the general ability of law enforcement and the judicial system to handle technology-related matters – could be insufficiently present in a specific jurisdiction. If so, adopting the legislative choices from jurisdictions with different mixes of such factors would result in a serious policy mismatch.
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INTERNATIONAL APPROACHES TO IMPLEMENTING E-COMMERCE LAW Global E-Commerce Law Models While there are no binding global laws on e-commerce, there are some very important laws that Ghana ought to take cognizance of. These include the 1996 UNCITRAL Model E-Commerce Law, the US NCCUSL Uniform Electronic Transaction Act of 1999, the 1999 EU Electronic Signature Directive, the 2000 US E-Sign Act, the 2001 UNCITRAL model E-signature law, and the 2003 preliminary draft of the UNCITRAL Electronic contracting convention. Brief Description Of Global E-Commerce Laws The UNCITRAL Model E-Commerce Law (1996) was intended for countries to evaluate and modernize aspects of their laws and practices for electronic transactions and create appropriate legislation where necessary. The Model Law establishes rules and norms that validate and recognize contracts formed through electronic means and sets default rules for contract formation and governance of electronic contract performance. It also defines the characteristics of a valid electronic writing and an original document, provides for the acceptability of electronic signatures for legal and commercial purposes, and supports the admission of computer evidence in courts and arbitration proceedings. To a large extent, the Model E-Commerce Law was pre-emptive – it attempted to anticipate and accommodate many of the challenges that cross-border e-transactions in particular would place on participants in global commerce. While the Model ECommerce law has gained some currency, mostly within emerging economies, it is significant to note that many of the major jurisdictions like the EU and the US that actually account for most of global e-commerce have actually eschewed the detailed recommendations of the Model E-Commerce Law for simpler, more flexible approaches as described below. The EU Electronic Signature Directive (1999) prohibits discrimination against an esignature solely on the basis of its electronic nature and establishes that as long as an esignature meets a set of specific requirements, it is equally valid with a handwritten signature. The US Uniform Electronic Transactions Act (1999) formally validates transactions arising out of any electronic communication between parties and accords electronic documents and signatures the same legal effect as written documents and handwritten signatures. The US E-Sign Act (2000) was created to pre-empt non-uniform implementation of the Uniform Electronic Transactions Act in individual states in the United States. Its core thrust is that an electronic transaction may not be denied legal effect just because it was created electronically or was consummated by an e-signature. The E-Sign Act applies to two fundamental e-commerce components – the electronic records that comprise a transaction and the e-signature that consummates it. However, the Act only applies where the parties have agreed to conduct business electronically or to accept an e-signature.
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The UNCITRAL Model E-Signature Law of 2001 was intended to build upon the principles of the Model Law on E-Commerce of 1996. Specifically, it was intended to extend the provisions of article 7 of the Model Law on E-Commerce in order to promote reliance on electronic signatures. The Model E-signature law goes beyond the basic principle that signatures should not be denied effect simply because they are electronic. Instead, Article 6, its main operative provision, prescribes circumstances under which a legal requirement of a signature for commercial transactions would be met by an electronic signature. Several aspects of the model e-signature law might be considered unwieldy – including a two-step structure that first provides for equivalence with traditional signatures where the electronic signature is as “reliable as was appropriate for the purpose for which [it] was generated or communicated”, then lists a number of conditions under which reliability is to be presumed. Evaluated on the basis of its influence on legislation, the UNCITRAL model e-signature provision, has not found much favor among the developed nations that were early adopters of e-commerce. While many countries that are recent adopters have used the UNCITRAL model e-signature laws as the basis of their legislation, these countries account for a small portion of global e-commerce. As few of the global users of e-signatures do so in jurisdictions that reference the model e-signature laws, it is hard to argue on an empirical basis, that it has had any practical influence in the global adoption of e-signatures. Just as relevantly, it is unclear that an absence of harmonized rules on the recognition of electronic signatures has adversely affected global e-commerce and thus, that the concept of preventive or pre-emptive legislation, as represented by the UNCITRAL model e-contract and e-signature provisions, has been validated in practice. Indeed, as suggested earlier, it may well be that having an effective e-payment system reduces the importance of e-signatures for ecommerce. Adoption of E-Commerce and Related Laws in Africa Several other African countries have adopted e-transactions, e-signatures and other ecommerce related laws. Mauritius, for instance, passed an Electronic Transactions Act in 2000, closely modeled after the UNCITRAL Model E-Commerce law of 1996. In 2000, Tunisia adopted the Electronic Exchanges and Electronic Commerce Bill covering the use of electronic contracts, signatures and establishing a certification authority and process. Likewise, Cape Verde passed an act in 2000 covering the use of e-contracts, signatures and the admissibility of electronic evidence in courts. Also, in 2002 South Africa passed its Electronic Communications and Transactions Act, an omnibus act that covered e-commerce in addition to other ICT related issues. Finally, Egypt adopted an ESignature Law in 2004. In addition, at least one REC, SADC, has adopted a model ecommerce law as a guide for its member states. Unfortunately, there is still little empirical evidence on the effect that adopting such legislation has had on driving ecommerce adoption in these jurisdictions.
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IMPLEMENTING E-COMMERCE LAW IN GHANA There are two broad categories of electronic transactions that are likely to develop in a country like Ghana. The first category includes B2B transactions between regular trading partners, who are likely to be equally sophisticated, do not have issues of trust and confidence and do not especially require any default rules. Parties in this category are likely to constitute the earliest adopters of e-commerce, and will likely conduct business electronically despite any lacuna in e-commerce legislation. The second important category, which has been relatively slow to catch on, is B2C ecommerce targeted at a mass consumer audience. This transaction category, typically characterized by unequal bargaining power and access to information between merchants and consumers, presents some serious policy challenges that must be addressed by online consumer protection legislation. However, the practical realities of the Ghanaian situation provide some possible solutions. One major reason that mass-oriented e-commerce has not taken off in Ghana is that there are few effective payment mechanisms suited to e-commerce. One possible solution to the policy challenges presented by consumer-oriented e-commerce is to locate the solution in e-payment legislation and regulations, in addition to amending any existing consumer protection laws. This approach would offer an efficient means of allocating risks among e-commerce participants. The electronic commerce law is replete with statutory interventions that turned out to be overly pessimistic and unduly intrusive. As technology tends to move much faster than the law so the general admonitions against speculative legislating apply doubly for technology-related legislation. The ability of the private sector to resolve challenges by fashioning solutions through technology and industry-practice should not be crowded out by overly broad statutes. A gradual technology-neutral approach that focuses on e-contracting and e-signatures as two essential elements relating to the adoption of e-commerce is preferable to one that attempts to anticipate and prevent hypothetical obstacles. This would avoid entombing in legislation incorrect guesses at the evolutionary path that technology and business practices are going to take. As technology changes so quickly, and business practices and conventions evolve in response, the law is a poor way to address many technology issues. It is much better to err on the side of caution and address non-core issues as they emerge through market failures, etc. To summarize, legislation should be unobtrusively market-oriented and reduce the regulatory burden on e-commerce participants, while ensuring protection for citizenconsumers.
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As stated earlier, the primary purpose of the core enabling laws in e-commerce is to create equivalency between the means of consummating traditional paper-based transactions and their electronic counterparts. Thus, the objective of e-contracting/etransaction legislation is to create equivalency between paper and electronic contracts; while e-signature legislation seeks to establish equivalency between electronic and traditional signatures (in private and public laws). The reason for this relatively limited scope is because at the nascent stages, there is some benefit to focusing on removing roadblocks to efforts to adopt e-commerce. The merits of a permissive rather than mandatory approach become very evident when one considers that only a small percentage of Ghanaians have regular access to the internet, computers and other electronic devices. With the reality of these resource constraints, a permissive approach is the best way to avoid entrenching the digital divide and extending its consequences.



Statutory Audit There are undoubtedly numerous Ghanaian statutes that have very specific writing and signature requirements. To the extent that electronic agreements and signatures are interpreted as failing to meet these requirements, some of the statutes may constitute impediments to electronic commerce. This point is made on general terms, without a thorough audit it is difficult to state with certainty that this is the case. While there should be an identification and systematic review of the relevant statutes, legislation ought to be promptly adopted to remove the obstacles in the most unobjectionable cases – transactions between consenting parties. There is still cause for some circumspection as it is easy but short-sighted to broaden legislative scope without fully determining the consequences.



Electronic Contracts Many of the concerns with electronic contracts can be understood by analyzing the role, and rules surrounding the use, of contracts in traditional commerce. Briefly, the nature of electronic contracts raise a number of challenges as to how established elements of the contracting process – assent, formation, and termination—as well as issues of jurisdiction and choice-of-law are to be handled. Nonetheless, it is important to note that these issues are really only problematic when viewed from the perspective of default rules – i.e. where parties to a contract have failed to agree in advance on how these issues are to be handled. Further, while much has been made of jurisdictional, assent, formation and termination of contract issues – these will typically not be a major issue with trading partners with equivalent levels of sophistication, i.e. in many types of B2B transactions. Such parties typically do not have issues about whether assent was truly indicated by signatures but are concerned with performance and accordingly the terms of the contract. While there is much debate about default rules where parties have failed to agree, the clear emphasis should be on removing any uncertainty surrounding transactions that all
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parties have willingly agreed to transact electronically. Additional issues relate to the validity of “click-on” or “click-through” contracts, but these ought to be considered in the general context of consumer protection and contracts of adhesion. Jurisdiction/choice-of-law Again, policymakers must consider whether, in the absence of valid contractual provisions, default laws make sense in online world. With a particular view to the borderless nature of the web and the relative ease of engaging in cross-border transactions, some of the issues raised include how to determine a party’s place of business (options include ccTLD where applicable, address listed on web site, location of servers, location of office(s) where applicable) and determining whether there is a sufficient nexus to justify the imposition of jurisdiction or choice-of-law on a party. These are indeed weighty issues which, fortunately, appear to be of more concern to informed commentators than to parties actually engaging in e-commerce. The best that can be said of jurisdiction and choice-of-law issues is that countries should focus on solving domestic challenges to e-commerce issues which do not implicate these issues while keeping abreast of and engaging in emerging conventions on global and subregional bases to harmonize these issues for cross-border transactions. Assent Where assent really comes in is with mass- or consumer-oriented commerce where the specter of contracts of adhesion is raised. Typically, this arises when one party with stronger bargaining power dictates terms on a take-it-or-leave-it basis. In the electronic context, this issue arises typically in consumer-focused transactions, where a single vendor will offer terms to all comers on a standard mass agreement basis to reduce transaction complexity and cost. However, in many cases, the terms of the contract are not presented in language that is accessible to the layperson. This raises the questions of information and assent – whether the consumer was fully aware of contract terms and truly intended to enter into a contract with the vendor. This sort of problem is further exacerbated by the fact that in much consumer-oriented electronic-commerce – whether web-based or m-commerce – consent is indicated by “clicking” or selecting a yes/no button, giving little opportunity in practice, for the consumer to ascertain the terms governing the purported agreement. Purist Approach A purist approach to electronic contracts would simply be concerned with ensuring that there is functional equivalence between the enforceability and validity of traditional and electronic contracts. This is in line with the primary focus for documentary transactions – the requirements of writing and signature. Historically, legal precepts, such as the Statute of Frauds, that dealt with documentation were concerned primarily with form. This emphasis eased the process of establishing evidential reliability of documents in court. Thus the modern documentary challenge is to ensure that courts and other tribunals would not invalidate or decline to enforce electronic contracts or transactions solely because they didn’t conform to traditional notions of a writing. This is an appropriate result since the evidentiary concerns that informed the traditional rules can be adequately addressed for electronic transactions and agreements.
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Some jurisdictions and rule-making bodies have identified other challenges relating to the mechanics of consummating commercial transactions through electronic means. Accordingly, they have taken the additional step creating default rules relating to contract formation – offer, acknowledgment, receipt, location of parties, etc. In line with the structure of the UNCITRAL model e-commerce law, such provisions have frequently been applied to all electronic records, as e-commerce bills often include legislation authorizing government bodies and agencies to utilize electronic means of communication. Some jurisdictions, as South Africa does in its Electronic Communications and Transactions Act of 2002, limit the application of default contract rules to situations where the parties have failed to specify choices on these issues. Other jurisdictions further qualify the application of default contract rules to situations where the parties have agreed to transact electronically but fail to specify choices on these issues. This distinction, which avoids inadvertently imposing electronic transactions on any party, is an important one for countries where access to the means of conducting electronic transactions is frequently sporadic even for regular internet users. Some commentators might point out that this reduces the value of default rules while others counter that it simply raises questions about the wisdom of instituting default rules in the first place. Nevertheless, where default rules are introduced in the context of private transactions, there should be a clear preference for providing permissive rather than mandatory provisions. This is because establishing default rules that are mandatory except where parties have chosen alternate contractual provisions ends up being quite intrusive by practically requires parties to accede to electronic transactions, limiting a party’s ability to decline to transact by electronic means – not a trivial point in a country with a relatively narrow proportion of its population with access to a computer or the internet (electronic communications). In any case, policymakers should bear in mind that in practice most contractual disputes are not about formation but about performance, and consequently the interpretation of the contractual terms. Establishing functional electronic transaction law doesn’t require that disputes over performance, and hence interpretation of contract terms, be eliminated. Such disputes will continue just as they do in the traditional context, just as for crossborder online transactions, disputes over jurisdiction and choice of law will continue much as they would in traditional cross-jurisdictional transactions. These issues should be left to private contracting parties, with the caveat that robust consumer protection laws should be promptly created for consumer transactions. Also, a possible exception ought to be considered regarding a common approach to jurisdictional issues for transactions occurring within an assenting group of countries – whether in ECOWAS sub-region, the broader African continent or on a multi-lateral basis.



Electronic Signatures
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An electronic signature, in its simplest form, is a signature executed electronically. This definition, quickly leads to the question – what is a signature? Signatures have become such staples of modern commercial and non-commercial life, that there is rarely a need to scrutinize the conceptual framework underpinning their use. However, as policymakers tackle the challenge of creating equivalency between conventional and electronic signatures, an inquiry into the relative importance of form and function of signatures becomes inevitable. By focusing on the traditional function of signatures, policymakers can hone in on the key characteristics that e-signature legislature must contain in order that Ghana achieve the legislative objective of creating a firm set of rules that generate predictable results in commercial transactions regardless whether electronic or traditional signatures were used. A good starting point is to attempt to define a signature. Without any claims to exhaustiveness or exactitude, many jurisdictions accept any mark made upon a document with the intent to sign the document as capable of constituting a valid signature. Signing would include executing or adopting any symbol with the intent to authenticate a writing. This definition is particularly relevant for developing countries, where significant proportions of the population might be illiterate – such citizens are still able to enter into binding legal agreements by having trusted intermediaries explain the parameters of the agreement and thereafter applying their thumbprints to the document to indicate their assent. This illustrates the fact that the validity of a signature typically requires a determination of the intent of the executor at the time of signing. Still, we can shed some more light by looking further into the purposes of signing. Signatures serve a variety of purposes – to authenticate documents, to indicate assent or intention to be bound, to meet legal prescriptions, etc. However, even with traditional handwritten or manuscript signatures, a signature on its own does not fulfill all of these purposes. This is an important point to note, because in seeking equivalency between manuscript and electronic signatures, policymakers must realize that even traditionally, the various functions that signatures serve are not wholly self-validating. Banks for instance, will verify a customer’s signature on a check against a signature card taken at the time the bank account was opened. At the time it opened the account, the bank will also likely have required various identification documents to verify the identity of the account holder. Thus, the signature on a check functions not just to establish the customer’s intention to pay over a sum of money but, in conjunction with the overall processes banking system, to establish identity and authenticity as well. Further, even proof that a document or agreement has the authentic signature of an identifiable person doesn’t end the inquiry as to the validity or enforceability of the underlying document. For instance, if an individual can demonstrate that she signed under a document under duress, it can be invalidated. Or, a non-corporeal entity like a corporation or government agency may be able to disavow such an agreement by proving that the individual who executed the agreement was not duly authorized to bind the entity.
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There is a whole range of means of signing documents electronically, from the simple to the complex. Such methods include typing a name in an email, entering a password, code or pin, using a digitized traditional signature, clicking with a mouse, as well as nominally more secure methods like digital signature solutions (such as those based on Public Key Infrastructure) and biometrics indicators like retinal or fingerprint scans. If we faithfully observe the principle that conventional and electronic signatures should be equivalent, none of these methods should be ruled out statutorily because of its simplicity or apparent lack of security. In evaluating the utility of these methods, one guide should be that the level of scrutiny or security required be commensurate with the commercial or other measure of value of the transaction. For instance, just as a merchant might accept a signed check $2.50 without verifying the identity of the maker, an email could be an appropriate means of signing a low value transaction between two private individuals. However, it might be problematic to argue, without more, that a $20,000 transaction between two strangers could be appropriately signed by email or that a will disposing of a valuable estate may be evidenced by email. This is because with email, there is the challenge of verifying the identity of sender, the authenticity of data message as well as intent. The point remains that a court examining the merits of the case could resolve such a dispute. There shouldn’t be a blanket rule invalidating it – hence the popularity in many jurisdictions of fundamental language to the effect that “no document or agreement should be ruled invalid solely because it is executed by means of an electronic signature.” Two common legislative definitions include the Arizona proposal that an “Electronic Signature is an electronic sound, symbol or process that is attached to or logically associated with a record and that is executed or adopted by an individual with the intent to sign the record.” Alternatively, the US state of Alaska provides that an electronic signature is “an electronic or a digital method that is (1) executed or adopted by a person, including a state agency, with the intent to be bound by or to authenticate a record; (2) unique to the person using it; (3) capable of verification; (4) under the sole contract of the person using it; and (5) linked to data in a manner that, if the data is changed, the electronic signature is invalidated.” As should be evident from our earlier discussion of traditional signatures, the Alaska definition goes beyond creating equivalency between traditional and electronic signatures by requiring that the electronic signature be invalidated if the linked data is altered. It bears observation that a traditional signature does not invalidate itself if someone attempts to alter the signed document. The legislative objective of the Alaskan legislation may be applauded but more nuanced approaches might be appropriate. The examples of South Africa and the US demonstrate that jurisdictions can apply a multitude of approaches to achieve the fundamental objective of removing any doubts as to the validity of e-signatures. This basic objective can be quite simply accomplished by language stating that no contract or agreement would be rendered invalid or denied enforceability solely because it is signed by electronic means. This language, without
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However, this legislative language, without more, would typically only be of utility in private transactions between two consenting private parties. A further step would be to list conditions under which electronic signatures will be deemed to satisfy specific or general purposes: -



-



Specify no conditions for utilizing electronic signatures, i.e. leave it entirely up to parties for private transactions; List conditions under which an electronic signatures will definitely be accepted (for official governmental transactions and statutory purposes, e.g. deeds, wills, etc. – i.e. advanced electronic signatures; Specify conditions under which particular types of electronic signatures would be deemed accepted for all purposes, e.g. extending to private uses as well as public. This typically would include a process for certifying such recommended signatures, e.g. through the use of certification/authentication authorities. For instance South Africa utilizes the concept of the “advanced electronic signature” whereby electronic signature services offered by approved providers, including the South African Post Office, are deemed to meet the required level of scrutiny.



The rules set above are not mutually exclusive. A certified authority could utilize means that are pre-approved as “advanced electronic signatures.” The whole body of rules would likely work for the full range of transactions that governments and businesses would engage in. Government, for instance, could stipulate the use of “advanced electronic signatures” in all its transactions without any concern about limiting private choice; trading partners can use whatever means they choose, however lax or stringent; B2C merchants will likely be simply concerned about validity of payments, not any of the other reasons for which e-signature might be used; and everyone is free to use certified authentication agents or advance signatures as they see fit. Indeed, a parallel can be drawn to conventional practice – the legal validity of a document, can depend not only on its bearing a valid signature, but also on meeting requirements of a seal, attestation, or notarization. To analogize, once the basic goal of assuring that an signature will not be denied validity simply because it is in electronic form has been accomplished; policymakers can then set out additional, optional, provisions which, when met, create a presumption of validity (which, preferably, should be rebuttable). This approach, implemented in South Africa as an “advanced electronic signature”, gives flexibility for parties in private transactions to use whatever means best suit them, while establishing clear common guidelines for public purposes (for official government transactions and as otherwise statutorily prescribed). In considering the efficacy of electronic contracts in driving electronic commerce, policymakers should consider what parties exactly will be issuing and accepting esignatures, and the cost and complexity trade-offs inherent in the choice of what sorts of electronic-signatures they will use. For instance, trading partners and other B2B transaction parties, merchants in B2C transactions and governments will likely constitute the majority of accepting parties for
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electronic signatures. Governments and B2B parties are also likely to issue electronic signatures. These likelihoods have practical consequences for the sort of electronic signature schemes that a nation chooses to introduce. Apart from the cost and complexity of using e-signatures (including the use of certified authorities), there are some fundamental reasons why individual citizens are a lot less likely to issue electronic signatures in private transactions. In C2C transactions, as in B2C, the seller simply requires that the buyer pays; identity and assent become peripheral issues once you have received satisfactory performance – payment. This highlights the reason why the regulatory and legislative framework for e-payment – with input from the financial services industry and regulators – must be developed and dove-tailed with ecommerce. This priority reflects one simple fact – the vast majority, if not all, of the countries that enact e-commerce legislation already have electronic payment systems in place. Ghana, like many African countries, is just in the process of developing such a system; and this reality must be taken into consideration as e-commerce is implemented. Of course, these realities should not reduce the efforts that must be made to encourage simple, minimal-cost means for individual citizens to utilize “advanced e-signatures” or the services of certified authentication providers. Consumers, Contracts of Adhesion, E-Signatures and Payment Systems The EU Commission and other bodies have argued that building trust and confidence among marketplace participants is essential to e-commerce development. In the Ghanaian environment, as in many developing nations, there is a strong argument for building trust and confidence solutions into electronic payment processes, since payment agents (or other third “trust-enhancing” third parties) are in an important position to facilitate aspects of this critical decision point on the part of both consumers and vendors – i.e. to authenticate the consumer’s identity and ensure performance (typically payment), and to provide a guarantee of vendor’s identity and provide some recourse against vendor nonperformance (i.e. bonding, escrow or other means of extracting performance guarantees). While legislation can spell out mechanism, processes, and roles for both parties to an ecommerce transaction and trust-enhancing third parties, there is no real reason to assume that, like for international commercial transactions conducted by parties without face-toface contact, the marketplace will not fashion efficient solutions acceptable to all sides to electronic transactions. As corporations increasingly utilize “click-through” contracts – requiring a mouse-click to obtain the assent of consumers of a service, serious issues have arisen about the degree to which consumer interests have been compromised. Frequently, such putative contracts do not give consumers a meaningful opportunity to review much less negotiate boilerplate language. This creates the electronic equivalent of the classic concern against contracts of adhesion. Obviously, it would pose a significant challenge to verify, intent, comprehension of terms and veracity of consent for mass-oriented electronic agreements. As recommended above, consumer protection legislation would be necessary to guard against the electronic proliferation of contracts of adhesion.
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The issues of contracts of adhesion and closely related issues concerning e-signatures, however, are probably best dealt with through consumer protection legislation. The fact is that very little mass-oriented e-commerce will happen in Ghana until appropriate epayment mechanisms are developed. Consumer protection can therefore be tied into the e-payment processes as a more effective and efficient approach. For instance, many jurisdictions limit the liability of consumers when their credit cards are used without their authorization. The onus is therefore shifted to the payment agent and the vendor to ensure that they institute processes that adequately verify the identity and other bonafides of their customer at the time payment authorizations are processed that trigger the obligation to deliver products and services. This is an appropriate public policy result as vendors and payment agents are better positioned than consumers to safeguard against fraudulent and other unauthorized actions. Further, the efficacy of this approach is that it would allow more sophisticated parties, who would probably have well-established payment processes (electronic or otherwise), to go ahead and take advantage of electronic means to reduce their transaction costs by ensuring that the parties choice of electronic signature methods do not run afoul of any general law requiring signatures to be on paper documents. Also, with many simple consumer transactions – e.g. purchasing goods, etc., very frequently signatures are not required to consummate the transaction – it is the act of payment that concludes the agreement. Again, there will be some need for consumer protection to ensure that vendors meet their obligation to satisfactorily deliver the contracted goods or services.



A final thought on technological-neutrality Like other technology-related legislation, e-signature legislation should be technologyneutral on its face. The legislation can delegate prescriptions or assessments of the specific sort of technology that meets legal standards enunciated therein to separate documents, including regulations to be promulgated by an appropriate authority. This is not just a theoretically superior approach – several jurisdictions have had to significantly amend legislation that turned out to have prematurely specified an inappropriate technology or precluded the utilization of superior newer technology. For instance, in 1997, The Republic of Korea passed a digital signature bill that had to be amended a couple of years later to accommodate other technologies that had subsequently gained status as global standards. An IT agency or other government body can periodically release approved lists incorporating that sort of assessment about technological suitability. Digital Signature – Specific Technological Implementation Digital signatures, based for instance on public key infrastructure, are a specific technological means of implementing electronic signatures. With such digital signatures, individuals and entities can sign documents securely using an encryption system based on
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public and private keys. While they are technically secure, such schemes usually utilize certification authorities to provide third-party verification of identity in order to increase the overall trust and confidence in that particular electronic signature implementation.



Secondary Issues – Electronic Records and Electronic Evidence Strictly speaking, the creation, use and retention of electronic records for governmental and statutory purposes and the admissibility of electronic evidence in courts are not e-commerce issues. However, many jurisdictions have found some utility in including provisions that deal with electronic records and electronic evidence in ecommerce enabling legislation. The main point that ought to be made in this regard relates to the capacity of governments and citizenry as well as the courts to comply with and accommodate such provisions. Electronic Records For developing countries, particularly those where there is not widespread access to electronic devices and networks and where governments have limited resources to implement e-record enabling initiatives, it is a much better approach to make to make the relevant legislative provisions permissive rather than mandatory – i.e. to establish by law that the utilization of electronic means to create, process and retain records shall be legally permissible provided that various relevant criteria are met. A further argument for a permissive approach with respect to electronic records is that there are many statutory requirements that certain documents, such as licenses, bonds, certificates, etc, be presented or retained in physical form. It would be irresponsible and counter-productive to create a blanket mandatory equivalency between physical and electronic forms of documents without conducting a thorough audit to determine the range of affected documents, the cost of compliance as well as the public and private sectors’ capacity to comply. Electronic Evidence Regarding the admissibility and evaluation of electronic evidence, it would be necessary to conduct a thorough audit of statutory and common law to ascertain how this change would affect the judicial system. Further, significant efforts must be made to ensure that the judiciary is suitably equipped and trained to accommodate electronic evidence. While it is an undesirable circumstance that some evidence may be barred from admissibility solely because it exists primarily in electronic form, it would be just as undesirable to create grounds for its admissibility without a simultaneous creation or improvement of the courts’ ability to handle such evidence. This ability could include capacity building in the judiciary in general, the use of specially equipped and designated courts as an interim measure, and the incorporation of civilian and law enforcement expert witnesses in the judicial process. Ancillary Laws – Laws Protecting Parties, Transactions, Systems and Data: Aside from core and secondary enabling laws, such as for e-transactions/contracting, esignature, e-records and electronic evidence, there is a need for ancillary legislation on
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issues closely related to the successful adoption of e-commerce. This ancillary concern relates to laws that seek to create confidence among parties engaging in electronic transactions by addressing the rights and interests in the underlying exchange of goods and services. This category of legislation encompasses cyber-crime laws, data security and privacy laws, intellectual property laws (expanded to include database protection and domain name law) and enabling laws covering issues such as consumer protection. Anti-Cyber-crime efforts For all its benefits, the extraordinary growth of the networked economy has been accompanied by a commensurate boom in illegal and illicit activity facilitated by the same means and with ruthless (and often near-anonymous) efficiency. From identity theft, electronic fraud, to spamming, phishing and the proliferation of spyware and malware, the global community is having to contend with new types of criminal concerns. It is crucial to avoid a situation in which “cyber-crime” legislation becomes a palliative for developing effective cyber-crime prevention, monitoring and enforcement capabilities. Passing cyber-crime laws is not the problem – unlike e-commerce, with which one can argue that the absence of enabling laws retards the adoption rate, the challenge with cyber-crime is not so much the absence of laws criminalizing the behavior as it is the obliviousness of law enforcement to the nature and extent of criminal activity that occurs electronically. This is directly related to the paucity of technical know-how within law enforcement bodies as well as the absence of the extensive resources necessary to effectively monitor and respond to such abuses. It is important to note that this challenge is not unique to developing nations – in the last five to ten years, law enforcement authorities in developed economies have had (and continue) to play catch-up to the perpetrators of illegal and illicit activity through electronic means. One significant difference is that few developing countries, even were they to recognize the importance of this issue, have the sort of financial and other resources to throw at solving the problem. Definitely, a cooperative approach that shares information and resources on a regional and international basis will be necessary to tackle this scourge with any degree of success. Data Security and Privacy Laws As in many other emerging areas of technology laws, there is no global consensus on what data security laws should cover. Indisputably, they are somewhat related to cybercrime law, most obviously when a jurisdiction provides that the contravention of data security provisions will constitute a criminal offence. For the most part, however, data security laws can be viewed as a means for the state to explicitly outline acceptable uses that can be made of the massive amounts of individual and aggregated data that tend to be generated in a networked society. The EU and US, for instance, have outlined standards for how individually identifiable data, particularly for sensitive areas like health and finances, must be handled and protected. West African countries, like Ghana and
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Senegal, that are seeking to establish themselves as outsourcing destinations for these jurisdictions, must therefore take cognizance of these external standards. Privacy laws are also closely related to data security issues, but can further specify the acceptable uses that can be made of individual and aggregated data, with further provisions for public sanctions and private redress for contravening uses. Governments themselves, to the extent that they accumulate personal data in the course of delivering egovernment services, are also brought into the ambit of this debate, particularly as they grapple with issues of using data obtained for quasi-commercial purposes to facilitate the execution of law-enforcement or regulatory functions like criminal investigations or taxation. Significant protections must be made to guard citizen-consumers against the heightened dangers stemming from the widespread accumulation and use of electronic data relating to their persons. Intellectual Property Laws While they are not critical for the early development of an e-commerce legal framework for ECOWAS, intellectual property law issues – from copyright, patent, trademark to related issues like database protection and trade secrets – emerge as fairly important.. First, there is a strong likelihood that Ghanaian IP products will be traded using ecommerce, in fact providing the purest example of e-commerce wherein the entire transaction is conducted electronically and the product underlying the transaction is itself delivered electronically. Second, the very applications, processes and transaction markers (trademarks, brand names, web sites) underlying e-commerce will need to come under some IP framework. Finally, views of inclusiveness, innovation and access will depend on how the balance between protection of the rights of creators, authors and businesses should be driven against ideas of the public good and the commons – with consequences for health, education, and creative communities within Ghana. Consumer Protection Laws As outlined above, particularly in the context of payment solutions, consumer protection is quite an important element in generating the trust and confidence necessary for the widespread adoption of e-commerce. However, it is important, while creating a framework for redress of consumer disputes and dissatisfaction, that the principle of equivalency is not abandoned. A fundamental aspect of e-commerce policy must be to ensure equivalency between the offline and online worlds, not to exacerbate differences by, for instance, affording protections to transactions made online that is not available to transactions made in the offline world.
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WORKPLAN FOR SEQUENCING AND PRIORITIZING E-COMMERCE LEGISLATION Taking into consideration the overlap between Ghana’s e-commerce, e-security and egovernment strategies, a discrete, evolutionary approach to implementing the whole basket of cyber-laws Ghana requires would give the flexibility to deal with real issues rather than imagined controversies. This would avoid the premature addressing of issues that omnibus legislation can sometimes engender, taking the experience of South Korea, which had to substantially amend digital signature legislation enacted in 1997. The sequencing of such an approach would look something like: -



-



-



Formulate and enact e-contract bill Formulate and enact e-signature bill Develop e-payment regulations/legislation with input from payment agents, consumer representatives and merchant representatives (part of consultative forum) in conjunction consumer protection laws Formulate and enact data protection and privacy laws to address outsourcing opportunities Formulate and enact cyber-crime and related legislation Review existing laws with view to creating: o electronic records bill o evidence/admissibility bill o amending Copyright and trade mark law o Trade Secrets law Develop cyber-squatting law (with particular reference to the Madrid convention on trademarks) Consider creating database protection laws Consider tax policy on e-commerce



CONCLUSION/RECOMMENDATION Ghana is well ahead of many of its peers in ECOWAS in tying ICT issues to development generally and in pursuing e-commerce in particular. However, special efforts must be made to meaningfully include the private sector (particularly merchants, the legal profession, and the financial services and IT industries) and civil society in the policy and legislative formulation process. This is particularly important because the means by which these important stakeholder groups can participate in this proposed regional process is less obvious than for policy and legislative efforts at the national levels. Also, involving these stakeholders should help create advocates at the national level and thus improve buy-in and widespread implementation. Ghana must also recognize that to successfully deploy e-commerce, the effort must go beyond creating laws to include government actively utilizing electronic delivery platforms for its own use for both its interactions with business and fundamentally for the
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delivery of government services through e-government. On the latter point, it should be noted that many of the issues relating to e-commerce – from data security, privacy, cyber-crime to e-payment solutions and electronic records – are equally relevant for egovernment. Further, efforts should be made to identify and facilitate the development of e-commerce projects with high impact potential.
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