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Description


Cyber Security: An Important Dimension of Romania’s National Security Introduction We live in a world which is increasingly interdependent, and this is in large part due to the evolution of information and communications techonology. There are many benefits to this interdependence, but there are also disadvantages, taking into consideration the fact that public institutions and businesses have become almost intirely reliant on IT systems to carry out important functions. Therefore, governments around the world have to prepair for a new set of challenges, specifically related to the cyberspace, as the daily life of any citizen, national economies, as well as the national security of any state depend now on a secure and stable cyberspace. These challenges are incorporated in the concept of cyber security, which referes to the threats, vulnerabilities and the requirements for governments and superstate structures to develop a comprehensive security strategy for their digital network. This implies creating and funding institutions to deal specifically with this issue, developing plans for preventing cyber attacks, for the ability to take swift action in the event such an attack occurs, for the ability to discover the attackers and bring them to justice, and last but not least for the ability to rebuild or repair as quickly as possible damaged componenents of the digital network. Cyber security is a challenge that needs to be addressed through cooperation between various national actors such as institutions, private companies and non-profit organizations, as well as at an international level, between nation states, regional organizations and global organizations as this has become a worldwide issue.[1] Romania has also acknowledged that cyber security is an important issue for its national security since 2010, when it was first included in the National Defence Strategy.



I.



Cyber Security: An Overview



The concept of cyber security was first used in the early 1990s by computer scientists to underline a series of risks related to networked computers and it went beyond a technical conception of computer security, because they suggested that threats arising from digital technologies could have devastating effects.[2] Throughout the 1990s, prominent American politicians, private corporations, and the media spoke about these threats as “electronic Pearl Harbors” or “weapons of mass disruption”, describing thus the potential harm they could do to. Then, the 9/11 attacks attracted further attention to the security of the Internet as a platform for



communication across and against states and the protection of a states’s digital infrastructure against terrorist use of hacking.[3] In spite of references to cyber threats in policy and the media, there has been too little discussion within Security Studies on what cyber security implies. Most Security Studies scholars who address cyber related themes still use adjacent terms like “cyber war” (Der Derian 1992; Arquilla and Ronfeldt 1993), “critical infrastructure protection” (Bendrath 2003), “information security” or “information warfare” (Denning 1999; Deibert 2003; Latham 2003), concepts that overlap, but that have different meanings. Cyber security implies the safety of the data flow in the global network system, the protection of databases, of transactions, of acces to critical information, the protection of the integrity of the national infrastructures, such as the telecommunications and power sectors, the protection of personal information of individuals, the protection of cyber infrastructure with all its components etc.[4] Cyber Threats Cyberspace consists of the global network of computers and the movement of digital data through this network. It is a web of interconnected political, social, economic, cultural and personal networks connected to the Internet. Cyberspace consists not only of the Internet, the computers connected to it, the softwares that run the computers, but also any electronic system or device that can be connected directly or indirectly to the internet, as well as mechanisms that connect them. These may include telephones, satellites, cables, routers, servers, networks and even floppy disks, cds, dvds, because they make communication possible between two computers that are not linked to the Internet. Thus, cyber crimes and cyber attacks pose a risk to all the components of the cyberspace and they can take many shapes. Cyber crimes are considered actions against private individuals, companies and their databases, whereas cyber attacks are considered coordinated actions taken against a state’s public institutions, digital infrastructure as well as its critical infrastructure through cyber space.[5] General cyber threats, which are applicable to information systems include: Authentication violations- which suggests that passwords could get stolen; Trojan Horses and viruses- which are viruses that can spread from computer to computer and could erase files and leak information from a higher level to a lower one; Sabotage- which referes to the situation when hackers can breake into systems and post inappropriate messages, delete information, reprogramme machines to function in other ways, shut down entire infrastructures etc.; Fraud- with much of the business and commerce being carried out on the web or through certain cyberspare components, attackers can obtain the identity of legitimate users and steal part of their income or empty their bank accounts; Denial of service and infrastructure attacks- some of the infrastructures that



are vulnerable to cyber attacks are the telecommunication system, transportation system, power system, because they are being controlled by computers and often through the Internet.[6] For these threats there are a number of solutions discovered, such as: Securing components and firewalls- firewalls examine the information that comes in and that goes out of a ordinary computer or an organization entire digital infrastructure. This way, the internal information is protected and unwanted information can be prevented from entering; Cryptographycryptography is the solution to threats like authenticity verification, data integrity and for ensuring privacy; Risk analysis- includes identifying all the threats that may arise in a particular situation, ways of eliminating those threats, or ways of containing the damage so that they do not spread further; Biometrics: biometrics tools include understanding handwriting, signatures and the features of people, like their eyes.[7] In contrast to general cyber threats, there are also threats to web databases, such as: Access control violations- when the traditional access control violations can be extended to the web;Integrity violations- when attackers might make unauthorized modifications to the data on the web. For example, incorrect data such as incorrect bank accounts could result in incorrect transactions; Confidentiality violations- confidential data has to be protected from those who are not cleared to acces it; Authenticity violations- this is a form of data integrity violation, in the sence of protecting the original form of documents and their authors; Privacy violations because on the web one can find all kind of information about individuals, their privacy must be protected;Identity heft- when “the thief” discoveres enough information about the owner in order to pose as the real one; Insider threats-when the attackers can be the administrators or any person who is trusted by a corporation or institution with acces to databases. [8] There have also been found solutions for these type of threats of well: Data and web mining- refers to the process of extracting patterns from large quantities of data using pattern matching or other techniques, and it can trace the viruses to the attackers; Role-based access control- refers to the limitation of an individual doing a certain job to be able to acces information only in his sector; Fault tolerant processing recovery and replication- national databases can contain critical information about individuals, private corporate information, financial records or other secure information, and this process is used for replicating information and recovering databases and systems when failures or attacks occur.[9] Threats to cyber security do not only come from intentional actors, but also from the unpredictability of computers and information systems, like software or hardware failures. [10] However, when there is an actual planned attack, there are usually a number of factors that can help them, such as the fact that wide use of the Internet has increased the number of organizations that can be accessed through it, making them vulnerable to attacks from anywhere in the world or the fact that information systems have become more and more complex so that



thorough review of all of their components in order to ensure the absence of security gaps has become more difficult.[11] Therefore, the goals related to cyber threats are to prevent as well as to detect security violations and, if such an attack occurs, to contain the damage in order to stop it from spreading any further. Cyber Security as National Security Dimension National security is a concept that involves the safety of the national territory, population and policies of a state and it comprises of both military and non-military elements. The concept also involves the identification of the goals and characteristics of the state that need to be protected or improved, by underlying the nation’s interests, threats, risks, vulnerabilities and resources.[12]Cyber security is a dimension of national security because the digital network is vital for a country’s security, since an attack can cause devastation both in the cyber world and in the real world. Cyber security is becoming more and more important, as a computer generated attack is much easier to carry out in terms of money and logistics and it can jeopardize many elements of a a nation’s security, such as military security, energy security etc, because these networks control objects such as electrical transformers, trains, pipeline pumps, and radars. Networked computers have dissolved the traditional boundary protecting the territorial nation state, because cyberspace is global and cyber attackers can operate at distance, protecting their identities and locations. Potential attackers take various forms, such as hackers, terrorists, organized crime networks, commercial organizations, and nations that adopt cyber strategies for financial, ideological, political, or military gains.[13] Some components of cyberspace are considered part of states’ critical infrasture and, thus, are more vulnerable to cyber attacks. These are considered to be: - Production industries: energy, chemical, defence bases; - Srvice industries: banking and finance, transportation, shipping, postal; - Sustenance and health: food, water, public health; - State: government, emergency services; -



IT and cyberspace: informations and telecommunications.[14]



There also appears to be three types of attacks that can affect the functioning of a state: Service disruption – are attacks that cause loss of service, by making some activities unavailable, for example the loss of emergency, transportation or communications systems or an extended unavailability of electronic financial transactions or utilities such as electricity. These kind of disruptions may appear in a organization or institution, in a region, nation or even at global level;Theft of assets – refere to situations when the theft or misuse of critical information on a large scale can have a major impact, such as on financial markets.; Capture and control – refer to attacks that involve taking control of components of cyberspace and using them as weapons against other critical activities or elements of infrastructure, like the use of an individual home computer to launch an attack against a private organization.[15] Furthermore, in June 2010, the “Stuxnet” warm was discovered, which is considered to be a digital weapon, because it manages to disable real targets and it has the ability to precisely affect only the intended target. Stuxnet can break into computers that control industry machines, allowing an attacker to assume control of components like pumps, alarms, valves etc. It could, therefore, make factory boilers explode, destroy gas pipelines or even cause a nuclear plant to malfunction. A multitude of machines can be infected, but it will only disable, disrupt, or destroy the correctly selected target.[16] In addition, in 2012 Kaspersky Lab announced a new type of malware was detected that was specific to the Middle East but which had spead to other areas of the globe, called ”Gauss”. This virus does not target a specific branck, but it is a cyber espionage tool that targets specific individuals and has been used mostly for the banking system. [17] More and more vulnerabilities in computer systems are being discovered every day, but the main vunerabilities of a state, in its attempt to ensure cyber defence, may be: ineffective governance of cyber security; no or few institutions that deal with cyber security and cyber threats only; inadequate technology to prevent cyber attacks or to minimize their impact; lack of or few specialists that can tackle cyber security issues; no or ambiguous policy on the use of Internet and cyber security; low level of information disseminated to the public and to the employees in institutions and in the private sector about cyber threats, prevention and potential damages; old software used in public institutions and for the protection of the digital infrastructure; old equipment for the digital infrstrucuture; low security of current Internet protocols, emergency communications or buildings housing key Internet servers. That is why vulnerability analysis and prevention measures have to be developed accordingly. Examples of Cyber Attacks Cyber attacks occure every day in many countries around the world. However, some have been particularly damaging. Three of these are:



1. Early 2007 a cyber attack on Estonia blocked the country’s entire Internet infrastructure. The crisis paralyzed temporarily bank cards and mobile-phone networks. Estonian officials blamed Russia for the attack, because it occurred at a moment when the two countries were in a dispute over the removal of a Soviet war statue from the center of Tallinn, but Moscow denied any involvement in the events.[18] 2. In March 2009, a massive cyber espionage network was discovered by American researchers that had penetrated more than 1,200 systems in 103 countries. The victims were foreign embassies, NGOs, news media institutions, foreign affairs ministries, and international organizations. The attacks used Chinese malware and compromised most Tibet-related organizations, including the offices of the Dalai Lama.[19] The attacks came during a time when riots were taking place in the Tibetan capital city and there were confrontations between the protesters and Chinese soldiers. There were also disputes between the Tibetan government-inexile who declared there were at least 99 people killed during the riots, whereas Chinese officials announced an official death toll at 19.[20] 3. In February 2010, an attack which began in 2008 was discovered and it had affected more than 75,000 computers in 196 countries It targeted health institutions, educational institutions, energy firms, financial companies, Internet service provider, and ten government agencies, including some in Romania.[21] Cyber Law. Internet Rules and Regulations Cyberspace is one of the most complex legal frontlines today, because there are so many users, from individuals, organizations, private companies, and public institutions and their online activity is regulated through vague national cyber laws and regulations. Cyber security is a farely new dimension of national and international security and not many regulations at an international level have been developed. Nevertheless, all states must adapt to these new challenges, but because cyber attacks are a form of international terrorism, there is a need for coordinated international approach in order to address such threats. In an attempt to start such an approach, the Council of Europe developed the Cyber Crime Convention in 2001 to resolve legal disputes and to develop a universal system for legal actions against cyber criminals[22], and it was only in June 2012 that the European Commission decided to develop a binding EU legislation to ensure that all member states have a clear an unified cyber security policy, as currently the preparedness level within the EU is not high-enough. However, this has not been implemented yet and there are only 10 member states that have developed or



are in the process of developing national cyber security strategies[23], while most countries have set laws for regulating limited aspects of the use of Internet. These laws include the right to privacy, protection of intellectual property, of taxes, of safe trade, protection from unauthorized access, spamming, for Internet gambling and certain cyber crimes.[24] There is also the issue of jurisdiction and sovereignty because network boundaries intersect and transcend national borders. Problems occure for example when certain actions that take place in one country where they are considered cyber crimes or cyber attacks and are punished according to clear laws, but they are not considered iillegal in the country from where the attack originated and the hacker is living.[25]These differences, in the level of development of legal frameworks dealing particularly with cyber related issues, can be explained by the fact that some states, mostly international economic and political powers that are highly computerized, have been affected by such threats sooner and more frequently than other states that are smaller and less technologically and economically developed. There are of course also exceptions, such as Estonia, which decided to implement strict cyber regulations earlier that more powerful European countries, despite its small size, after being confronted with a crippeling cyber attack. However, the fact that some countries have adopted a particular set of laws and regulations for the use of Internet or for cyber security can have little or no impact on the development of such laws in other countries, and there still would be a discrepancy when trying to establish the rules that an attacker violated since the Internet is a global medium. Therefore, the need for international regulations and an international institution that deals specifically with these issues is becoming more and more obvious. II. Case Study: Romania’s Cyber Security Romania first considered cyber security a dimension to its national security in the 2010 National Defence Strategy. It presented both short and long term objectives for cyber security, because it stated that the country depends on the good function of the multiple networks that structure the lives and economy of its citizens.[26] It also recognized that Romania has vulnerabilities in assuring cyber defence because it has shortcomings in the protection and functioning of the critical infrasture.[27] The Strategy also emphasized that because cyber attacks are becoming more and more frequent and complex, a higher level of securitization of the digital infrastructure is necessary. Therefore, Romania considered some objectives, such as setting up an expert community in the field of information and networks security, CERT-RO (Computer Emergency Response Team).[28]CERT – Ro is now an incident response body responsible for ”preventing, analyzing, identifying and reacting to cybernetic incidents” and for developing public politics for the prevention and counteraction of cyber attacks [29]. There are also certain Romanian institutions involved in cyber security, such as the Ministry of Communications and Information



Society, the Romanian Directorate on Investigating Organized Crime and Terrorism (DIICOT), the Romanian Intellingence Service, the National Supervisory Authority for Personal Data Processing and several others with limited capabilities. However, there is still no central institution that deals specifically with cyber threats at a nation-wide level based on a cyber security strategy. Nontheless, a draft document has been under discussion as Romania’s first Cyber Security Strategy at the Ministry of Communications and Information Society since June 2011, which would put in place a national legislation, an action framework, and a centralized authority to deal with cyber security. [30] In regard to laws, rules and regulations on the use of Internet, Romania has laws on electronic commerce, on online author rights, on electronic signature, on electronic payment, on online advertising, on the protection of personal data, on cyber crime, on internet pornography and electronic communications. There are also some project laws developed by the Ministry of Communications and the Information Society for minimum security conditions of the digital systems for the Public Administration and the national electronic records.[31] Moreover, international developments can also impact on Romania’s views and options on cyber security, such as within the European Union, NATO, OSCE, that have adopted rules on the use of Internet and which are striving to adopt strategies for cyber security. The European Union The decisions of the European Union have a great impact on Romania’s cyber security because it has to adopt the laws and regulations imposed by it. Cyber security was not a concern for the EU for the greater part of the 1990s, but formed an indirect component of two major policy fields: the regulatory framework of telecommunication and data protection regime. The interest for cyber security came with the increased interest in organized crime and computer related crimes. [32] Only in 2004 a institution was formed specifically to deal with cyber crimes, the European Network and Information Security Agency (ENISA) that collected and analysed data, conducted risk assessments and enhanced the cooperation among the member state regulatory agencies. [33] Furthermore, in 2005 a Framework Decision on attacks against information systems was adopted and it dealt with vulnerabilities of information systems covering most cyber crimes and included penalties. However, the European Commission has identified significant enforcement gaps between members in the case of cyber security that could act as a barrier in inforcing judicial cooperation.[34] Therefore, in Novermber 2010, a first pan-European cyber security exercise was concluded to determine ways for strengthening Europe’s cyber defence. Some of the objectives identified by the exercise were: to increase understanding of how management of



incidents is done in different member states; to test the communication channels, communication points and procedures between member states; to increase mutual support procedures during incidents or massive cyber attacks.[35] Thus, it is highly likely that in 2013 a EU level cyber security strategy will be established that will be enforced in all member states, including Romania. If by that time the national Cyber Security Strategy will have been adopted, then the EU framework will complete the national initiatives, offering Romania the ability to escape the label as one of the most vulnerable countries to cyber attacks in the world. This conclusios was drawn in a 2012 McAfee report, the world’s second largest antivirus producer, in which Romania received 2.5 points out of 5, because of lack of clear cyber legislation, insufficient funds needed for the development of the national cyber security dimension, but also because regular users of IT products are unaware of the dangers posed by cyber crimes or cyber attacks.[36] NATO NATO has introduced the concept of cyber security in the New Strategic Concept developed in Novermber 2010 and made an objective to develop further the Alliance “ability to prevent, detect, defend against and recover from cyber-attacks, [..] and coordinate national cyber defence capabilities, bringing all NATO bodies under centralized cyber protection, and better integrating NATO cyber awareness, warning and response with member nations”.[37] Thus, in 2011 it approved a revised NATO Policy on Cyber Defence and by end of 2012 a NATO Computer Incident Response Capability (NCIRC) will most likely be fully operational. [38] However, NATO has been familiar with the defence against electronic and information attacks since the Prague Summit in November 2002, when it decided to strengthen its capabilities to defend against cyber threats, which resulted in a range of initiatives, such as the initiation of the Cyber-Defence Programme. Also, in 2008, the NATO Cyber-Defence Management Authority (CDMA) was created in order to manage cyber defence across all NATO’s communication and information systems and support the Allies in defending against cyber attacks upon request. At about the same time, the leaders agreed to the formal establishment of the NATO Co-operative Cyber Defence Centre of Excellence (CCD-CoE) which had been under development since 2004. The CCD-CoE does nothave military aims, but its mission is to enhance the cooperative cyber defence capability of NATO and its members.[39] As a NATO member, Romania will also benefit from the Alliance’s efforts, developments, and information and it will need to adapt and develop its own prevention and defence capabilities in order to keep up with the Alliance requirements. OSCE



The Organization for Security and Co-operation in Europe (OSCE), with 56 States from Europe, Central Asia and North America, is the world’s largest regional security organization. It therefore addresses a wide range of security-related concerns, as well as cyber security. OSCE consideres cyber security a transnational issue that can be overcome through coordination and cooperation between countries. That is why it organizes frequent workshops, forums and meetings on cyber security and cyber defence, through which countries can discuss and share know-how and expertise to improve their capability to defend their digital infrastructure from cyber attacks. [40] So fare, its Action against Terrorism Unit has organized several events for identifying threats and potential counter-measures since 2004 and in 2011 there was also a conference on cyber security held in Lithuania. However, the limited results shown by OSCE untul now suggests that it should considering activities aimed at addressing this issue in a more comprehensive manner. Moreover, as a member of OSCE, Romania would benefit from the knowledge shared by other members and from close cooperation with many countries that share the same goals in this sector. Cyber Security in Romania: Risks, Vulnerabilities, Resources, Objectives Romania has witnessed in recent years mostly cyber crimes rather than actual cyber attacks, but there are some worth mentioning. For instantce, an attack that started in 2008 affected 75,000 computers around the world and about 13,000 computers from Romania that belonged to private companies and universities, and the hackers accessed from credit card operations to private documents.[41] Regarding cyber cimes, for example in 2011, over 2000 cases were identified and more than 500 peope arrested[42], and the main activities identified were: production and distribution of devices and software for copying the credit card electronic data; copying and transmitting credit card data (skimming); phishing; credit card forgery; electronic payment fraud (online and from ATM); illegal altering of computer data; electronic commerce fraud; illegal access to computer system.[43] In the last years, Romania has actually registered an increase of 5-10% in cyber crimes with an estimated 20 million euro in damages, thus becoming a “country sources” of cyber crime.[44] Even though Romania is still considered a vulnerable country to cyber attacks, so far it has been spared from major disruptions to its critical infrastructure and other kind of attacks targeting its national security. Nevertheless, this can change rapidly in the near future, because we are living in a highly digitalized and interconnected world, because Romania is a strategic ally of the U.S., one of the most targeted countries, and a member of the EU, NATO and other international organizations that are also vulnerable to attacks.



Some of the vulnerabilities with which Romania struggles regarding cyber security are: first of all the fact that it was only in 2010 that it identified cyber security as a national security dimension, which means that there are no plans drafted in case of a cyber attack and that the country’s digital infrastructure is very vulnerable; second, there are few specialists and uncoordinated bodies that monitor and that can deal with cyber security issues; third, the increasing level of cyber crime reveals that there is a low security of current Internet protocols, emergency communications or buildings housing key Internet servers. Nevertheless, Romania has pointed out some of the objectives needed to improve its cyber security dimension in the 2010 National Security Strategy, such as: substantiating a strategy on cyber security in Romania, in tune with the European and international provisions; setting up minimum security standards to be met by the public and private entities in the field of critical information infrastructure protection; integrating in a unitary policy all the regulations, operational procedures and technical instruments available in the field of information, communication and technology security, with an accent on ability to react a.s.o.[45] However, these objectives can be complemented with a few others: to establish a governance structure for the implementation of the national cyber security strategy; to bolster public-private partnerships for cyber security through the use of incentives; to develop a communication strategy to inform the public on the risks and effects of cyber attacks and cyber crimes for individuals working in public institutions or private companies; to constantly conduct vulnerability assessments to indentify the exact vulnerabilities that the country faces in cyber security in order to find the adequate solutions and implement them to reduce the risks; to develop plans to minimize the damage of potential national cyber attacks and the recovery time from such events; to develop valid methods of recovering digital evidences from computers for cyber crime investigation; and last but not least to invest in new, better software and equipment for the main public institutions. Romania does have several strong points, at national level the fact that it is still not a major target for cyber attacks and the fact that it is interested and already engaged in developing a cyber security strategy and the institutions to implement it, and at an international level the fact it is a member of NATO, EU, OSCE, and other international organisations, which are starting to better understand the issue of cyber security and the need to implement decisions in this sector, from which Romania will benefit. Nonetheless, all these resources and all the objectives set will not improve the nation’s cyber security, unless they are exploited and implemented. That is why Romania has to consider cyber security a national security priority, and not just a marginal security dimension. Most objectives cannot be realized quickly, as they require a long time for planning, but if the urgency would be fully understood, then the process of finding the adequate strategy, tactics, the necessary funds,



specialists, technology, and locations would no loger be delayed. However, taking into account the economic and fianancial crises that have not been completely overcome, the current internal political turmoil that seems to have generated an apparent suspension of normal activities for government institutions, as well as the insecure political stability of the country in the coming months, the establishment and implementation of swift action for the enhancement of Romania’s cyber security capabilities seems unlikely. Conclusions As our lives have become more and more dependent on computers and computer networks, it was inevitable for criminal activities to also appear. As a result, cyber security has become an important challenge for every state. The increasing importance of cyber security in our societies also creates the need for new tools for managing cyber vulnerabilities, especially when we examine the exponential growth in users of the Internet worldwide. If in December 2000 there were about 360,985,492 users in the world, in 2010 there were 1,966,514,816[46]. By comparison, in Romania there were approximately 7,786,700 users in 2010, registering an 873.3 % growth in just ten years.[47] Taking into consideration this growth in Internet users, the increasing number of institutions and companies that can be accessed through digital networks, the rise in cyber attacks both in Romania and in other countries around the world, the high number of vulnerabilities in its cyber defence, Romania needs to undertake the following actions: to consider cyber security a national security priority, to develop the national strategy for cyber defence as soon as possible, as well as to implement decisions regarding this security dimension taken by international organizations it is a member of, all of which should ensure the security of its internal digital infrastructure, further international cooperation, a clear legal framework, education and training for government officials, and awareness programmes for the public opinion.
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