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Short Description

A Step-By-Step Simple Manual for Educators and Parents to help their kids stay safer online. Find out what your kids ...
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Author Leonie G. Smith Copyright 2011 by Leonie Smith All rights reserved. This work is copyright. No part of this book may be reproduced by any process without prior written person to the author or their designated agents. All content within this book is protected by international copyright. Products and company names mentioned hereon may be the trademarks of their respective owners and organisations. This book expresses the views and opinions of the author. The author will not be held responsible or liable for any damages caused or alleged to be caused either directly or indirectly by this book. The content within the book is provided without warranties. The views and opinions expressed in this book by the author are in no way representative of the author’s current or previous employers. Contact Details Leonie Smith Email: [email protected] Website www.thecybersafetylady.com.au First Edition May 2011 Latest Revision August 2016.



Note: If you see one of these QR codes (image left) through this manual, you can use a QR scanning app on your smart phone to go directly to the link on your phone. Go to your app store to download a QR scanning app to use this link system. The PDF version of this manual has all the links included in this manual Hyperlinked, clicking the urls, will take you directly to the link address on your PC or tablet.
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Leonie Smith is



The Cyber Safety Lady Leonie Smith is a cyber safety educator based in Sydney's Northern Beaches in Australia. She has given cyber safety presentations and hands-on workshops to thousands of participants including business owners, parents, students, teachers and seniors. Leonie is the Author of “Keeping Kids Safe Online” as essential Cyber Safety manual for parents and educators. She is certified by the Australian Government Office of the Children's eSafety Commissioner www.esafety.gov.au Leonie focuses on practical solutions to help families and business use the internet and social media safely using. Leonie also provides personalised private consultations for families and businesses wanting to increase their online safety and privacy on social media. Leonie is a Cyber Savvy Mum of four children. As well as her extensive experience in Cyber Safety she has over 20 years experience with internet marketing, online multimedia, managing online communities, and with keeping her own kids safe online. Leonie was a cyber safety ambassador for the 2013 Australian Government’s “Stay Smart Online Campaign”. She was a founding member and moderator for “Aussie Deaf Kids” an online support group and website for parents started in 2000. As an early adopter of the internet, social media and digital technology, dating back to the mid 90’s, Leonie’s message is overall a positive one about the online world. Her passion is to help all users to enjoy the digital world in safety. Leonie Smith is a sought-after media commentator on cyber safety. She has been featured on “60 Minutes”, “The Project”, “Studio 10”, “The Morning Show” and in many other broadcasts and print media. This manual is an essential companion for parents concerned about their children’s safety and privacy online.
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Popular Apps Social Networks & Social Networks



Twitter 13+ 140 character posts/pictures/video: privacy settings, blocking. Dangers: bullying in replies, private messaging, re-sharing, adult content, public. Facebook 13+ share posts/video/photos/ - apps, games: privacy settings, blocking. Dangers: bullying comments/messaging, fake accounts, adult content, adult contact. YouTube 13+ With parental consent video sharing & uploading: privacy settings, blocking. Dangers: bullying comments & messages, uploading embarrassing videos, adult content. Skype Under 18 with parental consent voice & chat, share video/pictures/files: privacy settings, blocking. Dangers: bullying, unsupervised messaging, video exposure. Musical.ly 13+ Karaoke style singing video recording/sharing. Dangers: Explicit lyrics. Public broadcasting. Messaging & Followers. Has Privacy Settings Tumblr 13+ blogging platform: has privacy settings. Dangers: “follows” & contact from strangers, very adult content, self-harm glorification. See my website for settings. Snapchat 13+ photo messaging, “disappearing” messages: privacy settings, blocking, child version SnapKidz. Dangers: used for sexting, all photos can be saved. Instagram 13+ photo/video sharing: some privacy settings, blocking. Dangers: adult followers, public photos, share to social media, adult content, fake accounts, bullying in comments. Clash Of Clans 13+ online game: some moderation. Dangers: very expensive add-on purchases, swearing, addictive, playing with strangers, difficult to block/ban. Minecraft No Age Limit - 13+ to use website online game: has single player & private friends-only group play. Dangers: swearing, playing with strangers, some adult content. Copyright Leonie Smith 2011
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Top Tips For Kids Online Reputation • • • • •



Don’t: Upload or send embarrassing pictures or videos. Upload pictures/videos of yourself or family online without permission. Do: Be careful what you say and put on the internet. Would mum & dad approve? Can't be undone. Can be passed around, copied and downloaded. Respect your friend’s and your family's privacy, as well as your own. Always ask permission before taking pictures/video, or using webcam of other people.



Privacy



• •



Don’t: Give out your full name on games and apps. Broadcast addresses, phone numbers, school name/address, surnames, passwords, bank details, credit card numbers, drivers licence, profile names or “handles” (pseudonyms). Expose another person's real identity or personal details online. Overshare - your privacy is precious.



• • •



Do: Use a “handle” or pseudonym (made up name) for games and apps. Set good, secure, privacy settings on every app/platform/account. Log out of accounts and computer when leaving your device or computer.



• •



Behaviour • • • • •



Don’t: Participate in "flame wars" (long arguments that get vicious). "Flag" or report a user to an online moderator out of spite. Get advice. Be a "Troll" (to type something annoying just to get a reaction). Be a "Spammer" (send constant messages over and over). Be a hacker or an extortionist. Hacking & blackmail is regarded as criminal behaviour.
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Phone Privacy & Safety Do: • Set a secret screen password to prevent unauthorised use. • Set up “Find My Phone” on iPhone or go to https://findmymobile.samsung.com to help locate lost or stolen phone. Android also has several “Find My Phone” apps on Google Play.



• For Android security settings navigate to “Settings” - “More” - “Security” and enable “Verify



• • • •



Apps” Un-tick “Unknown sources” Use message/call blocking if harassed - Apple/Android. Pg.48 Keep your phone number private, share your phone number carefully. Protect your location. Turn off location services on apps that don’t require it (see below). Tell a responsible adult if you have an upsetting episode on your phone.



Don’t: • Give your phone to another person to use, unless very trustworthy. • Download dodgy apps from obscure app stores. • Use your phone for spammy texting or bullying. • Take photos/video without permission. • Upload photos/video or send without permission of all the people in the photo/video. • Take embarrassing selfies and post or send via message. To Disable Location Services On Apple Mobile 3 2



4



1



On Android devices, tap the “Location” option from the “Settings” menu. Copyright Leonie Smith 2011
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Step By Step Safety & Privacy Settings YouTube Kids App 4+ YouTube now have a kids version of YouTube, available on iTunes and Google Play. It has some basic parental controls to disable search. It contains advertising, and relies on an automatic filter to curate the videos. It includes cartoons, kids shows, and music videos. See my review on my website at www.thecybersafetylady.com.au



YouTube Safety - PC settings To prevent most adult content on YouTube, “Restricted Mode” settings must be put on every browser and YouTube app on every computer and mobile device your child uses. All browsers such as Google Chrome, Safari, Internet Explorer, Mozilla, Firefox and Opera, if used, must be set. It’s not a difficult process, but easier with less browsers installed. Note: This setting is not Cloud based has to be set on all browsers on all devices. 1. For P.C YouTube go to http:// www.youtube.com and if you have an account, log in. If you do not have an account create one.



2. When logged into your account scroll to the bottom of any YouTube page, and find the “Restricted Mode” tab. Click to set it from “Off” to “On”.



1



3. Also click “Lock Restricted mode on…” re-enter your YouTube password, then click “Save”. This is to prevent your child turning it off.



2



4. Log out of your account. Only you can change the safety settings now. Reverse procedure to unlock.



3 4
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Safe Search For Bing - PC Browsers Bing search is the default search engine for the Internet Explorer browser. Open the browser app and then http://www.bing.com Go to top right of the page and click the 1. “Preferences" cog wheel. On the next page scroll down and click 2. "Strict" or "Moderate" according to the age of the child.



1



2



Yahoo Safe Search - PC Browsers 1. Sign in to your Yahoo account. 1



2. Navigate to http://search.yahoo.com/ preferences . 3. Scroll down to “SafeSearch”. 4. Set to “Strict” or “Moderate” and then save.



2



5. Click “Lock” to secure.



4



3 5
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Skype Privacy Settings Mac Skype has a proven history of safety if setup with privacy settings and your user name is kept private. Only give it out to trusted contacts. For children it is best to create a “made up” user name for extra privacy. Make sure children are educated about web cams/mobile cameras and not using them for Skype without permission. Sharing an account with younger children enables you to supervise in real time on your own device. You can be logged in at the same time. These privacy settings are account “Cloud based” (no need to set on every device). Note: Make sure your child does not connect Skype with their Facebook contacts, as per the prompt. see pic _



3. Click on "Privacy" 4. Change all to "Contacts" as below 5. Contacts - “Don’t Automatically Add Friends”



1. Click on the “Skype” Menu 2. Click ”Preferences" 1



3



2



5 4



Block A Contact Go to 1. “Contacts” menu in left column. 2. Scroll to locate the contact you wish to block.



3. Right click on contact name and select the “Block” option from drop down list.



Jane



1 2
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Block Jane Doe



Facebook Privacy Settings PC Browser Apple Mobile, click “More Options” symbol lower right menu, scroll to “Settings” - “Account Settings” - “Privacy”. Android - Click “More” Symbol - Scroll to “Privacy Shortcuts”. 1. Go to downward arrow top right, scroll down to “Settings” on drop down menu. In next window click “Privacy” in left side menu. Set all to the most private options, as below. Note: “Use Activity Log” is where all your posts, comments and likes are listed. You can delete your past posts one by one from there if needed. 2. Set all settings as per below picture.



3. Select “Limit Old Posts”. This sets all past posts back to “Friends” (not public).



4. Select “Confirm”



Page 30 !



Copyright Leonie Smith 2011



8. To prevent your child downloading apps without your permission. Scroll down “Restrictions” and disable “Installing Apps” (Slide setting to the left). Your child now must seek your password and permission to install new apps. The app store icon will be missing from the device screen



9. Then scroll down to “Allowed Content” set each option for your child’s age group. 10. Turn Off “Location Services” for photo and social media apps to prevent location tracking/ stalking.



9



8



10



11. Finally Scroll to bottom of the “Restrictions” page to “Game Centre” settings and select the option for disallowing “Multiplayer Games” (e.g. Clash Of Clans) 11 and “Adding Friends” if you prefer your child not to play online games or add friends/strangers to their games. Android: Go to Google Play store to set app restrictions through the device “settings” and then “User controls” select “Content Filtering” then “Low or Medium Maturity” Exit out of settings to save.
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Should Kids Under 13 Years of Age Be On Facebook? From a 2011 article on Dawn.com Some 7.5 million of the 20 million minors who used Facebook in the past year were younger than 13, and a million of them were bullied, harassed or threatened on the site, says a study released Tuesday. Even more troubling, more than five million Facebook users were 10 years old or younger, and they were allowed to use Facebook largely without parental supervision leaving them vulnerable to threats ranging from malware to sexual predators, the State of the Net survey by Consumer Reports found." Facebook’s terms of service stipulate that users must be over 13 years of age to use Facebook. Online age restrictions are set by COPPA “Children's Online Privacy Protection Act” to protect children's privacy and their well being. When you first create an account in Facebook you have to enter your date of birth, but If you are under 13 years of age, in order to sign up you would have to lie about your age. If Facebook find out, through reporting or otherwise, that a Facebook account is being used by an under 13yr old they will forcibly remove it. But according to the above figures, an enormous number of children’s accounts are going unreported. It is clearly too easy for children underage to create accounts. What bothers me, and many other educators, are the risks both small or large to younger children who use Facebook. Risks such as “stranger danger”, bullying, unsupervised messaging and exposure to adult content. If your child makes some embarrassing or unwise posts on Facebook the post can be easily copied and shared on, and then everyone will see it. Unfortunately supervising or “Friending” your child on Facebook won’t protect them from being hurt. Your child is only as safe as their friends allow them to be. If your child’s friends aren’t supervised, if their friends are immature and mean, your child might be at risk. Any innocent post can be ridiculed and passed on to the point that it may go viral, and deleting the post and comments might be impossible. Younger children and their friends need to be ready for the responsibility and the permanence of adult online platforms. How Cyber Savvy Are You? If you know your child wants a Facebook profile and they are under 13 years of age, ask yourself seriously if you have the ability to supervise them AND their friends? Do you know how to set all the privacy settings? Do you want to keep up to date on all the privacy changes? Are you prepared to have a Facebook account yourself and "Friend" your own child? Page 51 !
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Parents Minecraft ShouldGuide Kids To Play



Minecraft?



Guest Post By Will.B



What is Minecraft?



Minecraft is a virtual 3D Lego-like building game for the computer, where the player is free to make anything they want. It is a great way to encourage creativity and helps to build on team skills and working together to reach personal goals. After the initial purchase of the game, there aren’t any other forms of extra purchases. Is Minecraft safe for kids? Certainly, if it is used correctly and if you are restricting whom your child is playing with. However, there are many public servers for Minecraft that allow players to talk to complete strangers through a chat. Minecraft does not have any graphic content, but there are monsters such as spiders and zombies. However, the monsters in Minecraft are very cartoon-like. The Different Versions of Minecraft • The PC version is by far the most used and provides a large variety of user-made servers (A place where many people from different places can play together) to play on, meaning that the likelihood of you meeting a complete stranger online is almost certain. However, if you do not wish for your child to be playing on a public server with strangers, they may create their own server and only the people they invite will be allowed on it. (Experts and advanced users only) Go to the Minecraft Wikki for instructions. Search for “Setting up a server”. Minecraft Realms is a paid subscription to a version of Minecraft where you can also set up your own private server easily. • The mobile version of Minecraft is available for iOS Apple and Android devices, and has a smaller community, but still allows players to play and communicate with one another. There is a huge reduction in the risk associated with this version of the game, but there are fewer features than the PC version. • The console version of Minecraft is available for Xbox and PlayStation, and is pretty popular, but still has a high risk of meeting a complete stranger. However, making a private server where only your child’s friends can play on it is very easy.
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Computers & Our Kids



Kids As Young As 3yrs Need Cyber Safety Restrictions Now! Just when you thought you could put off cyber safety issues until your children grew into teens, parents are finding out the hard way that teens aren't the only ones with internet computer cyber safety problems. Tots On Smart Phones Digital mobile devices are being used by children as young as 2 years old, but some parents are still thinking that cyber safety only applies to teenagers on computers. Parents, you had better catch up quick! Technology is moving faster than you can adjust your mindset, and if you continue to keep thinking you don't need to worry about cyber safety for your younger children until they are teens, you and your children are sadly in for a nasty shock. Phones And Mobile Other Mobile Devices Are Computers Too. Smart phones and tablets like iPads/iPods and others are computers, and all can be connected to the internet. Each device has internet browsers like Safari or Google Chrome with access to search engines. Most have the ability to download adult content through apps and search engines. Any parent that leaves one of these devices around the home unlocked, or gives one to their child before securing it with proper filters and controls, is leaving their child open to content that may be beyond the child's ability to cope with. Take your eyes away for one-second and your child might see something that cannot be unseen. Primary Schools Are Including Computers Or Mobile Tablets In Their Curriculum Most schools are already including computer use in their primary school curriculum, students already know how to use search engines BEFORE they get to high school, not to mention underaged use of Facebook and other adult social media platforms. Have parental controls and adult content filters been recommended to you for your child’s BYOD (Bring Your Own Device) for home use? If your school hasn’t set up safe search filters on your child’s device, then you need to enable them on the device yourself, do you know how?
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Leonie Smith "The Cyber Safety Lady" Can Help! ‘Peace of mind’ cyber safety solutions for families, community groups and business. Leonie Smith is a cyber safety advisor and educator. She educates on Internet safety through her blogging, public speaking, and workshops. She also offers a personalised service to set up and give expert advice on cyber safety solutions to help keep you and your entire family safe online. Leonie is also a cyber savvy mum, she knows what it’s like to be a parent with kids who are digital natives, she knows how hard it is to keep up…yes even for a cyber safety expert! Invite "The Cyber Safety Lady” to speak at your next event! The Cyber Safety Lady also offers small and large sized group workshops and educational talks for parents, seniors, educators and business groups on cyber safety and understanding privacy settings on social media. Take advantage of Leonie's expert advice and set up good habits, privacy settings and internet security now, BEFORE you or your child has a distressing experience online.



• Leonie Smith is a certified cyber safety education provider with the Australian Government Office of the Children’’s eSafety Commissioner. If required, both public and independent schools can apply to their state education department for a grant to employ Leonie to present on cyber safety to teachers, students and parents.   • Leonie Smith is a NSW Department of Education approved vendor : I.D 100339452 From A Grateful Parent! "Hi Leonie have just paid your invoice. Best money I think we will ever spend. Without your expertise in all of this I think I would have had my 11yr old son off to the psychologist & completely stressed out myself. You have paved a safe way forward for us, & I feel a lot more in control of what my son is exposed to online" Many thanks A. Finnegan To keep up with the latest on cyber safety and privacy you can connect with Leonie on [email protected] www.twitter.com/LeonieGSmith www.facebook.com/thecybersafetylady www.facebook.com/groups/thecybersafetylady www.thecybersafetylady.com.au See www.youtube.com/LeonieGSmith for some great step by step videos Page 73 !



Scan QR code to sign up for Leonie’s Monthly Newsletter
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“Keeping Kids Safe Online" is an up-todate manual that gives Parents practical advice on how set up social media apps and online platforms safely This manual is essential for all parents who want to their children to use the internet safely and with privacy. It includes advice for cyber bullying, privacy settings for popular social media platforms, safe apps, screen time limits. Keeping you and your family safe online. Author Leonie Smith www.thecybersafetylady.com.au
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