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System Requirements Overview The general hardware requirements and recommendations are summarized in the following table.



Minimum Requirements Base Hardware Processor/CPU



Up to 16 processors



Memory/RAM



At least 512 MB is recommended (see guidelines below)



Hard Disk



At least 2 GB is recommended (see guidelines below)



CD-ROM Drive



Required for CD installation only



USB



Required for USB key installation only



Video Card



Almost any video card



Floppy Drive



Not required



Sound Card



Not required



Peripherals Mouse



Not required



Monitor and Keyboard



Required for installation only



Network Broadband



Ethernet, cable, DSL



Network Cards



A network card is required, two for gateway mode



Hardware Requirements The following are guidelines for estimating the right hardware for your system. Keep in mind, the hardware required depends on how you use the software. For instance, a heavily used content filter requires more power than a system running a simple firewall. RAM and CPU



5 users



5-10 users



10-50 users



50-200 users



Processor/CPU



500 MHz



1 GHz



2 GHz



3 GHz



Memory/RAM



512 MB



1 GB



1.5 GB



2 GB



Hard Disk Hard Disk



Installation and logs require 1 GB - optional storage is up to you



RAID



Recommended for mission critical systems



The following software modules are processor and memory intensive: • • • • •



Intrusion Detection and Prevention Content Filtering Webmail Antispam Antivirus
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Network Cards PCI Network Cards Generally, ClearOS does a good job at auto-detecting hardware and most mass-market network cards are supported. We recommend avoiding the latest available hardware since drivers may not yet be available.



Wireless Network Cards Though wireless card drivers are included in ClearOS, wireless is not officially supported. Currently, we recommend purchasing a dedicated wireless router for your network.



Internet Connection ClearOS supports most DSL (including PPPoE) and cable modem broadband Internet connections.



Cable and Standard Ethernet Cable and standard Ethernet connections are supported.



DSL and PPPoE During the installation process, you will be asked which type of DSL service you use - PPPoE or Standard. These are mutually exclusive implementations, so you will need to select the correct type during installation. It is very important to know how your Internet service provider configures your network. If you are not sure, ask the ISP's technical support staff before you begin.



ISDN and Satellite We do not support ISDN or satellite broadband service providers unless they terminate with a standard Ethernet connection.



RAID Support See RAID Support.



RAID Support Overview Both software and hardware RAID support is available in ClearOS. If you plan on implementing hardware RAID, please read the section below regarding supported hardware. Before you decide to purchase an expensive hardware RAID controller card, consider the following passage from the experts at O'Reilly:



“ Software RAID has unfortunately fallen victim to a FUD (fear, uncertainty, doubt) campaign in the system administrator community. I can’ t count the number of system administrators whom I’ ve heard completely disparage all forms of software RAID, irrespective of platform. Many of these same people have admittedly not Copyright © 2010 ClearCenter, Corp.
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used software RAID in several years, if at all. “ Why the stigma? Well, there are a couple of reasons. For one, when software RAID first saw the light of day, computers were still slow and expensive (at least by today’ s standards). Offloading a high-performance task like RAID I/O onto a CPU that was likely already heavily overused meant that performing fundamental tasks such as file operations required a tremendous amount of CPU overhead. (…) But today, even multiprocessor systems are both inexpensive and common.” - Derek Vadala - Managing RAID on Linux - O'Reilly This book is highly recommended and an excellent resource if you plan on using RAID in ClearOS.



Software RAID Support You can implement software RAID in ClearOS by selecting the advanced "I will do my own partitioning" option during the installation wizard.



Hardware RAID Support Some hardware RAID controller cards are not true hardware controller cards. They are simple hard disk controllers with BIOS and drivers to do software RAID Support. If redundancy is your primary concern, then software RAID will serve you better than a quasi-hardware RAID support card. To quote (again) from the Managing RAID on Linux book from O'Reilly:



“ The low-end (RAID) controllers are, in essence, software RAID support controllers because they rely on the operating system to handle RAID support operations and because they store array configuration information on individual component disk. The real value of the controller is in the extra ATA channels.”



Supported hardware RAID cards: • • •



Adaptec SCSI - 200x, 21xx, 22xx, 27xx, 28xx, 29xx, 32xx, 34xx, 39xx, 54xx Adaptec IDE - 2400A 3ware IDE - Escalade 3W 5xxx/6xxx/7xxx



Unsupported, but may work: •



Check the Serial ATA (SATA) for RAID Support on Linux web site



Unsupported and not recommended: • •



Most Promise hardware, notably FastTrak100 TX and FastTrak TX2000 Adaptec ATA RAID 12xx



As a rule of thumb, if a hardware card is under USD $150, then it is probably not true hardware RAID (and therefore likely not supported).



RAID Support Links Serial ATA (SATA) Technical Guide For RAID Support
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Compatibility Overview The core ClearOS Enterprise system is based on source code from Red Hat Enterprise Linux. For the most part, hardware that is compatible with the Red Hat Enterprise Linux product will be compatible with ClearOS. For checking compatibility, use the online Red Hat Compatibility Guide. Keep in mind, there are many other hardware products that are compatible – the list is not exhaustive. Here are some tips when selecting hardware: • • • •



Avoid the latest technologies and chipsets. This will reduce the likelihood of compatibility issues and the possible reliability issues that might come with unproven hardware. Avoid desktop systems. You may save a couple of hundred dollars on a desktop system, but they are more likely to fail when used as a server/gateway. In case you missed the previous bullet point, avoid desktop hardware and systems. Check the vendors web site for Linux compatibility. If you can purchase ServerXYZ with a version of Red Hat Enterprise Linux pre-installed, then the system is very likely compatible with ClearOS Enterprise.



Vendors When it comes to Linux support, some hardware vendors are better than others.



Recommended The following vendors ship servers with Linux pre-installed and have a good record when it comes to driver support. You should still check the Red Hat Compatibility Guide, especially on any new models. • • •



Dell servers (not desktops) HP servers IBM servers



Not Recommended The following vendors have a poor or mixed track record for Linux support. • • •



Supermicro Promise Dell Optiplex desktops



RAID Compatibility See RAID Support.



Starting The Install Downloads Before starting a ClearOS Enterprise installation, you will need to download the installation media (details are in the next section). To verify the integrity of the download, you can check the MD5Sum of the file. What is an MD5sum? To make a long story short, an MD5sum is a simple way to verify the integrity of a downloaded file. For Windows, you can often use CD burning software to verify an MD5sum. Alternatively, you can download and install the free MD5Summer tool. In Linux, you can use the command line md5sum command.
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Install Methods There are three ways to install or upgrade ClearOS Enterprise: • • •



Bootable CD USB key (requires Internet access) PXE-enabled network card



Bootable CD The ClearOS software can be installed from a CD-ROM drive. • • •



If necessary, change your BIOS settings to run bootable CDs Insert the ClearOS CD Turn on your target system



Bootable USB Key Installing via a USB key is also possible. Only the first part of the install process actually runs off of the USB key, so you only need a small 20 MB key. The majority of the ClearOS installation is done over the network. First, you need to download the USB image: •



diskboot.img



You should then use desktop tools to image your USB key with this file. Keep in mind, you are not copying the diskboot.img file, but imaging your USB key with it. For those familiar with the Linux command line environment, you can use the dd command.



PXE Boot If you have a PXE Boot environment on your network, you can also configure it for ClearOS. If you do not have this environment, use the CD or USB key methods. Alternatively, you can go through the trouble of configuring your own environment.



Next Steps Once you have booted the installer, you can follow the installation wizard.



The contents of all your hard disks on the target computer will be completely erased. This may include any attached hard drives like USB and external SATA



Installation Wizard
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Basic Settings After starting the install, you will be presented with a simple and short installation wizard. The wizard takes you through the basic configuration options that are required to install ClearOS. Once completed, your installation will finish in only a few minutes. To navigate the wizard, you can use the following keys:



• • •



- navigates between fields - navigates within elements of a field - selects the current highlighted item



The details of each wizard screen is detailed below.



Video Tutorial



Language At the language screen, use the arrows to navigate to the language you want to configure your system for. Press tab to highlight the



button and then press



to confirm.



Keyboard At the keyboard type screen, select the keyboard layout that most resembles your system's keyboard (for example, 'us' for United States and Canada). Navigate (tab) to select



, and then hit



.
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Install Media For Installation method, if you are using a CDROM or DVD install disk, select Local CDROM. If you are using other methods including PXE or USB to install, select Network (HTTP).



Install / Upgrade If you are installing ClearOS 5.1 for the first time, leave Install selected and press system, select Upgrade and press



. If you are upgrading your



.



If you are upgrading, this will be the final step in the installation wizard.



Warning Screen At the warning screen, read the warning and follow the directions on the screen. Capitalization is important!



The installation process will remove all data attached to the server (including USB and firewire drives).



Server Type ClearOS supports both gateway and standalone server modes. • •



Standalone mode is used to create a server on a local area network (behind an existing firewall). Only one network card is required. Gateway mode allows your system to act as a firewall, gateway and server on your local network. At least two network cards are required. If you have two or more network cards installed in the server and want to protect your local network against threats originating from the Internet, then select gateway mode.



Network Connection Type If you are installing with a CD-ROM, you will need to select the type of Internet connection you have (DSL, DSL/PPPoE, Cable).



Network Card Drivers You will need to manually configure your network card settings if the installer does not automatically detect the driver.



Network Configuration Unless your Internet Service Provider (ISP) provides a static IP address, it is recommended that you use Dynamic IP Configuration. If your ISP assigns a static IP you will need to enter the individual TCP/IP settings as provided by your ISP. Make sure you have these settings available during the installation process.
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PPPoE ClearOS supports PPPoE DSL connections. Add the username and password provided by your ISP on this screen. For brain dead ISPs, you may also need to specify DNS servers.



LAN IP Address If you are installing ClearOS as a gateway, you must specify the network settings for your local area network. The LAN hostname can be used instead of the IP address for many network tools. For instance, you will be able to access the web-based administration tool at https://LAN-hostname:81 in your web browser.



Hostname - Password - Time Zone The next few screens will ask for your system name, system password and time zone.



Do not forget your system password!



Hard Disk Partitioning If you would like to specify your own partition scheme, then you should select yes on the Select Partition Type screen. The Advanced Partitioning screen will appear in the second stage of the installation process… don't panic! If you selected custom/advanced partitioning, please refer to the Advanced Partitioning Guide for help once you complete the software selection process.



Software Modules Select the software components to install on your system. Not all the modules are shown here - don't panic. With the ClearOS web-based configuration, you can add other modules at any time. You will receive a final confirmation page and then the install will proceed format your drive(s) and to copy the files to your server and the conclusion of the install you should get a prompt to reboot the server. Do not forget to remove your installation media.



Configuring Partitions & RAID Partition RAID – Overview For some installations, you may want to define a custom partition scheme instead of using the default. Typically, custom partitioning is required for: • •



Software RAID Creating a separate /home or /data partition



If you decide to use the default partitioning method instead of the custom partition RAID method, the system will create a 78 megabyte partition for '/boot', it will create a swap partition to match the size of RAM you have allocated to the system, and will place the remaining space for the root filesystem '/'.
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Partition RAID - Select Advanced Partitioning If you do not wish to use the default partitioning scheme on your system, then select I will do my own partitioning in the installation wizard. You should be familiar with disk partitioning concepts and Linux requirements for space when using this option.



The tool for creating partitions will appear at a later stage in the installer. Continue with the rest of the installation wizard after selecting the partition type on this screen.



Partition RAID - Using the Disk Druid Partition Tool The installation process uses the Disk Druid partitioning tool to allocate space for your system. This tool allows for creating software RAID, Logical Volumes, swap space, and regular partitions. The system is capable of creating ext2, ext3, swap, LVM, RAID, and vfat partition types. When you launch the partition tool, you may get a message indicating that the partition is unreadable. This is normal for blank disk drives or when non-standard partition tables are used with your existing disk. Choose partition table.



to create the



From the Disk Druid menu you can partition the disk(s). Listed below are some typical examples of some custom disk configurations and how to set them up.
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Partition RAID - Example: Software RAID 1 ADVANTAGES • •



Bootable High level of protection



DISADVANTAGES • •



Costly No improvement for disk performance



RAID 1 is often used as a way to protect the drives on which the operating system is running or as an entry-level solution for basic data protection. It is also called 'mirroring' or 'duplexing' (if the drives are on separate controllers). All data on the drive is mirrored from one partition to another. Data read occur from one drive only and data write operations are performed to both. RAID 1 is a well-rounded solution if basic redundancy is your goal. Here is a step-by-step guide to implement Software RAID 1 on regular IDE/SATA/SAS hard disks.



Partition RAID - Preparing the Hardware For software RAID 1, you need two hard disks. Since the RAID partitions on both the hard disks must be of equal size, it is a good idea to use two hard disks with (roughly) the same storage capacity. Choose 'Create custom layout' at the menu in Disk Druid. Once you are in the Partitioning tool you will be able to navigate and change the drive partitions. In our example, we are using two SATA disks on two different disk controllers. These hard disks are detected in Linux as: • •



/dev/sda /dev/sdc



Partition RAID - Deleting Existing Partitions
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Some hard disks may have partitions already defined. These existing partitions (if any) must first be deleted.



• • • •



Use the tab key to move to the main window (one tab after highlighting the Back button) Use the up/down arrows to select a partition Use the tab key to highlight the Delete button and hit return Repeat until all partitions are deleted
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Partition RAID - Creating the Swap Partition



After all the partitions are deleted, we can start our RAID configuration. First, we are going to start with the swap memory partitions. Putting swap memory on a software RAID partition is not recommended. For this reason, simply create swap partitions on both hard disks.



• • • • •



Tab to the New button and hit return Tab down to File System Type and select swap Tab to Allowable Drives and mark only sda and take the mark off of sdc. Tab down to Size (MB) and type in the size of your RAM in megabytes (MB) Tab down to OK and hit return.
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Repeat the same process, but this time mark sdc as an allowable drive and take the mark off of sda.



Partition RAID - Creating RAID Partitions The boot partition (/boot) is where we are going to start with our RAID solution.
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• • • • • •



Tab to the New button and hit return Tab down to File System type and select software RAID Tab to Allowable Drives and mark only sda and take the mark off of all the other drives. Tab down to Size (MB) and type in 100 Leave the mark on 'Fixed Size' Tab down to OK and hit return.



Repeat the same process, but this time mark sdc as an allowable drive and take the mark off of all the other drives. Now that we have two identical 100 MB partitions on both disks, we can create the software RAID disk:
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• • • •



Tab to the RAID button and hit return Type in /boot in the Mount Point field Tab to RAID Level and select RAID1 Tab to RAID Members and make sure the two partitions created earlier are selected



This example creates the /boot partition. Go through the same process for the root partition (/) and optionally any other partition that you want to create (/home, /var, etc.).



Partition RAID - Configuring the Boot Loader We are almost done with the software RAID configuration. Next, the installation wizard will ask for the boot loader settings.



30



CLEAROS USER GUIDE



• •



Select GRUB as your boot loader Disable the boot password (unless you really need it)



I f have trouble booting up your system with GRUB, you can use the LILO boot loader as an alternative. However, you will need to type the following on the first installation screen: linux lilo.



If the secondary disk fails (/dev/sdc), then the system will still be bootable. If the primary disk fails (/dev/sda), then your system will not boot. In order to make the secondary disk bootable as well, run the following command: grub-install /dev/sdc



Partition RAID - Example: Software RAID 5 ADVANTAGES • • •



Fast Read Access Cost effective Can make very large volumes



DISADVANTAGES • • •



Nominal Write speed improvements Multiple disk failure destroys all data Not bootable



RAID 5 is typically used on volumes where redundancy is required and optimum capacity is needed. This form of RAID Partition is also called 'striping with parity' and works by spreading the data across all the disks. Moreover a checksum is maintained and spread across all disks in such a manner that a single drive failure out of the whole array is tolerable. RAID 5 is typical for many storage servers.



Partition RAID - Preparing the Hardware For software RAID 5, you need at least three hard disks. Since the RAID partitions on both the hard disks must be of equal size, it is a good idea to use hard disks with (roughly) the same storage capacity. In our example, we are using three SATA disks. These hard disks are detected in Linux as: • • •



/dev/sdb /dev/sdc /dev/sdd



For purposes of this demonstration we will assume that /dev/sda is used for the system RAID partition, swap, and boot partition. Please refer to the section above on RAID 1 if you need assistance in removing existing partitions. Please refer to the section above in the RAID 1 section for the boot partition options that are prompted by the installer once you have concluded creating the partitions.



Partition RAID - Creating RAID 5 Partition We will create a large RAID 5 volume for our file server using /var/flexshare/shares as our mount point. This will allow our file server to optimize for space.
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•



Tab to the New button and hit return



• • • •



Tab down to File System type and select software RAID Tab to Allowable Drives and mark only sdb and take the mark off of all the other drives. Tab down to radio buttons and select 'Fill all available space' Tab down to OK and hit return.



Repeat the same process for sdc and sdd, be sure to mark the correct allowable drive and take the marks off of all the other drives.



32



CLEAROS USER GUIDE



Now that we should have three identical configurations, we can create the software RAID disk:



• • • •



Tab to the RAID button and hit return Type in /var/flexshare/shares in the Mount Point field Tab to RAID Level and select RAID5 Tab to RAID Members and make sure the three partitions created earlier are selected



Copyright © 2010 ClearCenter, Corp.



33



CLEAROS USER GUIDE



Once completed, click OK and continue through the GRUB installation process.



Partition RAID - Example: Software RAID 0 ADVANTAGES • •



Fast Read/Write access Can make very large volumes



DISADVANTAGES • •



Failure rate higher than single disk and failure rate increases with each additional drive Not bootable



RAID 0 is typically used when speed is the only concern. This form or RAID is also called 'striping'. All the data in this type of array is spread over all the disks and the server is able to write and read the data quickly because it can read from all disks in the array simultaneously. RAID 0 is often used for high performance application servers and database servers where the data does not need protection or is preserved in some other manner.



Preparing the Hardware - Partition RAID For software RAID 0, you need at least two hard disks. Since the RAID partition on both the hard disks must be of equal size, it is a good idea to use hard disks with (roughly) the same storage capacity. In our example, we are using two SATA disks. These hard disks are detected in Linux as: • •



/dev/sdb /dev/sdc



For purposes of this demonstration we will assume that /dev/sda is used for the system partition, swap, and boot partition. Please refer to the section above on RAID 1 if you need assistance in removing existing partitions. Please refer to the section above in the RAID 1 section for the boot partition options that are prompted by the installer once you have concluded creating the partitions.
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Partition RAID - Creating RAID 0 Partition We will create a RAID 0 volume for our MySQL server using /var/lib/mysql as our mount point. This will allow our database server to optimize for speed.



•



Tab to the New button and hit return



• • • •



Tab down to File System type and select software RAID Tab to Allowable Drives and mark only sdb and take the mark off of all the other drives. Tab down to radio buttons and select 'Fill all available space' Tab down to OK and hit return.



Repeat the same process for sdc and, be sure to mark the correct allowable drive and take the marks off of all the other drives.
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Now that we should have two identical configurations, we can create the software RAID disk:



• • • •



Tab to the RAID button and hit return Type in /var/lib/mysql in the Mount Point field Tab to RAID Level and select RAID0 Tab to RAID Members and make sure the two partitions created earlier are selected
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Once completed, click OK and continue through the GRUB installation process.



Partition RAID - Notes on Software RAID 6 ADVANTAGES • • •



Fast Read Access More reliable than RAID 5 Can make very large volumes



DISADVANTAGES • • •



Nominal Write speed improvements Multiple disk failure destroys all data Not bootable



RAID 6 is very similar to RAID 5 except that there are two drives allocated to parity instead of one. RAID 6 is more effective than RAID 5 with hot spare because the parity is maintained throughout instead of creation at the point of failure. This form or RAID Partition is typically used on volumes where extra redundancy is required and optimum capacity is needed. This form of RAID is similar to HP's ADG RAID and works by spreading the data across all the disks. Moreover a two checksums are maintained and spread across all disks in such a manner that the RAID can tolerate two disk failures. RAID 6 is typical for many storage servers. RAID 6 require 4 disks at a minimum. Configure RAID 6 in the same manner as RAID 5 but select RAID 6 instead during the RAID creation process.



Partition RAID - Testing Software RAID You can validate your RAID system by looking at the status of the drive using the 'cat /proc/mdstat' command. You can also validate RAID1 and RAID 5 systems by removing a RAID member.



Partition RAID - Gathering RAID statistics The Proc subsystem will show you up-to-date information about your RAID members. Issue the following command to see the status of your RAID: cat /proc/mdstat
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Partition RAID - Redundancy Validation Another way to validate redundancy is to manually create a 'failed' condition by physically disconnecting a RAID member. This is recommended for new systems as a way to validate this feature before production data is committed to the volume. • • • • • •



Power down the machine Unplug the data connector from the drive (just unplugging the power is going to make the BIOS unhappy and the system will not be bootable) Power up the machine Check the data and the volume status Power down the machine and re-attach the drive Use 'watch cat /proc/mdstat' and monitor the volume in recover mode



Partition RAID – Links • •



Software RAID Howto Red Hat Installation Guide - text mode



Installer Troubleshooting Overview There are thousands of pieces of hardware and related drivers available for use in the PC world. The advantage: consumer choice. The disadvantage: hardware compatibility issues are common. There are several debug screens in the installer that can help when an installation fails. Use the Alt-FX key combination to view: • • • • •



Alt-F1: main install screen Alt-F2: command line (not always available) Alt-F3: general log Alt-F4: driver log Alt-F5: hard disk / CD log



First Boot First Boot Configuration Options When you first boot the system after the installation has completed, you will be presented with some configuration options to complete the install. These settings are necessary for the configuration of certificates, changes to network settings, and options to register the system on ClearSDN. The system will boot to a login screen at the console. You must provide the username 'root' and the password you supplied during the install.



If you need to drop to a command line when presented with this screen, you can press 'CTRL+ALT+F1' (F1-F6 are command line terminals, F7 is a log for the XWindows environment, and F8 is the graphical user interface for Webconfig). To get back to Webconfig, press 'CTRL+ALT+F8'.
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You can also start the wizard from a web browser on a different system if necessary. Access the Webconfig through your web browser at https://hostname_or_ip_address:81. You must have port 81 accessible to do this. This interface is available if you are on the inside network of the server in gateway mode.



Language Select your language from the menu and click



to continue.



Network The network setting here can be changed at this time. This is useful if you had to install the server using different IP addresses (network install) or if you made an error during the installation. In order to register at this time you must have a valid connection to the Internet. You may also change the mode of the server. This is useful if you did not have the correct drivers for your network card when you installed the system and had to install it in standalone server mode and have added the drivers since then. Please refer to the IP Settings help if you need to change any of the settings here. Click



to continue.



Time Zone Select your time zone from the list provided. If your city is not provided, select the nearest major city that is also within the same time zone as your server. Click to



continue.



Domain Specify the Internet domain of this server. This is the domain name (e.g. example.com) of your organization and not the hostname of this server. Click to continue. Organization The organization data is used to create server certificates for this server. Enter accurate information here. • • • • • • • • Click to



Internet Hostname - the host name for this server, e.g. gateway.example.com Organization - the organization using the system, e.g. Acme Corporation, Home Unit - the division or unit of this organization, e.g. Corporate, IT, Accounting Street - the street address for the organization. City - the city for the organization. Regions - the state, province or region for the organization. Country - the country for the organization.list. Postal Code - the postal/zip code for the organization. continue.



Finish At the conclusion of the setup wizard, we recommend that you continue ClearOS configuration using a standard web browser on any desktop system. You can find out more about ClearOS Webconfig here.
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Webconfig Webconfig Overview Once you have your network up and running with the first boot wizard, you can configure all other ClearOS features from the web browser of any desktop or laptop computer. Throughout this user guide, we call this web-based administration tool Webconfig.



Webconfig Access To access the ClearOS Webconfig (the web-based administration tool), type the following into your web browser: https://IP_Address:81 for example: https://192.168.1.1:81 The IP address that you need to use was selected during installation or on first boot. If you do not remember this information, you can always connect a keyboard and monitor to the system and check the information provided on the console. Please note the following about Webconfig: • •



it uses the encrypted protocol (https instead of http) it runs on a non-standard port (the :81 appended to the web page address) so that it does not interfere with an existing web server



Webconfig Certificate Warning You will see a warning about your security certificate (see adjacent screenshot). Click on the appropriate button to ignore the message or accept the certificate. Your connection is still secure and encrypted, but your server certificate is not official. A quality valid certificate can cost over $100 a year to maintain and is not typically necessary in this situation.



Webconfig Username and Password
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You will then see a login prompt (see adjacent screenshot). Login with the username root and your system password. You should also note that regular users can login to change their password and download security certificates. If you have configured administrator access, users will also have access to specified pages in Webconfig.



Webconfig Help Every configuration page in the web-based administration tool includes a web link to the user guide. If you ever need more information on a particular page, simply click on the link (see adjacent screenshot) to access the relevant page in this user guide. In addition, you will see a link to access professional ClearCARE technical support from ClearCenter. If you are subscribed technical support, help is just a click away.



Webconfig Next Step After logging in, registering your system should be your first task.



System Registration Overview Registering you ClearOS Enterprise system will give you access to the following free services: • • •



Remote Configuration Backup Software Updates Dynamic DNS



You can also subscribe to professional ClearCARE technical support, along with the following optional ClearSDN services: • • • • • • • • • •



Content Filter Updates Intrusion Protection Updates Remote Security Audit Remote Server Backup Antimalware Updates Antispam Updates Remote System Monitor Remote Bandwidth Monitor Dynamic VPN Internet Domain and DNS Services
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A 15-day free trial is available when your register a new system! Kick the tires and try the services at no cost.



Menu You can find this feature in the menu system at the following location:



Video Tutorial



System Activation Create an Online Account If you do not yet have a ClearCenter online account, you can create one here. It is quick, easy to do and free! Complete Registration Wizard With your online account information in hand, you are now ready to register your ClearOS system. • • • •



Login to your system via the web-based administration tool. Click on in the menu. In the first step in the wizard, enter your online account username and password. Continue with the registration wizard
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Diagnostic Data During the registration process, you are given the option to participate in sending diagnostic data. In an effort to improve hardware compatibility information along with defining system requirements, the following diagnostic data is collected: • • • • •



PCI hardware information Hard disk and partition sizes Number and type of network interfaces Number of users ClearOS modules installed



Software Modules Software Modules – Overview Optional software modules can be installed on your ClearOS system. This modular design lets you select all the features that you need – no more, no less. Whether you want a finely tuned firewall/gateway or an all-in-one system, you can install the modules to match your needs.



Software Modules – Installation This feature is part of the core system and installed by default.



Software Modules – Menu You can find this feature in the menu system at the following location:



Software Modules - Finding a Module Software modules are offered from ClearCenter's Service Delivery Network (ClearSDN) via webconfig. To view a list of available modules, click on shown below.



. A sample screenshot is
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The system must be registered with ClearCenter to access this feature.



Software Modules - Installing a Module Select the module you wish to install, and hit . Installing a module may take some time, depending on the size of the package, dependencies, your connection speed. Please be patient! Once complete, you will see an additional navigation link under the appropriate heading. For example, if you were installing DMZ and 1:1 NAT firewall module, have a look under the Network heading. Here is an example of a system that needs a lot of updates. In this case, the user was running a Release Candidate version of ClearOS
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Software Modules - Advanced Users The following instructions should only be used by advanced users familiar with ClearOS command line interface (CLI).



Software Modules - Package Listing A complete listing of all packages in the yum repository can be found by using the following command: yum list By piping the results of the search into a grep filter, you can easily find what you are looking for. For example, if you wanted to find packages relating to the Postfix SMTP mail server, you could issue the following command: yum list | grep postfix The response would include all packages containing the search string 'postfix'.



Software Modules - Package Installation Some users will prefer to use yum via command line to install and manage packages. The following example would install the Protocol Filter module: yum install app-protocol-filter
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Groups Overview The group manager page allows you to add, delete and manage groups on the system. By creating groups, you can set access permissions for various applications in ClearOS. For example, you can create a Flexshare file share that can be managed by a Sales group.



Installation If you install a module that depends on users/groups, this feature will automatically be installed as well.



Menu You can find this feature in the menu system at the following location:



Video Tutorial



Configuration There are three distinct parts to define a group:
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• • •



The group name is a simple one-word group, for example sales The description is where you can describe the group in a few words, for example Sales and Marketing Team The group members are the members to include the specified group



The first thing you will see on the group manager page is a summary of existing groups. These are broken into two categories: • •



User Defined Groups Built-in Groups



User Defined Groups With user defined groups, you can create and manage your own groups.



Built-in Groups Some pre-defined groups are included in ClearOS and these are summarized in the following table. Group



Description



Purpose



allusers



All Users



A group containing all the users on the system



domain_admins



Domain Admins



Windows domain administrators



You can learn more about the purpose of Windows groups in the Windows Networking section of the User Guide.



Users Overview The user manager page allows you to add, delete and manage users on the ClearOS system.



Installation If you install a module that depends on users/groups, this feature will automatically be installed as well.



Menu You can find this feature in the menu system at the following location:



Video Tutorial
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Configuration User Overview The first thing you will see on the user manager page is a summary of existing users. This summary includes the username, name and the enabled applications for each user. The core applications on ClearOS include: • • • •



FTP Server Mailbox OpenVPN PPTP Server



• • •



Proxy Server Web Server share Windows networking



The application options will only appear if the specific application is installed
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User Information When adding or editing a user, you must configure the following fields: • • • •



Username First name Last name Password



In addition, you can also: • • •



Configure optional fields such as telephone number, address, title, and more. Select the permitted applications for the user. Specify group membership on the system.



Passwords The password specified for the user must follow these rules: • •



Starts with a letter or number Must not contain the following characters: | ;



Tips and Tricks Secure Shell (SSH) Secure Shell (SSH) access for users is rarely required and should be considered only for trusted users. To enable this option in the web-based account manager, add or change the following parameter in /etc/system/webconfig: allow shell = 1



User Profile Overview The user profile page gives end users a place to change their password and other personal settings.



Configuration An end user can access their profile page by providing their username and password in Webconfig.



Passwords Your ClearOS password must follow these rules: • •



Starts with a letter or number Must not contain the following characters: | ;
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Security & Keys Security Keys - Overview The Security and Keys system provides a one-stop location for end users who need to access security settings for the desktop systems, namely: • •



SSL Certificates (including PKCS12) OpenVPN configuration



Unlike most of the other pages in the webconfig system, this one is designed to be accessed by the end user. To view the information on this page, login with the end user's username (instead of root).



Security Keys – Menu You can find this feature in the menu system at the following location:



Security Keys - Configuration Security Keys - E-mail / PKCS#12 If your system administrator has enabled encryption and digital signatures on the mail system, click on the to download and install the PKCS#12 file.



Security Keys – OpenVPN If your system administrator has enabled OpenVPN on your ClearOS system, you can download all the necessary security and configuration to connect via VPN (virtual private networking). You will need to download all the files to configure your connection: • Certificate Authority • Certificate • Key • Configuration File



Domain & LDAP
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Domain LDAP – Overview Core information, such as usernames and passwords, are stored in LDAP. The Domain LDAP Webconfig page is where you can view and manage LDAP server settings. LDAP is a protocol for accessing user, group and other key information from a directory. Because of its close association with that directory, the directory is sometimes called an LDAP Directory. ClearOS uses OpenLDAP as its LDAP Directory Server and the LDAP protocol for accessing and authenticating usernames and passwords. All user information on ClearOS is stored in this directory.



Domain LDAP - Installation If you install a module that depends on users/groups, this feature will automatically be installed as well.



Domain LDAP - Menu You can find this feature in the menu system at the following location:



Domain LDAP - Configuration Domain LDAP - LDAP Options The following settings can be configured in Webconfig: • •



The Domain Name should be set to your primary Internet domain, for example example.com The Publish Policy is useful if you need to access the LDAP directory from an external system



Domain LDAP - LDAP Information This Webconfig page also lists the LDAP bind information which is useful if you need to connect with other custom services or with and LDAP directory browser.



The bind information and password listed here is critical and sensitive and should be protected.
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Domain LDAP - Accessing the LDAP Directory via Command Line Webconfig uses the LDAP Directory transparently for many functions. For the most part, adding users, creating groups, setting passwords or changing information about the server will modify the directory in all the ways you need it to without needing to manually enter records.



Modifying data in your LDAP directory by hand can break functionality of ClearOS and make it unsupportable!



For these examples we will use the following data: • • • •



Hostname: localhost Base DN: dc=clearos,dc=lan Bind DN: cn=manager,cn=internal,dc=clearos,dc=lan Bind Password: gbGKD86gEWXLYNRm



A simple search will reveal our entire LDAP directory.



ldapsearch -h localhost -b "dc=clearos,dc=lan" \ -D "cn=manager,cn=internal,dc=clearos,dc=lan" \ -s sub "objectclass=*" -x -w gbGKD86gEWXLYNRm You can also limit the results to include only specific information. For example, the following show all the groups on the system:



ldapsearch -h localhost -b "dc=clearos,dc=lan" \ -D "cn=manager,cn=internal,dc=clearos,dc=lan" \ -s sub "objectclass=GroupOfNames" -x -w gbGKD86gEWXLYNRm



Organization Overview The Organization page is critical for secure system operation. The data is used to create your ClearOS server as a certificate authority for internal security certificates. This is useful for securing connection with OpenVPN, secure mail, web security and other secure subsystems.
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Installation This feature is part of the core system and installed by default.



Menu You can find this feature in the menu system at the following location:



Configuration Organization and Root Certificate The information submitted to this page should be accurate and truthful for businesses and organizations that wish to establish a high level of trust to external users. This will help users connecting to your system to see that the root certificate is really you if they look at the certificate chain for any security connection.



Internet Hostname Should specify the external name for the system on any system that hosts external Internet services. It can also be an internal name convention but should match the DNS name that users type in to get to the box. Organization This is the legal name of the organization. Unit This can be a division within the organization or a department designation (for example, Corporate or IT Department) Street This is the street address of the organization and not necessarily the location of the server. City This is the city of the organization and not necessarily the location of the server. State/Province This is the state or province of the organization and not necessarily the location of the server.
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Country This is the country of the organization and not necessarily the location of the server. Postal/ZIP Code This is the postal code or the ZIP code of the organization and not necessarily the location of the server.



Why Is This Required? It is best to set this information up correctly the first time to avoid needing to recertificate later.



Information about your organization is used by the system to: • • •



Generate security/SSL certificates for the system. To name a few features, this is required for OpenVPN, Webmail and the Web-based Administration tool. In addition, you will be able to remove the SSL certificate warning shown in web browsers. Generate security/SSL certificates for end users. These certificates are used in OpenVPN and can also be deployed for encrypting/signing e-mail. Pre-populate the organization information used when creating a new user.



Privacy Policy The information provided is for your own use. We do not collect this information in any way. You should keep in mind that organization information can be seen inside the security/SSL certificates generated by the system. For example, if you allow webmail access to your server, information about your organization is publicly available. For home users or people wishing to protect their privacy, feel free to provide fake information!



Import & Export Overview New users to the system can be imported from a CSV (Comma Separated Values) file. This can save time especially if you have a large user count and need an automated way to create users. You can also export users from the system to a spreadsheet.



Installation If you install a module that depends on users/groups, this feature will automatically be installed as well.



Menu
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You can find this feature in the menu system at the following location:



Configuration Importing Users To import users you must have a well-formed CSV file of the users. If you need to get a template of how the users should look in the CSV file, click on the Download template link. To start the upload: • •



Click on the button. This will open a window on your browser. Find and select the file and click the confirmation button.



•



Click the import.



•



Click the



button and the system will indicate the number of users it will try to button and the users will begin importing into the system.



It is very important that the format or your CSV file is correct. Also some characters and symbols may not import properly can can cause some issues. If your import reports errors, note the users that had problems and fix them. The system will not import users that have already been added. ALSO: it is important that you be patient while the browser performs the import. A log will indicate which record is being imported and which ones succeed or fail.



Exporting users To export the users, click the button. This will let you download a current list of users on the system.



The system will not export passwords. It does not store them in plain text or reversible encryption and will leave the password field blank.



Import Log To view the last import log file, click the button.



Tricks and Tips When creating users and group memberships for large organizations, it can be useful to create sample infrastructure on the server and export that list instead of using the template. This way you can see the well formed fields and replicate entries for multiple users using copy and paste methods.
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Template Database Fields Username This is the user's name on the network. It is recommended that usernames should be listed in lowercase. There should not be any spaces in this field. You should also avoid funny characters and symbols in usernames. To be well-formed, the username should exist in quotation marks in the raw CSV file. firstName This is the First Name of the user. This name should have proper capitalization and spelling. To be well-formed, the username should exist in quotation marks in the raw CSV file. lastName This is the First Name of the user. This name should have proper capitalization and spelling. To be well-formed, the username should exist in quotation marks in the raw CSV file. Password This is the password you intend for the user. You should avoid certain characters like asterisks. On user exports, this field will ALWAYS be blank. On user imports, this field must ALWAYS be defined. To be well-formed, the username should exist in quotation marks in the raw CSV file. Street This is the street address for the user. If you created the user in the individual user creation page, this field is auto-populated with the data from the system certificate. To be well-formed, the username should exist in quotation marks in the raw CSV file. roomNumber This is the room or floor number for the user. If you created the user in the individual user creation page, this field is blank. To be well-formed, the username should exist in quotation marks in the raw CSV file. City This is the city for the user. If you created the user in the individual user creation page, this field is autopopulated with the data from the system certificate. To be well-formed, the username should exist in quotation marks in the raw CSV file. Region This is the state, region, or province for the user. If you created the user in the individual user creation page, this field is auto-populated with the data from the system certificate. To be well-formed, the username should exist in quotation marks in the raw CSV file. Country This is the country for the user. If you created the user in the individual user creation page, this field is autopopulated with the data from the system certificate. To be well-formed, the username should exist in quotation marks in the raw CSV file. postalCode This is the postal or ZIP code for the user. If you created the user in the individual user creation page, this field is auto-populated with the data from the system certificate. To be well-formed, the username should exist in quotation marks in the raw CSV file.
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Organization This is the organization name for the user. If you created the user in the individual user creation page, this field is auto-populated with the data from the system certificate. To be well-formed, the username should exist in quotation marks in the raw CSV file. Unit This is the business unit or department for the user. If you created the user in the individual user creation page, this field is auto-populated with the data from the system certificate. To be well-formed, the username should exist in quotation marks in the raw CSV file. Telephone This is the telephone number for the user. If you created the user in the individual user creation page, this field is blank. To be well-formed, the username should exist in quotation marks in the raw CSV file. Fax This is the fax number for the user. If you created the user in the individual user creation page, this field is blank. To be well-formed, the username should exist in quotation marks in the raw CSV file. mailFlag Enables a personal mail account for the user in the mail system (POP3/IMAP/SMTP). This is the equivalent of checking the 'Mailbox' option in the user account creation window in the 'Services' section. Acceptable values are: • •



TRUE FALSE



Mailquota A numeric value representing the mailbox quota for the user expressed in megabytes. Leave this field blank for 'unlimited'. Acceptable values are: • • • • • • • • • • • • • • •



50 100 200 300 400 500 600 700 800 900 1000 2000 3000 4000 (blank)



proxyFlag Enables user-based authentication for the proxy server for this user. This is the equivalent of checking the 'Proxy Server' option in the user account creation window in the 'Services' section. Acceptable values are: • •



TRUE FALSE



openvpnFlag Enables access to the network externally via the OpenVPN server for this user. This is the equivalent of checking the 'OpenVPN' option in the user account creation window in the 'Services' section. Acceptable values are: •



TRUE Copyright © 2010 ClearCenter, Corp.
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•



FALSE



pptpFlag Enables access to the network externally via PPTP VPN server for this user. This is the equivalent of checking the 'PPTP VPN' option in the user account creation window in the 'Services' section. Acceptable values are: • •



TRUE FALSE



sambaFlag Enables access to the Samba server for this user. In particular, the user will be provisioned a user directory via Windows Networking. This is the equivalent of checking the 'Windows Networking' option in the user account creation window in the 'Services' section. Acceptable values are: • •



TRUE FALSE



ftpFlag Enables access to the FTP server for this user. In particular, the user will be provisioned access to their user directory via FTP. This is the equivalent of checking the 'FTP' option in the user account creation window in the 'Services' section. Acceptable values are: • •



TRUE FALSE



webFlag Enables access to the web server share for this user. This is the equivalent of checking the 'Web' option in the user account creation window in the 'Services' section. Acceptable values are: • •



TRUE FALSE



pbxState This field is for support for VoIP enabled systems only. Acceptable values are: • •



TRUE FALSE



pbxPresenceState This field is for support for VoIP enabled systems only. Acceptable values are: • •



TRUE FALSE



pbxExtension This field is for support for VoIP enabled systems only. This is the Extension of the user in the VoIP subsystem provided with the VoIP module. By default this field is blank. Groups This is a list of groups to which the user is a member. Values should be restrained within quotation marks and be comma separated. For example:



"administration,accounting,projects"
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IP Settings IP Settings – Overview This is place to learn how to configure your network, hostname and DNS servers.



IP Settings – Configuration IP Settings - Network IP Settings – Mode The ClearOS system can run in one of three different modes: • • •



Standalone Mode - No firewall - for a standalone server without a firewall (for example, a file server) Standalone Mode - for a standalone server with a firewall (for example, a public web server) Gateway - for connecting your LAN, DMZ, and/or HotLAN to the Internet



IP Settings – Hostname A hostname is the full name of your system. If you have your own domain, you can use a hostname like gateway.example.com, mail.example.com, etc. If you do not have your own domain then you can use one of the free dynamic DNS hostnames provided by the ClearSDN. Alternatively, you can also make one up: gateway.lan, mail.lan. The hostname does require at least one period (.) IP Settings - Name/DNS Servers On DHCP and DSL/PPPoE connections, the DNS servers will be configured automatically for your IP Settings. In these two types of connections there is no reason to set your DNS servers. Users with static IP addresses should use the DNS servers provided by your Internet Service Provider (ISP). If you are using Multi-WAN, please review the documentation on the topic of DNS servers.



IP Settings - Interfaces IP Settings - Network Roles When configuring a network interface, the first thing you need to consider is the network role in IP Settings. Will this network card be used to connect to the Internet, for a local network, for a network with just server systems? The following network roles in IP Settings are supported in ClearOS and are described in further detail in the next sections: • • • •



External - network interface with direct or indirect access to the Internet LAN - local area network Hot LAN - local area network for untrusted systems DMZ - de-militarized zone for a public network



On a standalone system, your network card should be configured with an external role, not a LAN role
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IP Settings – External The external role provides a connection to the Internet. On a ClearOS system configured as a gateway, the external role is for your Internet connection. On a ClearOS system configured in standalone mode, the external role is for connecting to your local area network. On ClearOS, you can have more than one external interface configured for load balancing and automatic failover. See the Multi-WAN section of the user guide for details. IP Settings – LAN The LAN (local area network) role provides network connectivity for your desktops, laptops and other network devices. LANs should be configured with an IP address range of 192.168.x.x or 10.x.x.x. For example, you can configure your ClearOS LAN interface with the following settings: • •



IP: 192.168.1.1 Netmask: 255.255.255.0



In this example, all systems on your LAN would have IP addresses in the range of 192.168.1.2 to 192.168.1.254. IP Settings - Hot LAN Hot LAN (or “ Hotspot Mode” ) allows you to create a separate LAN network for untrusted systems. Typically, a Hot LAN is used for: • • •



Servers open to the Internet (web server, mail server) Guest networks Wireless networks



A Hot LAN is able to access the Internet, but is not able to access any systems on a LAN. As an example, a Hot LAN can be configured in an office meeting room used by non-employees. Users in the meeting room could access the Internet and each other, but not the LAN used by company employees. The firewall port forwarding page in webconfig is used to forward ports to both LANs and Hot LANs.



Only one Hot LAN is permitted.



IP Settings – DMZ In ClearOS, a DMZ interface is for managing a block of public Internet IP addresses. If you do not have a block of public IP addresses, then use the Hot LAN role of your IP Settings. A typical DMZ setup looks like: • • •



WAN: An IP addresses for connecting to the Internet LAN: A private network on 192.168.x.x DMZ: A block of Internet IPs (e.g from 216.138.245.17 to 216.138.245.31)



Webconfig has a DMZ firewall configuration page to manage firewall policies on the DMZ network.
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IP Settings - Virtual IPs ClearOS supports virtual IPs. To add a virtual IP address, click on the link to configure a virtual IP address and add specify the IP Address and Netmask. You will also need to create advanced firewall rules if the virtual IP is on the Internet.



Though you can access this virtual IP address on the ClearOS system, it is not possible to use a virtual IP as a LAN gateway.



IP Settings - Troubleshooting The two network cables coming from your box may need to be swapped. If you are having a hard time connecting to the Internet, make sure you try swapping the cables.



In most installs, the network cards and IP settings will work straight out of the box. However, getting the network up the first time can be an exercise in frustration in some circumstances. Issues include; • • •



Network card compatibility Invalid networks settings (username, password, default gateway) Finicky cable/DSL modems that cache network card hardware information



Here are some helpful advanced tools and tips to diagnose a network issue from the command line: • • •



mii-tool displays link status and speed ethtool eth0 displays links status, speed, and many other stats - not all cards support this tool ifconfig eth0 displays IP settings on eth0



Multi-WAN Overview The multi-WAN feature in ClearOS allows you to connect your system to multiple Internet connections. ClearOS multi-WAN not only provides load balancing, but also automatic failover.



How It Works The ClearOS multi-WAN has the following features: • • •



auto-failover load balanced round-robin based on user-defined weights



To give you an example of how multi-WAN works, imagine two 1 Mbit/s DSL lines with two users on the local network. With every new connection to a server on the Internet, the multi-WAN system alternates WAN interfaces. User A could be downloading a large file through WAN #1, while User B is making a voice-over-IP (VoIP) telephone call on WAN #2. With some applications, the download speed for the multi-WAN system can use the full 2 Mbit/s available. For example, downloading a large file from a peer-to-peer network will use the bandwidth from both WAN connections simultaneously. Copyright © 2010 ClearCenter, Corp.
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This is possible since the peer-to-peer technology uses many different Internet “ peers” for downloading. At the other end of the spectrum, consider the case of downloading a large file from a web site. In this case, only a single WAN connection is used – 1 Mbit/s maximum. Bandwidth aggregation (combining multiple WAN interfaces to look like a single WAN interface) is not possible without help for your ISP since both ends of an Internet connection must be configured.



Configuration Weights Multi-WAN weights are used to load balance outbound Internet traffic. By default, all WAN interfaces are given a weight of one. This default configuration means the network traffic will be roughly evenly split amongst the different WAN connections. In one of the typical multi-WAN configurations, a second broadband connection is used for backup. This second connection is often a low-cost and low-bandwidth connection. In this case, you would want to set the weight on your high-bandwidth connection to 3 or 4, while leaving your low-cost/low-end connection with a weight of 1.



Source Based Routes In some situations, you may want a system on your local area network (LAN) to always use a particular WAN interface. A source-based route definition makes this possible.



Destination Port Rules In some situations, you may want to send network traffic for a specific port out a particular WAN interface. For example, you may want to send all DNS traffic out a particular WAN network.



Routing Policies Some Internet service providers (ISPs) will not allow traffic from source addresses they do not recognize as their own. The following scenarios will give you a good idea of common issues faced in a multi-WAN environment. In the examples, we assume two connections, but the same issues crop up with three or more connections.



DNS Servers The DNS servers configured on the ClearOS system will be provided by one or both ISPs. In our example, we are going to assume that ISP #1 provides the DNS servers. If a DNS request from your network goes out the ISP #2 connection, it might get blocked by ISP #1. Result: DNS requests will only succeed on ISP #1. Solution – Use DNS servers that are accessible from any network. If your ISPs do not provide such DNS servers, then we recommend using OpenDNS. Note: your DHCP/DSL network configuration settings should have the Automatic DNS Servers checkbox unchecked.
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DMZ Networks If you have a range of extra IP addresses provided by ISP #1, you may need to explicitly send traffic from these extra IPs out the ISP #1 connection. ISP #2 may drop the packets. Solution – Use a Source Based Route for your DMZ network.



DHCP Server Overview The Dynamic Host Configuration Protocol (DHCP) server allows hosts on a network to request and be assigned IP addresses. This service eliminates the need to manually configure new hosts that join your network.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration Global Settings Status You can enable and disable the DHCP server at any time. Authoritative Unless you are running more than one DHCP on your network, enable Authoritative mode. When this is enabled, then DHCP requests on unknown leases from unknown hosts will not be ignored. This will be the case when a foreign laptop is plugged into your network. Domain Name The server can auto-configure the default Internet domain name for systems using DHCP on your network. You can either use your own Internet domain (for example: example.com) or you can simply make one up (for example: lan). Example: • • •



A desktop system on your local network has a system name scooter and uses DHCP. The domain name specified in the DHCP server is example.com. On startup, the desktop system appends example.com to its system name. Its full hostname would become scooter.example.com.



Subnet Configuration In a typical installation, the DHCP server is configured on all LAN interfaces. To add/edit DHCP settings for a particular network interface, click on the appropriate add/edit button. Copyright © 2010 ClearCenter, Corp.
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Network The network number is automatically detected by the system. IP Ranges Keep a range of IP addresses available for systems and services that require static addresses. For instance, a PPTP VPN server and some types of network printers require static IP addresses. In a typical local area network, the first 99 IP addresses are set aside for static addresses while the remaining addresses from 100 to 254 are set aside for the systems using the DHCP server. Adjust these settings to suit your needs and your network. DNS Servers The server can auto-configure the DNS settings for systems using DHCP on your network. By default, the IP address of the Local DNS Server on your ClearOS system is used. You should change this setting if you want to use an alternate DNS server. WINS Server If you have a Microsoft Windows Internet Naming Service (WINS) server on your network, you can provide the IP address to all Windows computers on your network. This will allow Windows systems to access resources via Windows Networking. You can enter the LAN IP address of your ClearOS system here if you have enabled Windows networking on your system.. TFTP Server If you have a TFTP server on your network, you can specify the IP address in your DHCP configuration. Among other uses, TFTP is commonly used by VoIP phones. NTP Server If you have an NTP (time) server on your network, you can specify the IP address in your DHCP configuration. Though most modern desktop systems are already configured with a time server, some devices and applications require a local NTP server available.



Active and Static Leases A list of systems that are actively using the DHCP server is shown in the Active Leases table. If you would like to make a DHCP lease for a particular system permanent, you can click on the appropriate button in this list.



Common Issues • •



You should only have one (1) DHCP server per network. Enabling DHCP on your Internet connection is… not a good idea.



Local DNS Server Overview The local DNS server does two things for your ClearOS network: •



it associates local IP addresses with hostnames
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•



it provides a caching DNS service for your local network



Configuration A host is defined as any system with an IP address – desktop, laptop, printer, media device, etc. Each host can have a hostname, along with any number of aliases. For example, you could add a hostname for a file server on your network with the following settings: • •



IP Address: 192.168.1.10 Hostname: fileserver.example.com



After adding the hostname, you are given an opportunity to add additional aliases (or hostnames) for the given host. If we were using the file server as a backup server, we could add backup.example.com to the list of aliases.



Tips and Tricks You may have noticed that a default alias is added whenever you add a hostname. For example, adding the hostname fileserver.example.com will also add the default alias fileserver. This alias can be used as a shortcut on your network. How? If you use the ClearOS DHCP Server, you can specify a default domain name. Staying with our example, our default domain name should be set to example.com. Any system using DHCP could then access other systems on the network using the alias (fileserver) instead of the full hostname (fileserver.example.com).



1 To 1 NAT Overview 1-to-1 NAT maps a public Internet IP to an IP on your local area network (LAN).



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration You can map 1-to-1 NAT IPs in one of two ways: • •



With no firewall at all With selective ports open



1-to-1 NAT - No Firewall Some protocols can be finicky behind firewalls. In this case you want to configure 1-to-1 NAT with no firewall (make sure you secure the target LAN system some other way!).



Copyright © 2010 ClearCenter, Corp.
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1-to-1 NAT - Selective Ports Open If you only want to map selective ports, for example the TCP 80 web server port, you can configure particular ports in your 1-to-1 NAT mapping.



1-to-1 NAT - With MultiWAN If you have Multi-WAN enabled, please review the topic on source-based routes. Each 1-to-1 NAT rule must typically be assigned to an external MultiWAN interface as shown by example below:



Advanced Firewall Overview The advanced firewall tool can be used to create special firewall rules. For instance, you can use this tool to allow connections to webconfig from the Internet – but only from a particular IP address. Please use with caution!



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration An invalid advanced rule will cause the firewall to go into a lock-down mode – all other firewall rules will not be active in this mode.



Examples Allowing Access to Port X from Single Remote IP Address •



Scenario: Opening a port for remote administration but only for a particular IP address.
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•



Example: Webconfig access for remote IP 69.90.141.13



Allowing Access to Port X on a Virtual IP Address • •



Scenario: Opening a port for a virtual IP address configured on the system. Example: Secure web server access on virtual IP 1.2.4.5



Forwarding Port X from Single Remote IP Address • •



Scenario: Forwarding a port to the local network but only for a particular IP address. Example: SSH access to 192.168.2.16 on the LAN, but only from 69.90.141.13



DMZ Copyright © 2010 ClearCenter, Corp.
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Overview The DMZ solution is used to protect a separate network of public IP addresses. Typically, a third network card is used exclusively for the DMZ network. • •



If you are configuring a few extra public IPs (not a whole network), then go to the 1 to 1 NAT section of the User Guide. If you are configuring a separate private network (192.168.x.x or 10.x.x.x), then investigate Hot LANs in the IP Settings section of the User Guide.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration Network Configuration Before you can use the DMZ firewall configuration, you need to configure one of your network cards with the DMZ role. In our example, we used the network settings tool to configure a third network card (eth2) with the following: • • • •



Role: DMZ IP Address: 216.138.245.17 Netmask: 255.255.255.240 Network: 216.138.245.16/28



All the systems connected to this third network card can then be configured with an IP address in the 216.138.245.18 to 216.138.245.30 range.



Incoming Connections By default, all inbound connections from the Internet to systems on the DMZ are blocked (with the exception of the ping protocol). You can permit connections to systems on the DMZ by allowing: • • •



all ports and protocols to a single public IP all ports and protocols to the whole network of public IPs a specific port and protocol to a single public IP



Pinhole Connections (DMZ-to-LAN) In some situations, you may want to allow particular network traffic from your DMZ to your LAN – a pinhole rule. In our example, we have a document management system running on port 2401 on the LAN (at IP address 192.168.2.2). We want to allow a web server in our DMZ to access this document management system and we create a pinhole rule to do it.
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Firewall Group Manager Overview The Firewall Group Manager makes it easy to categorize and manage related firewall rules. All rules not assigned to a group will be listed at the top of the page. You can change the rules Nickname or assign it to a new or existing group by clicking on Edit.



Installation This module is part of the base firewall package which is always installed.



Menu You can find this feature in the menu system at the following location:



Configuration There are three sections to the Group Manager page. • • •



Individual rule listing (rules that are not assigned to a group) Group listing Group manager, useful for enabling/disabling or deleting an entire group



Assigning Rules to Groups To assign a rule to a group, click on the rule's Edit button. This will bring up the rule editor dialog. The top of the edit dialog shows the fields of the firewall rule; the protocol, address, port, and parameter (optional, contains extended information). This is displayed to help you identify the rule. Below this information, you can enter a new or edit an existing Nickname to help identify the rule's purpose. To the right you may assign this rule to an existing group using the drop-down, or add it to a new group by entering the desired name in the input box below. Click on confirm to save your changes.



Removing a Rule From a Group To remove a rule from a group, click on the rule's Edit button. You will see the group name in the drop-down box. Change this to “ Remove from group” and then click on Confirm. If there are no more rules in any given group, the group will no longer show up in the group drop-down list.



Group Management At the very bottom of the Group Manager page you can enable/disable or delete a group. Simply click on the appropriate button.



Deleting a group will delete all member firewall rules as well. If you want to remove just the group, remove each rule from the group manually.
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Firewall Incoming Overview The Firewall Incoming feature is used for two primary purposes: • •



To allow external (Internet) connections to your ClearOS system To permanently block a particular IP address or entire networks from accessing ClearOS



Installation This feature is part of the core system and installed by default.



Menu You can find this feature in the menu system at the following location:



Configuration Incoming Connections When the firewall is enabled on your ClearOS system, the default behavior is to block all external (Internet) traffic. If you plan on running services on your ClearOS system that can be accessible from the Internet, then you will need to add the firewall policy to do so. For example, the OpenVPN server requires UDP port 1194 to be open on the firewall. You can also open up ports to allow for remote management of your ClearOS system. For example, you can open up TCP port 81 to give access to Webconfig. There are three ways to add an incoming firewall rule: • • •



select a standard service in the Standard Services drop down input a protocol and single port number in the Port Number box. input a protocol and multiple consecutive ports in a port range in the Port Range box.



Unlike some other firewall systems you do not need to open a port on the incoming page if you are forwarding the the port to an internal server on your network.



Block External Hosts In some circumstances, you may want to block particularly annoying systems from ever connecting to your ClearOS system. For example, you may notice a lot of network traffic from a virus infested remote network. You can block this traffic by specifying an IP or network in the Block External Hosts tool.
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Firewall Outgoing Overview The Firewall Outgoing feature lets you block or allow certain kinds of traffic from leaving your network.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration The Firewall Outgoing feature is useful for blocking/allowing instant messaging, chat, certain type of downloads, and more. You may also want to block traffic using the Protocol Filter, so make sure you review that feature as well. You have two ways to block/allow traffic: • •



by destination port/service by destination IP address/domain



Choose an Outgoing Mode There are two modes to the Firewall Outgoing system: • •



Allow all outbound traffic and block specific types of traffic (default) Block all outbound traffic and allow specific types of traffic



Outgoing Traffic - By Port/Service Destination Ports prevents/allows a connection on a particular port/service. For instance, adding port 80 (web) disables/enables web-surfing for your entire local network.



Outgoing Traffic - By Host/Destination Destination Domains allows you to block/allow certain networks and sites. For instance, if your outgoing mode is set to allow all outgoing traffic, you could block the entire island nation of Tuvalu (why would you do that?) by adding the 202.2.96.0/19 network to the block list.



If you block destinations with the firewall bear in mind that users of the proxy may not be blocked. If you require proxy users to be blocked, your best option is to block the destinations using the Content Filter.



Firewall Port Forwarding Copyright © 2010 ClearCenter, Corp.
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Overview The Port Forwarding feature is required if you plan to have publicly available servers running on your local network. For example, you may need use the port forward tool to send voice traffic to a PBX (phone system) running on your local network.



Installation If you installed your system as a gateway, this feature was included in the default installation. If you installed your system as a standalone server, you can still install the module at any time.



Menu You can find this feature in the menu system at the following location:



Configuration If you run servers behind your ClearOS gateway, you can use the Port Forwarding page to forward ports to a system on your local network. In the example below, two port forwarding rules are configured: • •



A web server (port 80) is running on the LAN at 192.168.4.10 SSH (port 22) is also running on 192.168.4.10. Since port 22 is already used on the gateway, we specify an alternate port (2222). We then configure our SSH client to use port 2222 to connect directly to 192.168.4.10 from the Internet.



Troubleshooting In order for port forwarding to work properly, the target system on your local network must have the default gateway set to ClearOS system.



IPsec VPN Overview You can use the web-based administration tool to create a connection with other ClearOS systems.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:
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Dynamic VPN and ClearSDN The ClearSDN Dynamic VPN enhances the IPsec VPN experience with: i) support for dynamic IPs ii) automatic re-connections iii) easier and less error prone configuration.



Configuring Connections with Dynamic VPN Dynamic VPN support not only simplifies configuration, but also improves the up-time of the connections. In order to create a connection between to systems, you need to configure both ClearOS systems. If you are configuring a VPN connection between your local gateway and a remote gateway, then configure the remote gateway first. Once the VPN is started on the remote system it will only be accessible when the VPN connection is up.



From the webconfig tool, click on • •



in the Dynamic VPN Connections box. You need to:



Select the target system name from the list Type in a pre-shared secret (password)



On the first connection or when an IP address changes, it may take a minute for the connection to synchronize.



The two LAN networks at either end of the VPN connection must not overlap!



Configuring Unmanaged VPN Connections If you are using static IP addresses, you can also configure unmanaged VPN connections.



Select Headquarters and Satellite Pick one server to be the “ Headquarters” and the other to be the “ Satellite” . This is just a naming convention – pick a convention and stick with it!



Gather Network Information You must gather some network information for the IPsec server configuration, namely: the IP address, next hop (gateway), and network for both sides of the network. Make sure these settings are correct – you will save many hours of pain and frustration. The information for the local ClearOS system is shown when you start to configure an unmanaged VPN connection.



The two LAN networks at either end of the VPN connection must not overlap!
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Select a Connection Name and Pre-Shared Secret Once you have your network settings in hand, enter the information on both ends of the VPN connection. Enter a simple nickname for the connection along with a strong pre-shared secret. When configuring the other end of the VPN connection, do not be tempted to swap the Headquarters and Satellite information! The configuration screens on both ends of the connection will look exactly the same.



Sanity Checking Start the IPsec server on both ends of the connection. Do not use Windows Network Networking to verify the VPN. Instead, make sure you can ping from: • • • •



gateway to gateway gateway to remote PC remote PC to gateway remote PC to remote PC



If the connection fails, double check your network settings and restart your firewall.



Configuration for Road Warriors The web-based administration tool does not support Road Warrior connections or interoperability with other IPsec servers. The software is capable of these configurations (including X.509 solutions), however, you must manually configure these connection types - a non-trivial task. For road warriors/telecommuters, we suggest using the 128-bit encrypted PPTP VPN or more modern and certificated base OpenVPN. This option is not only more cost effective, but also easier to configure.



Interoperability The IPsec protocol is an industry standard, but one with many of loose ends. This means that other IPsec servers may not be able to connect to a ClearOS IPsec server. If you are familiar with the command line environment, you may be able to successfully connect a ClearOS system to a third party system. You can find more information in the OpenSwan Interoperability Documentation.



Troubleshooting • •



Make sure your firewall allows incoming connections for IPsec traffic The IPsec protocol does not pass through NAT-based routers. In other words, if your external IP address is 192.168.x.x or 10.x.x.x, then your system is behind a NAT-based router.



OpenVPN Overview The OpenVPN server is a secure and cost effective way to provide road warrior VPN connectivity. The OpenVPN client is available at no cost. Unlike the PPTP VPN server, OpenVPN is more robust in getting through other firewalls and gateway.



74



CLEAROS USER GUIDE



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration Configuring the Server Organization Information Before you can configure OpenVPN, you may be directed to the Organization configuration page in webconfig. The information is required to create the necessary security certificates used in OpenVPN. Domain The default domain used by the OpenVPN client, for example example.com. WINS Server The Microsoft Networking WINS server used by the OpenVPN client. Depending on your network configuration, you may need to specify the WINS settings in VPN client configuration. If you are using ClearOS as your WINS server, please specify the LAN IP address of the ClearOS system. DNS Server The DNS server used by the OpenVPN client. If you are using ClearOS as your DNS server, please specify the LAN IP address of the ClearOS system. Manage User Accounts Users must be configured with OpenVPN access. To manage users, go to the Users page in webconfig. When a user is created, a certificate key/pair that is required for the OpenVPN system is automatically created.



Configuring the Client To configure the Windows OpenVPN client: • • •



Download and install the client software – download page Login to webconfig as the OpenVPN user (not the root/administrator account!) Go to the in the menu system. You will need to download the certificate, certificate authority, key and the OpenVPN configuration file into the configuration directory on your Windows system.



PPTP VPN Overview The PPTP server is a secure and cost effective way to provide road warrior VPN connectivity. The PPTP VPN client is builtin to Windows 2000, XP, Vista and 7. No extra software is required and ClearOS provides full password and data encryption. Copyright © 2010 ClearCenter, Corp.
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Configuration Configuring the PPTP Server Local IP and Remote IP You must select a range of LAN IP addresses for the PPTP VPN connections. This range should be on the same network as your local area network. By default, the DHCP Server on ClearOS only uses IP addresses above x.x.x.100. All addresses below this number are reserved for static use. We strongly suggest you use this sub-100 static range for PPTP. Encryption Key Size Most PPTP VPN clients support the stronger 128-bit encryption key. However, some VPN clients (notably handheld computers and mobile phones) may only support 40-bit encryption. Change the encryption key size to meet your needs. Domain The default Internet domain used by the PPTP client. WINS Server The Microsoft Networking WINS server used by the PPTP client. Depending on your network configuration, you may need to specify the WINS settings in VPN client configuration. DNS Server The DNS server used by the PPTP client. Usernames and Passwords PPTP users must have a valid account with the PPTP option enabled. See the User Manager for more information.



Configuring Microsoft Windows Configuring Windows XP The PPTP client is built-in to Windows XP. • • • • • • • • • • • •



Go to the Control Panel. Click on Network Internet Connections (this step may not be necessary). Click on Network Connections. Click on Create a New Connection to start the configuration wizard Select connect to the network at my workplace. Select Virtual Private Network connection. Add a connection name, and dial settings, and hostname. Click on the Properties button (or right-click on the new connection, and select Properties from the menu. Select the Security Make sure Require data encryption is selected. Select the Networking tab. From the Type of VPN drop box, select PPTP VPN.



PPTP Passthrough PPTP requires special software when passing through firewalls. This feature is included with ClearOS. However, there is
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one important restriction for PPTP pass-through mode: a PPTP server must not be running on the same gateway that has PPTP connections crossing it. If you run a PPTP server on a ClearOS gateway, you will not be able to have people from behind the same gateway make reliable outbound PPTP connections to other servers. By default, the firewall will automatically disable PPTP passthrough when the firewall already allows connections to a PPTP server. You will see warning messages in the web-based configuration about these configuration issues. Depending on the circumstances, you may be able to have both PPTP pass-through and a PPTP server running at the same time. To do this, you need to override the firewall behavior noted in the previous paragraph. In the /etc/firewall file, add the following line: PPTP_PASSTHROUGH_FORCE=“yes” Then restart the firewall with the following command: /sbin/service firewall restart



Troubleshooting Error 619, PPTP and Firewalls PPTP requires special software when passing through gateways/firewalls. If you are having trouble connecting to a PPTP server, make sure any gateways/firewalls between your desktop and the ClearOS server support PPTP passthrough mode. If you see the following in the /var/log/messages log file on the ClearOS system, then it is likely a PPTP passthrough issue on the client side of the connection: PTY read or GRE write failed You can view log files via the web-based administration tool – go to in the menu. Another quick way to diagnose the issue is by connecting to the PPTP server while connected directly to the local network. With a direct connection to the ClearOS PPTP server, you can eliminate the potential for the PPTP passthrough issue. PPTP Passthrough If you are connecting a desktop from behind a ClearOS gateway to a remote PPTP server, then you need to have PPTP passthrough software installed and enabled on the firewall. However, we do not recommend running PPTP Passthrough and a PPTP server simultaneously. By default, the ClearOS gateway will automatically disable PPTP Passthrough when the firewall is configured to allow PPTP server connections. If you would like to run PPTP Passthrough and a PPTP server simultaneously, see above.



Two PPTP Connections to the Same Server The PPTP protocol does not allow two VPN connections from the same remote IP address. In other words, if you have two people behind a gateway (for example, ClearOS) connecting to the same PPTP server, then the connection should fail. Note: it is fine to have two people behind a gateway connecting to different PPTP servers. Some PPTP servers and gateways (including ClearOS) do make an exception for this shortcoming. However, some PPTP servers may strictly follow the standard below:



The PPTP RFC specifies in section 3.1.3 that there may only be one control channel connection between two systems. This should mean that you can only masquerade one PPTP session at a time with a given remote server, but in practice the MS implementation of PPTP does not enforce this, at least not as of NT 4.0 Service Pack 4. If the PPTP server you're trying to connect to only permits one connection at a time, it's following the protocol rules properly. Copyright © 2010 ClearCenter, Corp.
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Note that this does not affect a masqueraded server, only multiple masqueraded clients attempting to contact the same remote server.



Links •



PoPToP PPTP Server



Antivirus Overview The Antivirus feature protects your network from viruses. The engine is used by various parts of your ClearOS system: • • •



Content Filter Mail Antimalware File Scanner



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Antimalware Updates and ClearSDN The open source ClamAV solution is the antivirus engine used in ClearOS Enterprise. This software automatically checks for updates several times a day for new antivirus signatures. This is already included in ClearOS Enterprise for free! In addition, the ClearSDN Antimalware Updates service provides additional daily signature updates to improve the effectiveness of the antivirus system. These signatures are compiled from third party organizations as well as internal engineering resources from ClearCenter. We keep tabs on the latest available updates and fine tune the system so you can focus on more important things.



Configuration Block Encrypted Files Some file formats, including zip files, can be optionally encrypted and password protected. The antivirus system is not able to properly scan these password protected files. Since many virus writers use this technique to bypass virus checking, you may want set your network policy to completely block encrypted files.



Maximum Files in Zip Files When the antivirus system unpacks a compressed archive (zip file), a limit on the number of files is
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recommended to protect the system from a potential denial of service attack. For this reason, we do not recommend setting this to unlimited.



Maximum File Size in Zip Files The vast majority of viruses are delivered in small files. In order to preserve system resources, any file over the Maximum File Size limit will not be scanned for viruses.



Maximum Recursion in Zip Files A zip file can contain a zip file, which contains a zip file, inside another zip file, within a zip file, etc. This technique of embedding multiple layers of zip files can be used to create a denial of service attack. Keep this setting at the default unless you have very unusual requirements.



Update Interval The open source antivirus engine (ClamAV) in ClearOS will check for new virus signatures on a regular interval. Unless you are running on a very slow Internet connection, keep the update interval at the minimum.



Links •



ClamAV



Antiphishing Overview The Antiphishing feature protects users from phishing – scam messages that attempt to extract sensitive information such as credit card numbers, passwords and personal information. For those of you who have not seen a few samples of “ important messages from your bank” , you can read more about phishing here.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Antimalware Updates and ClearSDN The open source ClamAV solution is the antiphishing engine used in ClearOS Enterprise. This software automatically checks for updates several times a day for new antiphishing signatures. This is already included in ClearOS Enterprise for free! In addition, the ClearSDN Antimalware Updates service provides additional daily signature updates to improve the effectiveness of the antiphishing system. These signatures are compiled from third party organizations as well as internal engineering resources from ClearCenter. We keep tabs on the latest available updates and fine tune the system so you can focus on more important things.
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Configuration Antiphishing configuration is mostly a matter of fine tuning some policies based on your network needs. In the majority of cases, we recommend enabling all of the antiphishing features.



Signature Engine Antiphishing signatures (similar to antivirus signatures) are included and maintained by the ClearOS system. The only time you should consider disabling this feature is when you find yourself with a hard to find false positive.



Heuristic Engine The antiphishing engine uses a basic algorithm to detect phishing attempts. Though this can occasionally trigger a false positive, we recommend leaving this option enabled.



Block SSL Mismatch A common phishing attack will use a non-secure web address to actually perform the attack, but display the web address to the user as a secure/SSL address. With this feature enabled, the antiphishing software will detect and reject this tactic.



Block Cloaked URLs Some scammers use special encoding in web addresses (URLs) in an attempt to trick end users. Any URLs that have certain encoding characteristics will be blocked with this feature enabled.



Links o



ClamAV



Bandwidth Overview The bandwidth manager is used to shape or prioritize incoming and outgoing network traffic. You can limit and prioritize bandwidth based on IP address, IP address ranges and ports.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:
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ClearSDN Services The Remote Bandwidth Monitor service provides hourly bandwidth measurements from our remote system monitors. The service is an excellent tool for detecting unauthorized network usage and monitoring your Internet Service Provider's (ISP) quality of service.



Configuration External Interface Upload/Download Settings The upstream and downstream rates for your external (Internet) interfaces must be specified in order to optimize the underlying bandwidth engine. If you set these values below your actual upload/download rates, then you will find your bandwidth capped by these lower values.



Add Bandwidth Rule The basic Add Bandwidth Rule provides a simple way to specify bandwidth rules on your system. If you need more fine grained control over your bandwidth rules, see the next section: Add Advanced Rule. Mode There are two types of bandwidth modes available. • Limit - clamps the bandwidth at a maximum rate • Reserve - guarantees the specified bandwidth With reserve mode enabled, the system will guarantee the minimum bandwidth and use more if it is available. When all the bandwidth that has been reserved/limited is in use, then the system will share the bandwidth proportionately. Service The network service, e.g. web traffic. Direction You must specify the direction of the bandwidth flow. • Flowing to your network – a user on your LAN downloading a file over the web. • Flowing from your network – a user on your LAN uploading a file via a peer-to-peer network. • Flowing to your system – inbound mail going to the mail server running on your system. • Flowing from your system – outbound mail from the system's mail server getting delivered to various locations on the Internet. Rate The bandwidth rate to reserve/limit in kilobits per second. Greed The greed level tells the bandwidth manager how to handle any extra available bandwidth on your network. Consider the following example: • A 1000 kbps connection to the Internet • 200 kbps reserved for web traffic, low greed • 300 kbps reserved for mail traffic, high greed • 500 kbps unallocated If both mail and web traffic require 900 kbps each, mail traffic will get its full 300 kbps allotment, plus the majority (but not all) of the unallocated 500 kbps since the bandwidth rule is greedy. Web traffic will be guaranteed its 200 kbps, but will only get a small portion of the unallocated bandwidth.
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Add Advanced Rule The meaning of Source and Destination in the advanced bandwidth rules can be confusing at first. Please take a look at some of the examples in the next section for helpful hints. Nickname An easy to remember name to remind you of the purpose of the bandwidth rule. IP Address/Range The IP address parameter can contain: • • •



A single IP address A IP address range nothing



If this field is left blank, then the bandwidth rule will be used by all IP addresses will. When specifying an IP address range with a starting and ending IP (for example, 192.168.1.100 to 192.168.1.200), each of the individual IP addresses will be assigned the configured rule. For example, the following bandwidth rule would clamp downloads from every workstation on 192.168.1.254 to a maximum of 100 kbps: • • • •



IP Address Range - Destination - 192.168.1.1 : 192.168.1.254 Direction - Download Rate - 100 kbps Ceiling - 100 kbps



An alternative bandwidth range can be specified using [Network Notation|network/netmask]]. In this case, the range of IP addresses are treated as a single bandwidth rule. For example, the following bandwidth rule would clamp downloads for 192.168.1.x to a maximum of 500 kbps: • • • •



IP Address Range - Destination - 192.168.1.0/24 Direction - Download Rate - 500 kbps Ceiling - 500 kbps



If only one person on the 192.168.1.0/24 network was downloading, the would get the 500 kbps. If two people were downloading, they would share the 500 kbps. Port The port parameter is used to apply a bandwidth rule to a particular service. For instance, you can limit web traffic by specifying port 80. If the port is left empty, then all ports will be affected. Direction The direction of the network packet flow that you desire. Rate The upload/download speed to reserve (guarantee) for the service. Ceiling The maximum upload/download speed allowed for the service. If you would like the rule to use all available bandwidth, leave this field blank. If you set rate and ceiling to the same value, then you will be clamping bandwidth uploads at the ceiling rate.
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Greed The greed level tells the bandwidth manager how to handle any extra available bandwidth on your network. Consider the following example: • • • •



A 1000 kbps connection to the Internet 200 kbps reserved for web traffic, low greed 300 kbps reserved for mail traffic, high greed 500 kbps unallocated



If both mail and web traffic require 900 kbps each, mail traffic will get its full 300 kbps allotment, plus the majority (but not all) of the unallocated 500 kbps since the bandwidth rule is greedy. Web traffic will be guaranteed its 200 kbps, but will only get a small portion of the unallocated bandwidth.



Web Proxy Gotchas Having a web proxy configured either on a ClearOS gateway or some other local proxy server complicates matters. As soon as a web request is made via the proxy, the source IP address for the request is lost. In other words, configuring bandwidth rules using an IP address on your local network will not have an effect for any traffic going through the proxy. See the examples for ways to limit bandwidth to your proxy server.



Examples Unless otherwise specified, fields should be left blank or with defaults.



Limit web downloads going the proxy to 300 kbps If you have the web proxy enabled for your network, you can limit how much bandwidth can be used for web downloads: • • • • • •



Nickname - Web_proxy_limit Port - Source: 80 Direction - Download Rate - 300 kbps Ceiling - 300 kbps Greed - Very Low



Limit web downloads to workstation 192.168.1.100 to 100 kbps • • • • • •



Nickname - Download_to_workstation100_port80 IP Address - Destination: 192.168.1.100 Direction - Download Port - Source: 80 Rate - 100 kbps Ceiling - 100 kbps



Limit uploads from workstation 192.168.1.100 to 100 kbps • • • • • •



This type of rule is useful for limiting peer-to-peer uploads for a specific user on your network. Nickname - Upload_from_workstation100 IP Address - Source: 192.168.1.100 Direction - Upload Rate - 100 kbps Ceiling - 100 kbps



Limit web downloads from Internet host 1.2.3.4 to 100 kbps • • • •



Nickname - Download_from_remotehost_port80 IP Address - Source: 1.2.3.4 Port - Source: 80 Direction - Download Copyright © 2010 ClearCenter, Corp.
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• •



Rate - 100 kbps Ceiling - 100 kbps



Limit uploads to Internet host 1.2.3.4 to 100 kbps This type of rule is useful for limiting uploads to a specific host on the Internet. For example, 1.2.3.4 might be an offsite backup system that should not get high priority bandwidth. • • • • •



Nickname - Upload_to_remotehost IP Address - Destination: 1.2.3.4 Direction - Upload Rate - 50 kbps Greed - Very Low



Units - kbit/s, kbps, Mbps, and Other Confusing Notation Depending on where you are and who you are talking too, there are different measurement units used for bandwidth. Here are some tips to help with converting from one unit to another – capitalization is important: Conversion tips: • •



Mega is 1000 times larger than kilo A byte is 8 times larger than a bit



Examples: • •



1 Megabit per second is approximately 1000 kilobits per second 1 Megabyte per second is approximately 8000 kilobits per second



Links • •



Linux Advanced Routing and Traffic Control HTB Queuing



Intrusion Detection Overview The intrusion detection package is included with ClearOS to make users more aware of some of the daily hostile traffic that can pass by your Internet connection. T he software is able to detect and report unusual network traffic including attempted break-ins, trojans/viruses on your network, and port scans.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:
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Intrusion Protection Updates and ClearSDN The ClearSDN Intrusion Protection Updates service provides weekly signature updates to improve the effectiveness of the intrusion detection system. These signatures are compiled from third party organizations as well as internal engineering resources from ClearCenter. We keep tabs on the latest available updates and fine tune the system so you can focus on more important things.



Configuration The intrusion detection system includes a daily report. Do not panic when you see alerts in this daily report. In fact, it would be quite unusual not to see anything reported. Hostile traffic is a normal part of today's Internet and it is one of the reasons firewalls are necessary.



Intrusion detection does require some horsepower. If you find your system sluggish, you might want to consider disabling the software.



Security and Policy Rules There are two different types of rules for the intrusion detection system. The Security rules detect issues related to overall system security, while Policy rules detect issues related to your organization's Internet usage policies. For example, the chat policy rules will detect instant messaging traffic that goes through your ClearOS system.



Links •



Snort Intrusion Detection website



Intrusion Prevention Overview The intrusion prevention system blocks suspected attackers from your system.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Intrusion Protection Updates and ClearSDN The ClearSDN Intrusion Protection Updates service provides weekly signature updates to improve the effectiveness of the intrusion prevention system. These signatures are compiled from third party organizations as well as internal engineering resources from ClearCenter. With intrusion prevention, it is important to keep false positives to a minimum. We keep tabs on the latest available updates and fine tune the system so you can focus on more important things. Copyright © 2010 ClearCenter, Corp.
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Configuration The Intrusion Prevention system displays a list of IP addresses that have been blocked due to inappropriate network traffic.



Description SID The SID corresponds to the Intrusion Detection ID that triggered the block. This is a hyper-link that can be followed to reveal more information about the specific conditions that were matched. Blocked IP This is the IP address that triggered the block. If this IP address should not be blocked, you can add it to a “ don't block” list by clicking on Whitelist under Action. Date / Time The date/time fields show when the block occurred. Time Remaining A blocked host can be added to a Whitelist so it will not be blocked in the future. You can also remove a blocked host using Delete.



Whitelist If there are IP addresses in your Whitelist they will be listed below the Active Block List. You can delete an entry by choosing Delete under Action.



Protocol Filter Overview The Protocol Filter feature is used to block unwanted traffic from your network. The feature is commonly used to make sure employees, students or end users are using their Internet access for its intended productive use. The filter can block dozens of different protocols, including: • • •



peer-to-peer traffic VoIP and Skype streaming audio and video



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:
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Configuration Protocols By default, the protocol filter displays the full list of protocols and the status of each one. Since there are well over 100 protocols defined, you can filter the display by type: • • • • • • • • • • • • • • • • •



Document Retrieval File Types Instant Messaging/Chat Mail Monitoring Networking Peer-to-Peer Printing Remote Access Security Protocols Streaming Audio Streaming Video Time Synchronization Version Control Video Games VoIP Worm/Virus



At any point, you can click on or to set your Protocol Filter policy for your network. When blocked, all access to and from your network will be blocked by the ClearOS gateway.



Bypass In some circumstances, you may want to allow specific systems to bypass the protocol filter system. For example, you may want to block voice-over-IP (VoIP) traffic for your entire network, except for the dedicated VoIP/PBX server. In these circumstances, you can add IP addresses to the protocol filter bypass configuration: • •



Click on the Bypass Specify a Nickname (for example, voip_server) and the IP address



•



Click on



References •



L7 Filter



Access Control Copyright © 2010 ClearCenter, Corp.
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Overview Time-based Access Control allows an administer to enforce time-of-day web access to users or computers (IP or MAC address) using the web proxy.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration Adding Time Periods Time periods define the day of week (for example, Monday, Tuesday …) and the time of day (for example, 12:00 - 13:00) that an access control rule should apply. Select webconfig tab menu to: • • •



from the



display and/or edit a currently defined time period add a new time period definition delete an existing time period definition



Deleting a time period will delete any access control rule that depends on the time period definition being deleted.



In the sample screenshot below, we have created two time period definitions. The first defines a lunch break on weekdays between 12:00pm and 1:00pm (13:00). The second covers the entire day over a weekend (Saturday and Sunday).



Adding Access Control Lists An unlimited number of access control list definitions can be created to customize precisely how users or machines on the LAN should be given access to the web via the proxy server. In the example below, a rule to allow all machines on the LAN to have access to the web during the weekend is being created. By specifying an internal IP range of 192.168.1.100 to 192.168.1.255, the IP based identification will apply this rule to all computers on the LAN receiving a DHCP lease in this IP range.
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Name A unique name identifying the access control. ACL Type Sets the ACL rule type - allow or deny. Allow provides web access to the user/computer…Deny forbids web access. Time-of-Day ACL References a unique time of day rule. The drop down menu will be empty and a link to create a new time period will be displayed if no time definitions have been created. Restriction Determines whether the ACL rule will apply to the time period defined or all time outside of the time period defined. For example, if you defined a time period name Lunchtime that was defined as 12:00 13:00 from Monday to Friday and you wanted a specific rule to apply during the lunch hour, select Within. Conversely, if you wanted a rule to be applied for all hours outside of the lunch period, you would select Outside. Method of Identification Depending on your proxy configuration, up to three different methods of user/machine identification are possible - username, IP address and MAC address. Username - Username-based authentication is only available if you have User Authentication enabled. Users must provide login credentials 'and' have access to the proxy server (as defined by the user account configuration. Once logged into a proxy session, ACL rules based on username Will apply. IP Address - To restrict web access to a particular computer or multiple computers (for example, a computer lab), IP address based identification can be used. A single IP address or a range of IP addresses (separated by a dash) can be added. Valid entry examples include: • • •



192.168.1.100 10.0.0.121 192.168.1.100-192.168.1.150



The IP address represents the address of the machine connecting to the proxy. Since the computer is located on the LAN segment of the network, any IP address or range listed here should be restricted to an | internal IP address or range. *MAC Address* - A MAC address is a unique identifier originating from a computer's network card. MAC addresses can be a good alternative to IP addresses if an administrator does not lock down the
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network settings of a machine which might allow a savvy user to get around an IP address-based access control rule. A MAC address must be obtained from the machine and is dependent on the OS. See Tips and Tricks for information on how to determine a MAC address. ACL Priority New ACL rules are added to the bottom of the list… that is to say, new rules begin with the lowest priority. The proxy server analyzes each rule in successive order… starting from the top and working through each rule. The first rule to match a true condition stops the processing and allows (or denies, depending on the rule type) access to the web. In the example below, there are three rules…AllEmployees has the highest priority, followed by LunchHourStaff and finally (lowest priority) HourlyEmployees.



To understand priorities, it is probably easiest to follow through a few scenarios. Saturday - since it is a weekend, and through the creation of the AllEmployees rules, all IP address on the LAN have be defined in the creation of the ACL, all computers on the LAN will have access to the web, regardless of MAC or username based ACL's and regardless of whether it is lunch hour (for example, 12pm - 1pm) or not. In this case, the first rule (All Employees) applies (returns true) and processing of further rules is not performed. Monday @ 12:15pm - All users who are using computers whose IP's have been added to the LunchHourlyEmployees IP list will have access to the web. Monday @ 1:15pm - All users who are using computers whose IP's have been added to the HourlyEmployees IP list will be denied access to the web. This is because the third rule is applied since the first two rules did not return a true statement. Any user who is using a computer whose IP is not listed in the HourlyEmployees rule will be allowed access to the web. By default, if no ACL rules return true (for example, are executed as allow/deny) a user is allowed access to the web. To apply a blanket block rule, create an IP range ACL using the deny type along with a time definition from 00:00 - 24:00. Use the up and down arrows on the ACL
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Summary page to bump the priority of any ACL rule you create in order to enforce time of day web access.



Tips and Tricks Finding a MAC Address Linux On Linux, you can usually find the MAC address using the network configuration tools. From the command line, you can also use the ifconfig command, for example: ifconfig eth0 Where eth0 represents the network (Ethernet) card. Windows To obtain the MAC address under Windows, click on the button and select the Run menu option. Enter cmd in the run field. Once you are at the Windows command prompt, type: ipconfig /all and click enter. You can find the MAC address next to the Physical Address field. Make sure you get the MAC address of the correct device… there may be more than one if you have both a network card and wireless networking card.



Links •



Squid Proxy website



Content Filter Overview The content filtering software blocks inappropriate websites from the end user. The software can also be used to enforce company policies; for instance, blocking personal webmail sites like Hotmail can decrease lost productivity at the office. The filter engine uses a variety of methods including phrase matching, URL filtering and black/white lists. Although the filter works effectively 'out-of-the-box', for best results, we recommend subscribing to a service level the includes the 'Content Filter Update' service (see Services link below). By keeping your blacklist up-to-date, you will be providing your LAN with the most effective blocking solution against the 'churn' of sites that change daily.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Copyright © 2010 ClearCenter, Corp.
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Video Tutorial



Content Filter Updates and ClearSDN The ClearSDN Content Filter Updates service provides weekly blacklist updates to improve the effectiveness of the content filter system. These blacklists are compiled from third party organizations as well as internal engineering resources from ClearCenter. We keep tabs on the latest available updates and fine tune the system so you can focus on more important things. The Content Filter also hooks into the Antivirus and Antiphishing engines in ClearOS. You may also want to subscribe to the Antimalware Updates service to keep your content filter running at its optimum.



Configuration The web-based administration tool gives you access to a number of configuration settings. The filter must be run in parallel with the Web Proxy server.



It is important to understand the implications of running the content filter with a web proxy server configured to run in standard mode.
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Standard Mode In standard mode, the web proxy operates on port 3128 and the content filter operates on port 8080. You must change the settings of all the web-browsers located on the local network to point to one of the above ports in order to take advantage of proxy or filtering services. If users have the technical knowledge and have access to the browser settings on their local machine, they could potentially bypass the proxy server and have full access to content on the Internet. Transparent Mode In transparent mode, all requests from the local network automatically pass through the web proxy cache. The settings for the local machines do not need to be changed. By-passing the proxy is not possible by changing browser settings on the local machine. Obviously, this is the preferred configuration.



Configure Advanced Filtering Banned File Extensions / Banned MIME Types Banned File Extensions Banning specific file extensions is a useful tool for limiting content available to users on the LAN. It can also greatly decrease the chances of users unwittingly downloading and running 'arbitrary' code downloaded from the Internet which could potentially contain viruses, spyware of other malicious code. By checking a box next to an extension, you are disallowing filtered users from accessing this file type. If you wish an extension to be blocked and it is not listed in the available list, add it to the list using the “ Add a new extension type” form. Banned MIME Types Similarly, MIME types instruct a browser to utilize certain applications in order to display content encoding. Security exploits in the applications themselves can be used to infiltrate a computer. MIME types checked in the “ Banned MIME Types” form will not be allowed to pass through the firewall and to the computer making the request on the LAN, providing a more secure environment. Banned Site List / Exempt Site List Banned Site List Sites entered in the “ Banned Site List” will be banned, regardless of the site's content, or whether the site is on one of the blacklists. Exempt Site List Sites entered in the “ Exempt Site List” will be allowed, regardless of the site's content. Use this form if content on a site triggers a 'false positive' that you wish to override. Grey Site List Sites entered in the “ Grey Site List” will not be blocked by the blacklists but will still be checked for content. For example, you may have the news blacklist enabled to prevent people from wasting time during the business day. However, you may have also decided to allow just BBC news. If you add bbc.co.uk to the exception list, all web pages will be allowed. If you add bbc.co.uk to the greylist, then most pages will pass through just fine, but this mildly racy page and other might get blocked by the phrase list system. Banned User IP List / Exempt User IP List If you have some or all of your workstations configured to use static IP addresses, you can configure individual workstations' access to the web. Banned User IP List Here you can configure LAN IP addresses that will be completely blocked from accessing the web. You can either add IP addresses individually or add groups as defined below. Exempt User IP List Here you can configure LAN IP addresses that will be granted free access to the web. You can either Copyright © 2010 ClearCenter, Corp.
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add IP addresses individually or add groups as defined below. When you configure an exempt IP, the web request still goes through the filter and proxy, but nothing is ever blocked. If you need to completely bypass the content filter / web proxy system, you can use the web site bypass in the proxy feature. Groups You can configure groups of IP addresses to simplify and organize workstation access to the web. For example in an educational environment you can add all administrator/staff IP addresses to a Staff group and add them to the Exempt User IP List. Weighted Phrasing The content filter system uses phrase lists to calculate a score for every web page. You can fine tune your content filter scoring by specifying which phrase lists to use. In general you will want the phrase lists you select here to correspond with the blacklists you are using. At a minimum you will want to include the proxies phraselist to prevent your users from bypassing the filter.



Note that more weighted phrases activated for the content filter mean that the filter will take more time to look at each page. It is recommended that if you are using a low powered server, you limit the number of weighted phrase lists you use and instead use more blacklists.



Blacklists The content filter system uses black lists to block specific web sites. You can fine tune your content filter black lists by specifying which lists to use. Note that these lists are updated weekly by the Content Filter Update Service if you have subscribed to that service.



Configure Filter Language If your native language is supported by the content filter, you can configure the filter to use your language when displaying block reports to your users and error messages. Sensitivity Level An Internet standard for rating web content. This setting will prove to be of minor significance as sites self-administrate this parameter. As a general rule, the recommendation is to disable this setting. Reporting Level Several options are available to customize what a user sees when the filter blocks a page: • Stealth Mode - Site is not blocked…User's IP and site is logged • Access Denied - User's browser will receive an 'Access Denied' in place of the web page. • Short Report - A short error message 'bubble' will be displayed like the one below • Full Report - Same as above, but the weighted limit and actual value will be displayed (useful for fine-tuning the system). • Custom Report - Uses the customizable HTML template Block IP Domains Used to prevent users from circumnavigating the URL-based portion of the filter by using IP addresses
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instead of URL's. Pages will still be filtered based on the other filtering mechanisms: weightedphrases, mime types, file extensions etc. Blanket Block Most restrictive setting. All sites will be blocked with the exception of those listed in the exempt list. Useful for kiosks/public terminals where a browser is used to access a company site etc.



Web Proxy Overview The web proxy in ClearOS is a high-performance proxy caching server for web clients, supporting HTTP, FTP and some lesser known protocols. The software not only saves bandwidth and speeds up access time, but also gives administrators the ability to track web usage via web-based reports.



Configuration General Settings Maximum Cache Size The maximum size on your hard disk to use for the proxy server cache. Maximum Object Size Any file (image, web page, PDF, etc) above the maximum object size will still go through the proxy but will not be cached. Large files (for instance, a movie file) can take up a lot of space in your proxy cache. If you have a cache size of 2 Gb and two people happen to download 1 Gb files at the same time, then these two files would replace everything else in your cache. You can limit the maximum object size to prevent this kind of scenario. Maximum Download File Size If you want to limit downloads of large files (for instance, movies) you can set a maximum size. Any file above this size limit will get blocked.



Web Proxy Mode The web proxy provides several different modes to meet the needs of your network. Transparent In transparent mode, all web requests from the local network automatically pass through the proxy. The advantage: no configuration changes are required on the workstations. The disadvantage: secure web sites (HTTPS) can not flow through the proxy. Content Filter If you would like to add the content filter feature, you must also enable it in the proxy. Banner and Pop-up Filter You can enable a basic banner ad and pop-up filter for you proxy server. User Authentication If you would like to require a username/password for web access, you can enable user authentication.
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User authentication cannot be used in conjunction with transparent mode. If you require user authentication, then non-transparent mode is required. This is not a limitation of the software, but a limitation of the way the web protocol was designed!



Cache Reset Cache Use the



button to delete all the files currently stored by the web proxy server.



Web Site Bypass In some circumstances, you may need to by-pass the proxy server. Typically, this is required for web sites that are not proxy-friendly. Some notable examples: • • •



Older Microsoft IIS web servers send invalid web server responses Microsoft IIS web servers can be configured with non-standard authentication Tivo personal video recorders (PVRs) are unable to connect via a proxy server. Adding Tivo's network 204.176.0.0/14 to the proxy by-pass list solves the issue.



You can use the following format for the bypass: • • •



web site name IP address Network Notation (recommended)



If you are running the proxy in non-transparent mode, then you also have to adjust your web browser's proxy server settings. The web site or IP address that you add to the ClearOS web proxy bypass list should also be added to your browser's proxy exception list.



Web Browser Configuration In non-transparent mode, you must change the settings on all the web browsers running on your local network. The following describes the steps for configuring Internet Explorer, but other browsers have similar procedures. In Internet Explorer • •



Click on in the menu bar Select Internet Options



•



Click on the



tab



• Click on the button I n the Proxy Server settings box, specify your ClearOS IP address and the proxy port (see next section). You may not be able to access websites on your system or local network unless you select bypass proxy server for local addresses.
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Which Port Should I Use? So which port should be configured in your web browser's proxy settings? •



Are you using transparent mode? If yes, then no web browser changes are required! If not, continue.



•



Are you using the content filter? If yes, use port 8080. If no, use port 3128.



FTP Proxy From the Squid Web Proxy FAQ: Question: Can I make my regular FTP clients use a Squid cache? Answer: It's not possible. Squid only accepts HTTP requests.



Links •



Squid Proxy website



MySQL Overview The MySQL database is one of the world's most popular database systems.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration From this webconfig page, you can: • • •



Start and stop the MySQL database Set the database password Access the link to the web-based database manager



When you start the database for the first time, you will see a warning message about setting a database password. Please do so and remember it for later! If you need to install web applications that depend on MySQL, you will need this password to configure the application. Once you have a database password set, a link to the database manager will be shown. Follow the link and login with the database root account (this is different than the system root account). You can find detailed information on how to use this software here.
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Links • •



phpMyAdmin Database Manager documentation http://www.mysql.com/ MySQL home page



Advanced Print Server Overview ClearOS includes the an advanced printer server for your network.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration From this webconfig page, you can: • •



Start and stop the advanced print server Access the link to the web-based advanced print server manager



Once the advanced print server is running, a link to the web-based manager will be shown. Follow the link and login with the root account. You can find detailed information on how to use this software here.



As a security precaution, the printer web interface is only accessible from a trusted (LAN) network. You can not access the web interface from a remote Internet connection.



Adding Printers - Quickstart To add a printer, you first need to access the print server manager: • •



Login to the web-based print server manager with the root account Click on
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Step 1 - Add New Printer On this step, you configure general settings for the name of the printer: • • •



Enter a descriptive name, for example: LaserJet Enter a location (optional), for example: Room 101 Enter a description (optional), for example: Black and White LaserJet



Step 2 - Device Selection A printer can be connected via parallel port, USB, and other means. In fact, you can add remote printers as well. Step 3 - Device Details In this step, you can configure the printer drivers for your make and model. If you cannot find your printer listed, you can check the Open Printing Database for driver support. If a driver is available, you will be able to upload it during this step. After this step, your printer will be active.



Supported Printers To find information on printer compatibility, please visit the Open Printing Database web site. You will find detailed driver information on hundreds of printers.



Integrating with Windows Networks When you configure a new printer, it will appear as a shared printer on your Windows Network (if Windows Networking is installed). However, you will may need to restart the Windows network service after adding a new printer. • • • •



Links Printer Manager Documentation - CUPS Open Printing Database How to make Windows use CUPS IPP



FTP Server Overview ClearOS provides an advanced FTP server that can be used for user home folders and Flexshares.



Links •



ProFTPd home page



File Scanner Overview The File Scanner provides a quick way to check for viruses on your file shares. The scanner check: • • •



User home directories Flexshares Uploaded Web Site Files Copyright © 2010 ClearCenter, Corp.
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•



Web Proxy Cache



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration Select the files that you would like to scan and then hit the hitting the



to save those changes. You can start a scan by



button. You can also enable a daily virus scan if required.



Flexshares Overview A Flexshare is a flexible and secure collaboration utility which integrates four of the most common methods of accessing files or content: • • • •



Web (HTTP/HTTPS) FTP (FTP/FTPS) File Shares (Samba) E-mail (SMTP/MIME/SMIME)



It is an extremely powerful and versatile tool that has many uses. The example below (a hypothetical engineering consulting firm Eng-123 and its client OEM-XYZ) describes a Flexshare and a typical working environment. A Flexshare might be defined on a server owned by Eng-123 after successfully bidding on an engineering project for OEM-XYZ. CAD files (engineering drawings) associated with the project's design are centrally located on the server and should be accessed only by the users included in Eng-12's engineering group. The file-sharing (Samba) Flexshare definition is used to allow restricted access to this directory from the Local Area Network (LAN) or over Virtual Private Network (VPN) tunnels in the event engineers work remotely. By adding Flexshare's FTPS (secure FTP) access and configured to require a username/password for read-only permission, the project manager of OEM-XYZ can have access to the drawings at any time from anywhere on the Internet. The increase in productivity by allowing real-time access to the CAD drawings keeps the project on track and negates having to e-mail CAD files which are often large and not ideal for e-mail transfers. In the event Eng-123 and OEM-XYZ want to track schedule 'snapshots' of an OpenOffice Calc document or notes on the design phase in PDF format, Eng-123's administrator configures Flexshare's email upload access. Both companies can now send signed/encrypted emails to a single email address where the attachment (a .ods or .pdf file extension in this case) is automatically stripped from the email and stored on the server. These same files can then be accessed by web, FTP or file share and provides the added benefit of having a historical view of the entire project. Nearing the completion of the project, OEM-XYZ's sales/marketing team make a request to have an assortment of images created from the CAD software's rendering engine from 3D wire-frame. Flexshare's web access, set-up with unrestricted access, gives the sales team the images they need to begin pre-selling - with just a browser and a URL provided.
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The above illustrates just one possible use of Flexshares. Much simpler Flexshare's can be created for every-day tasks common to any small business such as hosting and updating a website, creating user-restricted file shares or using e-mail as a simple file transfer utility.



Installation If you did not select this module to be included during the installation process, you must first install the module. You will also need to install one or more of the following modules to enable functionality for the following modules: • • • •



Web Server FTP Server Windows File Server POP and IMAP Server



Configuration Share Overview When you click on the Flexshare configuration page, you will be presented with the Flexshare Overview. The first table lists the shares you have currently defined, allowing you to quickly view which access methods are enabled in addition to overall flexshare status (either enabled or disabled). You can Edit, Delete and Toggle the status of each Flexshare using the Action links in the right hand column. Of course, if no Flexshares are defined, the Action links will not be visible. The second table allows you to define (create) a new Flexshare.



Creating a New Flexshare To define a new Flexshare, fill out the Name and Description fields in the Add a new Flexshare form. A Flexshare template will be created (with no access and disabled by default). The Editing a Flexshare form will be displayed, allowing you to customize the share options and enable access options.



Editing a Flexshare You can make edits/changes to any defined Flexshare at any time. A newly created Flexshare will have no access points enabled, so you will want to configure at least one service (Web, FTP, Filesharing or E-mail) to take advantage of the share you have created. To begin editing a Flexshare, you'll need to select which access point you want to modify. Select the appropriate configuration and use the help sections below to guide you through each type of access point and the options that are available.



Changes will take place immediately upon clicking either the Update or Enable/Disablelinks for the access point you are configuring.



Web Configuring Flexshare's Web access enables anyone (or authorized users only) to use a web-browser to navigate to a website in order to view content, interact with a dynamic web page (for example - a PHP or CGI enabled online store) or download files from an index listing. The rest of this section will describe the different settings that will modify the behavior of a Web accessible Flexshare. Copyright © 2010 ClearCenter, Corp.
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Enabled Indicates the current status of the Web Access for a Flexshare. Note, even though the Web Access point is enabled, the overall Flexshare must also be Enabled in order to work. Use the Enabled/Disabled link at the bottom of the form to toggle the status. Last Modified A timestamp indicating the last time a change was made to the Web Flexshare configuration. Server Name The server name (domain name) that will be used to access this Flexshare. If the default ports are being used (for example, 80 for HTTP or 443 for HTTPS), this parameter is locked to the Server Name field defined in the Web Server configuration. If custom ports are used, you can set this parameter to take advantage of Apache's Virtual Host capability. Server URL This field (actually a hyperlink for convenience) indicates the URL which will be used to access the share.



Accessibility Accessibility allow you to restrict which interfaces incoming requests to the share are allowed from. Setting this field to LAN Only essentially makes your Flexshare accessible from your Intranet only.



Firewall Configuration | If set to All, make sure you have added the appropriate incoming firewall rule if the server is the gateway, or forwarded the appropriate port on your firewall.



Show Index If Show Index is set to Yes, browsers will display a listing of all files if there is no index page (for example, index.html, index.php etc.). This is normally only desirable if using the Flexshare as a file access service (similar to FTP). If you are running a website, this option should definitely be set to No. Require SSL (HTTPS) Determines the protocol to use - HTTP or HTTPS. If you have enabled authentication, you are advised to set this to Yes (use HTTPS) since users will be required to provide their
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username/passwords to authenticate to the server. Using HTTPS ensures this sensitive data is encrypted. Override Default Port In some cases (for example, an ISP that blocks port 80), you may want to run the server on a non-standard port. In this case, set this field to Yes and supply a valid port for the service to bind to. Require Authentication If set to Yes, upon first connecting to the server, a user (for example, web client) will be prompted with a login dialog pop-up where they will enter their username/password. Before gaining access to the Flexshare, the username/password will be confirmed as a valid account on the server. In addition, the user must belong to at least one group that has been given access to the share as defined in the Group Access field (see below). Web Domain (Realm) Indicates to the person logging in what realm they are attempting to access. The only time the value of this field is displayed in during the authentication process. In the screenshot above, the text “ Sales Team Secure Flexshare” is the Web Domain (Realm) entry. Group Access Displays a list of all user-defined groups on the system (note, not system groups). A user requiring authentication must belong to at least one group that is enabled to access the Flexshare (checkbox in a checked state) in order to gain access to the share. Enable PHP Enables the execution of PHP script on the server. Any file with a .php/php4/php5 extension will be parsed by the PHP engine rather than by Apache directly. Enable CGI Similar to the PHP field above, but pertaining to CGI script. CGI script, however, is isolated to the /cgi-bin sub-directory (for example, http://example.com/flexshare/sales/cgi-bin/store). FTP One of the downsides of the FTP protocol is that it uses separate ports to control dataflow and transmit payload data which causes conflicts with firewalls (both server and client side).



Configuring Flexshare's FTP access enables anonymous or authorized users only (or both) to use an FTP-client to connect via File Transfer Protocol in order to upload and/or download files to the server. The FTP protocol, while outdated, is still a prominent service today and is particularly useful for handling large files.



Enabled Indicates the current status of the FTP Access for a Flexshare. Note, even though the FTP Access point is enabled, the overall Flexshare must also be Enabled in order to work. Use the Enabled/Disabled link at the bottom of the form to toggle the status. Last Modified A timestamp indicating the last time a change was made to the FTP Flexshare configuration.
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Server URL Determines the protocol to use - FTP or FTPS. If you have enabled authentication, you are advised to set this to Yes (use FTPS) since users will be required to provide their username/passwords to authenticate to the server. Using FTPS ensures this sensitive data is encrypted. Override Default Port Flexshare FTP/FTPS uses port 2121/2120 and 2123/2122 as the default ports (see bubble below for an explanation). You can override these standard ports by setting this parameter to Yes and entering the custom ports in the fields that will appear upon changing the override drop-down.



Virtual Hosts | Unlike the Apache web-server, the ProFTP FTP-server lacks true virtual host capability, restricting the server domain to a single entry. As a result, the ProFTP server default ports for FTP and FTPS have been set to 2121 and 2123 respectively to allow users/administrators to continue to the default configuration file for FTP for their own custom use (for example, users home directories etc.).



Allow Passive (PASV) Allowing passive connections can improve the experience/usability of FTP access to clients accessing the service outside the local network. However, care must be taken to open or forward appropriate ports to your network for the port range you designate for passive exchange. For more information on Active vs. Passive connections, see below. Require Authentication If set to Yes, non-anonymous authentication is required. Before gaining access to the FTP Flexshare, the username/password will be confirmed as a valid account on the server. In addition, the user must belong to at least one group that has been given access to the share as defined in the Group Access field (see below). Group Greeting A greeting that is displayed once when a user authenticates and has access to the FTP Flexshare. Group Access Displays a list of all user-defined groups on the system (note, not system groups). A user requiring authentication must belong to at least one group that is enabled to access the Flexshare (checkbox in a checked state) in order to gain access to the share. Group Permissions Files uploaded via FTP to the server require to constraints: • •



Ownership (user and group) Permissions (user, group and world)



For authenticated connections, the first constraint is satisfied by using the username of the
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user logged in and the default system group flexshare. This allows tracking who originally uploaded the folder, yet the generic flexshare allows anyone who has access to the share to be able to read (and possibly overwrite) the file. The second constraint is dealt with by setting FTP's UMASK directive. This setting is handled by the group upload attributes. Allow Anonymous Allows anonymous FTP access. Users only have to provide the username anonymous and (usually) their e-mail address to gain access to the share. Use anonymous when you are not providing access to restricted files and you do not want/need to create individual accounts on your server to authenticate against. Anonymous Greeting Same as Group Greeting except applied to the anonymous login. Anonymous Permissions Same as Group Permissions except applied to the anonymous login. Anonymous Upload Attributes Same as Group Upload Attributes except applied to the anonymous login.



File Configuring Flexshare's File access (SAMBA) enables public or authorized users only (or both) to connect via file sharing in order to move files from desktop to the server and vice-versa. ss_flexshare_file.png Enabled Indicates the current status of the File Access for a Flexshare. Note, even though the File Access point is enabled, the overall Flexshare must also be Enabled in order to work. Use the Enabled/Disabled link at the bottom of the form to toggle the status.. Last Modified A timestamp indicating the last time a change was made to the File Flexshare configuration. Comment Allows a comment or description of the fileshare to be displayed to other computer clients accessing the share. Public Access Set Public Access field to Yes if you want to allow anyone on the Local Area Network (LAN) access to the Flexshare. Group Access Displays a list of all user-defined groups on the system (note, not system groups). A user requiring authentication must belong to at least one group that is enabled to access the Flexshare (checkbox in a checked state) in order to gain access to the share. Permissions The Permissions field determines what type of access group members (or public if set) they have to files on the share.
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File Write Attributes If users have write permission to this flexshare, setting this field will set all files copied to the server with the appropriate permissions. See Group Upload Attributes for information on these settings.



E-mail Configuring Flexshare's E-mail access allows the uploading of files to the server. This is accomplished by simply attaching one or more files to the an e-mail and sending it to the corresponding Flexshare email address. To place restrictions on who can upload files, mandatory digital signatures combined with group lists and a separate Access Control List (ACL) are imposed. Enabled Indicates the current status of the E-Mail Access for a Flexshare. Note, even though the EMail Access point is enabled, the overall Flexshare must also be Enabled in order to work. Use the Enabled/Disabled link at the bottom of the form to toggle the status..



If disabled, all email sent to the Flexshare will automatically be deleted, regardless of the Save Attachments setting.



Last Modified A timestamp indicating the last time a change was made to the E-mail Flexshare configuration. Email Address The e-mail address that users will use to upload files to the Flexshare. Save Attachment Path Possible options are: • • •



Root Directory - files will be saved to /var/flexshare/shares/FLEXSHARE_NAME Mail Sub-Directory - files will be saved to the /mail sub-directory off the root directory Specify in Subject Heading - A user can specify the path they would like the file(s) uploaded to by using the format Dir = PATH in their subject, where PATH is the directory path to use



Write Policy Allows you to control overwrites if a file already exists. Save Attachments Setting this field to Require Confirmation keeps messages (and their attachments) in the queue. Any file attachments will only be saved when confirmed. Set this field to Automatically poll at 5 minute intervals to have the server initiate a check for new messages and save the attachments automatically to the server. These files will then be immediately accessible by the other Flexshare access methods.
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Notify on Receive (e-mail) If the Save Attachments field is set to Require Confirmation, use the Notify on Receive (email) field to enter a valid e-mail address to send an alert upon receiving new e-mails contains file attachments. Restrict Access Set this to Yes to match an address to a system user or the ACL.



It is highly recommended that the Restrict Access feature is enabled to prevent anonymous file uploads from occurring.



Group Access Displays a list of all user-defined groups on the system (note, not system groups). A user sending an e-mail with attachment(s) to the Flexshare address must belong to at least one group that is enabled to access the Flexshare (checkbox in a checked state) in order for the file(s) to be saved. If it is determined the e-mail sender does not have access to upload files, the e-mail will be deleted. E-mail ACL Add e-mails to the E-mail ACL (Access Control List) to allow non-system accounts access to upload files to the server via e-mail. Require Signature Signing e-mail using digital signatures is the only way to verify e-mail is originating from the address it claims to be sent from. Enabling this feature will discard any e-mails and the associated attachments which are not signed.



Spoofing Return Address | It is a trivial task to spoof the From Address contained in an e-mail header. Take advantage of 4.0's SSL Certificate Manager and use signed certificates to validate the sender's address.



File Write Attributes Saved files to the server originating from e-mail attachments will use the permissions set in this field. See Group Upload Attributes for information on these settings.



Deleting a Flexshare Deleting a Flexshare that is currently defined can be done from the Overview page. Click on the Delete link next to the share you wish to delete. A form similar to the one shown below will be displayed requesting you to confirm your intention to delete the share. Checking the Delete all files and remove share directory will do exactly that - make sure you no longer need any files in the share directory and all sub-directories or have backups located elsewhere.



Use the Disable share function instead of Delete in the event you want to remove share access temporarily but not lose all your configuration settings. Copyright © 2010 ClearCenter, Corp.
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Troubleshooting Firewall Remember to open up appropriate ports on your firewall if your intention is to allow access from outside your network. Some common ports for Flexshare access services are listed below.



FTP Access Going to Home Directory Instead of Flexshare If you have enabled FTP access and require authentication and you find that users are being sent to their home directories instead of the defined Flexshare, the solution is quite simple - the cause quite complex. The problem stems from the fact that FTP does not support virtual domains and is attempting to resolve the system hostname in order to determine which configuration to use. If you have an entry in your /etc/hosts file mapping your system hostname to your internal IP, users logging in from outside the network will experience the problem described above. To fix the problem, use Webconfig and navigate to DNS. Remove the entry that maps your server hostname to the internal address (for example, 127.x.x.x or 192.168.x.x or 10.x.x.x). Once you have done this, go to the FTP configuration and stop and then restart the service.



Out of Memory Error When copying files from a Windows system to a Flexshare with audit logging enabled, a dialog box with the following may appear: Cannot copy X: There is not enough free memory. This warning is caused by a Windows IRPStackSize issue when some types of software have been installed on the Windows system. A solution is provided in the software tracker.



Links • •



ProFTP - List of Directives FTP - Active vs. Passive



Mail Aliases Overview Mail aliases allow you to route extra e-mail addresses (for instance sales@, info@, etc) to one or more e-mail addresses. This tool can also be used to create mail distribution lists - for example, [email protected] can be used to send e-mail to all users on the system.



Installation If you did not select this module to be included during the installation process, you must first install the module.
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Configuration Add Mode When you first click on the “ Mail Aliases” navigation link, current aliases set up by domain will be displayed (along with Edit and Delete options) and a form below this list provides the fields required to add a new alias. In other words, you are in “ add mode” . As an example, if you wanted to create an email alias mapping veruca.salt to a user that you had created on the system named veruca, enter veruca.salt in the Alias field and select veruca from the Available mail accounts list, then click



.



There is no limit to how many mailbox accounts an aliased name can be sent to. For example, if you wanted all three people to receive all email sent to the address [email protected], you could add the alias sales and select the three users on the Available list. Multiple users can be selected by holding down the control key on your keyboard while clicking on the user in the list.



Edit Mode To enter edit mode, you must have at least one alias present. Click on next the alias you wish to edit. The form below will now display which of the available recipients are set-up as aliased (highlighted) and which are not (listed as available but not highlighted). Select/deselect amongst the available recipient names using the control key and your mouse and click on



to save your settings.



Add External E-mail (Mail Forwarding) Mail forwarding to another address/server can be done by adding the e-mail address to the External E-mail field and clicking on



.



Links •



Adding users to the server



Mail Archive Overview The Mail Archive system logs all incoming and outgoing e-mail passing through the gateway to a central database. This module can be used to meet regulatory compliance or assist an organization to enforce internal policies for e-mail use in the workplace.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Configuration On first configuring the mail archiver after installation, a warning will be displayed prompting the user to initialize the database. This is perfectly normal and should be done before continuing.
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A table containing three form tabs is displayed as indicated in the screenshot above. • • •



Mail Archive Settings - General configuration settings Current Statistics - Data and actions relating to the current database Search Statistics - Data and actions relating to the search database



An explanation of the difference between the Current and Search databases will be explained below.



E-mail Archive Settings Activation and configuration of the email archive system can be done via the “ Mail Archive Settings” tab. The section below explains each setting in details.



Archive [Enable/Disable] Enables or disables the archiving of email passing through the SMTP server.



Policy Allows an administrator to archive all email passing through the server or restrict (exempt) certain users, as required. Set this to “ All messages” to archive email for every user. Select “ Filter messages” to configure a filter to archive only some users email.



Configure (Policy) A configure link will be displayed when “ Filter messages” is selected as the policy. Click on this link to 'fine tune' which users' email should be archived.



Discard Attachments The “ Discard Attachments” drop down option is only available when the “ Policy” is set to “ All messages” otherwise, discarding of attachments is done in the 'Configure' page. To save on storage space (and assuming attachments are not required to be archived either by corporate policy or law), select “ Always” . Otherwise, select a level in which attachments should be discarded (i.e. “ Never” , > 1MB etc.).



Files which are identical but attached to different e-mails as attachments only consume the size of the file, not N x the size of the file, where N is the number of emails going through the archive system with the same attachment.



Auto Archive Auto archive controls the movement of archive data from the “ Current” database to an archived file. This allows the email archive to be easily moved from the server to a storage medium (for example, another server, a USB Mass Storage Device, a tape drive etc.) for safe storage. All emails that have been archived to this file can be retrieved and searched at a later date, if required. Use this field to provide consistent archive files for a give period (i.e. weekly or monthly) or of a certain size (i.e. a DVD etc.).
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Encrypt Archives The transition of data from the database to a dump file can be encrypted to prevent unauthorized access. This can be extremely important (and may be required by law) if e-mails contain confidential information.



AES Encryption Password The password used to encrypt the archive file if “ Encrypt Archives” is set to “ Yes” . By default, this password must be at least 12 characters and contain both upper and lower case letters and at least 1 number.



Twelve characters was chosen as a length to ensure the security of the encrypted file. If a smaller password is desired, you can override this setting in the /etc/archive.conf file by setting the 'encrypt-password-length' parameter.



Searching the Database Archives Current vs. Search Database The mail archive operates using two databases. The 'Current' database is used to retrieve and store new messages arriving from the SMTP (mail) server. The 'Search' database is a transient database - its contents can be deleted and replaced with data corresponding to the search requirements and space of the drive. The dual-database system is designed for maximum scalability. A single database could quickly become of such enormous size that an administrator would be continually adding drive storage space to accommodate the email archives. By giving the user the ability to take certain sized (or certain periods of time) snapshots from the current database and allowing one or more to be loaded to the 'Search' database, searching for past emails can be done quickly and efficiently without the overhead of hundreds of GB of disk space.



Think of the search database as a 'sandbox', where archives can be dumped, searched and then removed (reset).



The Current Database The current database contains all archived emails since the last file archive was performed. A file archive can either be performed manually or can occur automatically if the Auto Archive setting is enabled and triggered. Performing a Search To view how many emails and the approximate size of the archive in the 'Current' database, click on the Current Statistics tab. Screenshot Needed. Click on the Search button. A new form will be displayed allowing you to enter your search criteria. Using the add links you can customize your search using a maximum of five (5) criteria using either AND or OR logic (Match all vs. Match any). The results from your search will be displayed in the results table below.



The Search Database The Search Database will normally be empty until at least one file-based mail archive restore is performed (or if
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data from a prior search still in the database). Remember, the Search Database is designed to be reset often so that you can work with datasets that will scale with the ever-increasing demands of archived e-mails. To restore a file-based archive, click on the Restore Archive button. Screenshot needed. All prior restores will be listed in the Archives table. Rows with a green status mean the link is intact (archive exists on the server). Rows with a red status icon indicate the link is broken. If you need to restore from a file whose status is red (broken link), you will need to use Flexshares and the storage device where the archive was moved to in order to re-establish the link. Simply click on the Restore button to start a restore to the Search database. Once complete, you can Search the database as normal. Screenshot needed.



Performing a Search To navigate to the Search Database, go to the Mail Archive page and click on the Search Statistics tab. If there is data that you wish to search in the database (given the statistics you may find that there is data, but you do not remember which file archive it originates from - in this case, it is advised to reset the database and start again), click the Search button. A search form will be displayed - the same as occurs when you are searching the Current Database.



You can toggle between searching the Current and Search databases by selecting the appropriate radio button in the search form.



Enter your search criteria and click Search. Any hits (results) will be displayed in the table below.



Resetting the Search Database Since the Search Database is simply a MySQL database created by the import of one more archive files, it is perfectly safe to Reset the search database to reinitialize the database. You may want to reset the search database to make make searching the database faster or because searching an entire index (i.e. mail archive over several years) becomes too large a dataset for your existing hard disk.



Viewing/Restoring E-mails Once an e-mail has been found using a search procedure, click on the View link next to the e-mail of interest. A new page will be displayed containing the email body contents.



Original Header It is sometime of interest to view the original e-mail header. This information is stored in the archive database and can be viewed by clicking on the Original Header link (a '+' icon). The screen capture below displays an e-mail view with the headers expanded.



Sending To resend the email (either to the original recipient or a separate user), click on the Resend E-mail link. A new form will appear allowing you to resend the email.
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Resending the e-mail uses the SMTP relay module…make sure it has been configured correctly to send outgoing mail through your local mailserver or your ISP.



Admin (root) account vs. Users Account The mail archives (both current and search databases) can be searched by the system administrator (logged in under the 'root' account) or by users. To give users access to the archive, use the System Administration ACL to grant access to specific users to the Mail Archive module. When logged in as 'root', all emails will be returned from a search query. However, when logged in as a 'user' system administrator, only email that has been sent to or by the user will be returned from a search query. In other words, users can view/restore mail that was sent or received by them, but no one else.



Advanced Users Accessing the Database This module makes use of the system MySQL service for the database back-end. The system MySQL server is a 'sandboxed' service running on a non-standard port. To access the database from the command line, you will need to fetch the database password: cat /etc/system/database password = AAAAAAAAAAAAAAA reports.password = BBBBBBBBBBBBBB zoneminder.password = CCCCCCCCCCCCCCC archive.password = PASSWORD dspam.password = DDDDDDDDDDDDD The email archive database password is keyed on 'archive.password'. Next, you'll need to access the MySQL console in a slightly different manner than the default MySQL server. /usr/share/system-mysql/usr/bin/mysql DBNAME -uUSER – pPASSWORD Where: DBNAME = archive_current or archive_search USER = archive PASSWORD = the password retrieved from the /etc/system/database file Troubleshooting What if I forget my password? In a word: don't. If you forget your archive password, there is absolutely no way to recover any e-mail from the encrypted mail archive file.



Links •



Using Flexshares



Mail Disclaimer Overview The Mail Disclaimer allows you to append a message to every outbound mail message going through the ClearOS Mail Server. Typically, this is used to add legal notices.
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Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration To enable the mail disclaimer feature: • •



Check the Enabled checkbox Type in the disclaimer into the Text Disclaimer box



•



Click on



POP & IMAP Server Overview ClearOS provides both POP and IMAP servers for providing mail delivery to desktop clients.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration Server Configuration Mail Server Protocols The mail server supports four different protocols: • • • •



IMAP Secure IMAP POP Secure POP



We strongly suggest using the secure protocols if possible. Keep in mind, you will need to generate an SSL Certificate to enable the secure protocol.
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Push E-mail Some mail clients support the push e-mail feature (also known as the IMAP Idle feature). With this feature enabled on both the server and client, e-mail will appear in your mailbox as soon as it arrives. This feature is most useful on wireless and handheld devices. The following mail clients are known to support push e-mail (IMAP Idle): • • •



Thunderbird - Many platforms Chattermail - Palm Treo FlexMail - Windows Mobile



Mail Client Configuration Secure POP - Mozilla Thunderbird If you are using Mozilla's Thunderbird, click on , then select “ Server Settings” from the navigation bar. Ensure the Use secure connection (SSL) checkbox is enabled. Secure POP - MS Outlook/Outlook Express For Outlook and Outlook Express, click on



, select the account you wish



to configure and click on the button. Next, click on the “ Advanced” tab, and ensure the “ This server requires a secure connection (SSL)” checkbox is enabled. Secure POP - Other Mail Clients For other mail clients, similar set-up/configuration will exist. Please refer to documentation for your mail client for specific instructions.



Troubleshooting Do not forget to open up firewall ports for e-mail. You only need to open the POP or IMAP ports if you plan on picking up your mail from outside your local network. The default ports are listed below: • POP - 110 • Secure POP - 995 • IMAP - 143 • Secure IMAP - 993



Links • •



Adding users to ClearOS Allowing SMTP mail on the firewall



Mail Queue Overview The Mail Queue feature lets you examine mail messages in the queue. On a ClearOS mail system, you will typically find a number of messages in the queue: •



Delayed messages due to remote mail server outages
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• •



Delayed messages due to blocking policies on remote mail servers Invalid bounce messages from remote mail servers



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Mail Retrieval Overview The Mail Retrieval package can conveniently retrieve mail from other servers allowing the centralization of e-mail on a single ClearOS server.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration Any number of servers can be added to the mail retrieval list using the “ Add Entry” form. The interval polling time can be configured from 1 minute up to 3 hours. •



Server - The server name. For example, gmail.com.



•



Protocol - The server protocol. Currently, POP3, IMAP and APOP protocols are supported. If you do not know the protocol, you can have the system auto-detect by selecting 'auto'.



•



Username - This is the username on the source server.



•



Password - This is the password on the source server.



•



Local User - This is the username of a mail account configured to receive mail on the server you are configuring.



•



Keep On Server - Enable this checkbox to leave a copy of the mail on the server.



•



Active - Enable this checkbox to start polling the remote server for mail to fetch.



Troubleshooting Have a look at the system logs if you are having problems. The mail retrieval system (fetchmail) logs information to
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/var/log/maillog. Ignore any entries you see similar to: Server CommonName mismatch: localhost.localdomain != mail.clearfoundation.com This entry is a result of the retrieval system attempting to use SSL for authentication.



SMTP Server Overview SMTP lets you can manage your own mail server. There are a number of reasons this might be advantageous: • • • • • • • •



Ability to have a customized user and domain name - for example, [email protected] Mailboxes limited only by hard disk storage capacity and your own administration settings Alias support - for example, [email protected] can be sent to [email protected] and [email protected] No waiting around for new users to be added Custom antispam control Antivirus support Privacy Full control



Services A number of services are available for mail services: • •



Mail Antimalware Mail Antispam



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration SMTP Mail Configuration General Settings The Hostname does not have to be related to the e-mail domains that you host. It can be ANY valid Internet name for your machine. For example, you may wish to have a dedicated mail server on your network. In this case, you might want to name this machine mail.yourdomain.com. This would be the Hostname you would enter. The Primary domain field indicates the domain name this server will act as an SMTP/Mail server for. If you have a single domain name that you receive mail for, enter the domain here. If SMTP Authentication field is set to on, any client attempting to send mail through the server will require a username/password before accepting mail for delivery.
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SMTP Authentication - Thunderbird For Mozilla's Thunderbird, click on and then click on the Outgoing Server (SMTP) field. Ensure the Use name and password setting is checked and enter the username of the mail account in the username field. The password will be requested by the mail client application on the first attempt to send mail. There will be an option to save it to the Password Manager so that you do not have to enter each time you send mail through the server. SMTP Authentication - MS Outlook/Outlook Express If you are using MS Outlook/Outlook Express, click on



. Select



the account which will use this mail server to send mail and click on the



.



Make sure the My server requires authentication is checked. Click on the button to enter the details of your username/password. Setting the Catch All User to an valid user on the server will pass all mail sent to an “ Unknown user” to this account. To bounce mail addressed to an invalid recipient, set to Return to sender. Trusted Networks A trusted network is a list of networks that are allowed to send mail through the SMTP server. Dynamic IP's should not be added to this list. It is important that you do not make an error with this parameter. The default setting allows any user with a 192.168.x.x address send e-mail through the server. If you use a 10.x.x.x address, you should add 10.0.0.0/8 to the list of trusted networks. Outbound Relay Hosts Some ISPs will block all traffic on port 25 unless it it destined for their mail servers. In this case, you would want to specify your ISPs mail server as the Outbound Relay Hosts.



Additional Domains Destination Domains If your company/organization has multiple domains and you wish to receive email sent to any user for any of the domains, enter additional domains to the Destination Domains list. For example, if our primary domain was setup to be “ clearfoundation.com” and we wanted all emails sent to the following registered domains to be valid: • •



clearos.com clearfoundation.net



We would add the domain list above to the “ Destination” domains list. Virtual Domains Virtual domains are not supported; here's why.



Mail Forward Domain List If the server you are configuring your server as a mail gateway, add the domain name to the “ Mail Forward Domain list” . If the Mail Antispam module is installed and running on the server, mail will be subject to the spam identification rules you have configured. Similarly, if the Mail Antimalware module is installed and running, all mail for the domains will be scanned before passing the mail on to the destination server. The Primary Domain field can not be the same as one of the domain entries in the Domain Forward List.
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Troubleshooting Firewall Do not forget to open up firewall ports for your e-mail server: port 25 on the firewall configuration page.



ISP Blocking Some ISPs are known to block SMTP (port 25) traffic to residential broadband connections in an attempt to cut down on SPAM originating from their network. If you think your configuration is set-up correctly and you suspect your ISP is blocking SMTP traffic, try a port scan.



Links • •



Setting up a POP/IMAP server Adding incoming firewall rules



Webmail Overview A web-based e-mail solution ideal for allowing users on the road and without a mail client to access mail on the server using any computer connected to the Internet.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Accessing Webmail •



The webmail system runs on port 83 on the HTTPS protocol. To access the system type https://192.168.1.1:83/ or https://yourdomain.com:83/



•



If webmail access is required from the Internet, please allow connections to port 83 (webmail) on the firewall .



•



Web-based mail requires the IMAP server to be running.



•



Users will receive a pop-up warning in their web browser similar to that shown below. This is normal and does not diminish the fact that the connection is encrypted and secure. If desired, you can customize and manage the secure certificate using the Certificate Manager.



Vacation / Auto-Reply The webmail system includes a vacation / auto-reply system. To access this feature: •



Login to your webmail account



• •



Click on Select the Vacation filter



in the menu



Links •



Adding incoming firewall rules
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Mail Antimalware Overview The antivirus system scans mail messages as they pass through your mail server.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Antimalware Updates and ClearSDN The open source ClamAV solution is the antimalware engine used in ClearOS Enterprise. This software automatically checks for updates several times a day for new antimalware signatures. This is already included in ClearOS Enterprise for free! In addition, the ClearSDN Antimalware Updates service provides additional daily signature updates to improve the effectiveness of the antimalware system. These signatures are compiled from third party organizations as well as internal engineering resources from ClearCenter. We keep tabs on the latest available updates and fine tune the system so you can focus on more important things.



Configuration Mail Policies When configuring the antivirus system, you must make some mail policy decisions. There are three types of policies available: • • •



Bounce bounce the e-mail Discard - silently discard the e-mail Pass Through - send e-mail with warning (original sent as an attachment)



Virus Detected Policy When a virus is detected, you can choose to either discard the message, or pass the message through. We recommend discard mode for most installations. Banned File Extension Policy The antivirus software not only performs virus scanning, but also manages file attachment policies. Certain types of file attachments are prone to viruses. The ability to block attachments by file extension is another layer of security for your mail system.
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Banned File Extensions Select the file extensions that you wish to ban from going through your mail system. Both internal and external mail are checked.



Mail Antispam Overview The antispam software works in conjunction with your mail server. The software identifies spam using a wide range of algorithms on e-mail headers and body text.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Antispam Updates and ClearSDN The open source SpamAssassin solution is the antispam engine used in ClearOS Enterprise. This software automatically checks for base-only updates on a weekly basis. This is already included in ClearOS Enterprise for free! In addition, the ClearSDN Antispam Updates service provides additional daily signature updates to improve the effectiveness of the antispam system. These signatures are compiled from third party organizations as well as internal engineering resources from ClearCenter. We keep tabs on the latest available updates and fine tune the system so you can focus on more important things.



Configuration Discard Policy (Block Policy) If you want to discard spam before it reaches mailboxes, you can configure the mail discard policy. For example, you can discard spam marked with high probability (or higher) by using this tool.



Subject Tag • • •



Use Subject Tag - enable/disable e-mail subject tag when e-mail is marked as spam Subject Tag Threshold - spam score required to trigger a change in the e-mail subject Subject Tag - the subject tag to use when e-mail is marked as spam



A subject tag can be added to messages marked as spam. For instance a spam message with the subject “ Premier Invest0r Rep0rt” will be transformed into ” [SPAM] Premier Invest0r Rep0rt” . This feature makes it easy for end users to identify and filter spam.



Image Processing (OCR) Enabling Image Processing will improve the spam identification rate for spam messages containing images. Using OCR (Optical Character Recognition), antispam engine will convert images to text and perform analysis on the word content of the image. Copyright © 2010 ClearCenter, Corp.
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White and Black Lists • •



White List - a list of e-mail addresses that should never be marked as spam Black List - a list of e-mail addresses that should always be marked as spam



The antispam engine includes both white and black lists. The white list is used to mark e-mail addresses that send non-spam, while the black list is used to mark e-mail addresses that are known spam. Entries should be listed one per line.



Among others, newsletters and legitimate e-commerce e-mail can sometimes be marked as spam. The e-mail addresses for these messages can be added to the white list to prevent the message from becoming marked as spam.



E-mail addresses in the white and black lists can use the * wildcard character to match any characters. For instance, *@example.com and *.gov will mark all e-mail from the example.com and .gov domains.



Improving Effectiveness - Spam Training You can improve the effectiveness of the antispam systems on your ClearOS system by identifying: • •



Messages that were spam, but not identified as such Messages that were innocent, but identified as spam (false positive)



With a week or two of diligent training your system with these messages, you can expect to see a more effective antispam engine. There are two ways to train the antispam systems on your ClearOS system: webmail and mailforwarding.



Webmail Training the antispam system via webmail is simple and more effective. In the Webmail interface, simply select the messages that you wish to process and press either the



or



buttons. You will then be shown a confirmation message before the actual processing takes place.



E-mail Forwarding Training via e-mail forwarding is not as effective since information is lost when you forward a message. If you decide to use this method, there are two e-mail addresses used for training: • •



[email protected] – e-mail address for messages incorrectly identified as spam [email protected] – e-mail address for spam that was not identified as such



In order to use this style of spam training, messages should be forwarded as an attachment.



Greylisting



122



CLEAROS USER GUIDE



Overview Greylisting is used to prevent spam from reaching mailboxes.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration Greylisting can dramatically reduce the amount of spam reaching your mailboxes. When the service is enabled, a mail message that is not recognized will be gently rejected. If the mail message is legitimate, the sending mail server will reattempt subsequent deliveries and the ClearOS server will then accept it. For the most part, spammers do not bother with the second delivery attempt and this results in less spam. The parameters that you can use to fine tune the greylisting engine are described below.



Status State of the greylisting engine.



Delay The amount of time that must pass before a subsequent delivery attempt is allowed.



Data Retention Time The greylisting engine keeps track of both mail servers and sender e-mail addresses for a specified amount of time (default is 35 days). If messages from validated sender or server arrives, the greylisting engine will accept delivery on the first attempt. For example, if [email protected] sends an e-mail to one of your users on a weekly basis, only the very first mail message is delayed. All subsequent messages are delivered automatically since [email protected] has been validated.



Mail Quarantine Overview The Mail Quarantine allows administrators quarantine mail messages that have: • • •



Exceeded a spam threshold A detected virus Failed policy checks (for example, a disallowed file type)



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:
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Web Server Overview ClearOS includes the Apache web server – the same software that powers many of the world's largest web sites.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration General Server Name The server name is a valid name (for example, www.example.com) for your web server. This name is used on some infrequently used error pages, so it is not all that important. SSL-Enabled - Secure Site The web server comes with built-in SSL encryption for enhanced security. If your website requires a username and password for login, then it is a good idea to use encryption. For instance, if you have the webmail or groupware solution installed, you should access their respective login pages via the secure web server. In your web browser, you should use the encrypted https://your.domain.com instead of the un-encrypted http://your.domain.com (https vs http). When enabled, all communication between the web server and user's web browser is encrypted using a 128-bit security key.



SSL encryption requires a web site certificate. ClearOS automatically generates a default certificate that is secure. However, this certificate is not verified by one of the web site certificate authorities (it costs at least $50 per year to maintain a verified web site certificate). Your users will see the following warning (or similar) when connecting to the secure web server.



Virtual Hosts The web server includes support for “ virtual hosts” . This means your web server can be used for hosting more than one web site.
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Adding Dynamic Content to Your Site There are many options for adding dynamic content to a website: • • • •



Perl and CGI PHP JSP ASP



PHP and perl CGI are installed by default. The set-up and configuration of other engines are beyond the scope of this help document.



Uploading files to your Server To upload files to your server, you can enable either FTP or File Server access to the site or you can use both. To allow file access to your default website or your virtual website, simply set the pull-down box to 'Yes' in either the 'Allow FTP Upload section' or the 'Allow File Server Upload' and click 'Update'.



FTP access If your server is running the firewall you will need to open up ports to support access of the FTP server from the outside. The web server storage resides in a virtual FTP site. You will need to open the following ports to access the default FTP storage: 2121, 65000-65100



File Server access Samba access of your web server is only available from networks with the LAN role in IP Settings. File Server access using Windows You can access the resource in Windows by running the IP address as a UNC in the Run dialog box.



\\ip_address File Server access using Mac OSX From Mac OSX, type Command+K in finder and type the address using the CIFS protocol.



cifs://ip_address



Copyright © 2010 ClearCenter, Corp.
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Troubleshooting ISP Blocking Some ISPs are known to block web (port 80) traffic to residential broadband connections in an attempt to cut down on illegal sites hosted on their network. If you think your configuration is set-up correctly and you suspect your ISP is blocking HTTP traffic, try a remote port scan.



Firewall Rules A web server listens to client requests coming in on port 80 (HTTP) or 443 (HTTPS/secure). Did you remember to open the correct port(s)?



Links •



Adding incoming firewall rules



Windows Settings Overview Your ClearOS system provides network and file serving capabilities for a Windows network. Among other tasks, you can use the software for domain control, file storage and sharing printers.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration Global Settings Server Name This is a one-word descriptive name of the system, for example: clearserver Comment This is a short description of the server. When connecting to this system, this short description might be shown to guide end users on the purpose of the system. An example: File and Print Server for Toronto Printing If you have a printer attached to your ClearOS system, you can share it via Windows networking. There
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are two supported modes: ! !



Raw - drivers must be installed on client system Point and Click - drivers must be configured using the Advanced Print Server



WINS Support / WINS Server Even for small networks, we recommend using WINS for your Windows networks. Among other things, this helps Windows systems find each other using system names (for example, browsing through the old Network Neighborhood). You can either enable the WINS server on your ClearOS system, or you can specify an IP address of an existing WINS server on the network. Administrator Password The winadmin account is used for the Windows domain administrator. Among other things, this account is used to add computers to the ClearOS domain. Follow the link to change the password for this account.



Mode ClearOS supports two modes for your network. Simple File and Print Server This mode should be used for creating a basic file and print server. Features such as network logons, logon scripts, and roaming profiles are disabled. In order to access file shares, a client system can connect to the ClearOS system using standard file manager tools. Primary Domain Controller / PDC When configured as a primary domain controller, the following parameters must be specified: Windows Domain - the domain name, for example: Toronto. Logon Script - the script to execute when a user logs into the domain. You can upload this script to the netlogon directory by connecting to your ClearOS system as the Windows administrator (winadmin). Roaming Profiles - the state of roaming profile support for all users. Logon Drive - the drive letter used for the user's network drive on the ClearOS system. This drive maps to the /home/username directory on the ClearOS file system.



List of Shares The list of built-in shares is shown for convenience. Depending on the settings selected in webconfig, shares will be active or inactive.



Tips and Tricks Windows 7 Windows 7 systems can be joined to a ClearOS Domain Controller by changing two registry settings:



HKLM\System\CCS\Services\LanmanWorkstation\Parameters DWORD DomainCompatibilityMode = 1 DWORD DNSNameResolutionRequired = 0 After making the registry change, a reboot is required. Just after you have joined the Windows 7 system to the domain, you will see the following warning message:



Changing the Primary Domain DNS name of this computer to "" failed. The name will remain "MYDOM". The error was: Copyright © 2010 ClearCenter, Corp.
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The specified domain either does not exist or could not be contacted You can ignore this message.



Troubleshooting Due to a feature in Microsoft networking, you may not see the ClearOS system in Network Neighborhood right away; sometimes it takes several minutes to appear. You can directly access the share by typing in the UNC path for the server in the Run section of your workstation. • • •



Click on Type in \\serverIPaddress (for example \\192.168.1.1) Click OK or press Enter.



Another good tool for troubleshooting problems in Windows is nbtstat. This tool will allow you to look and validate the name of your server and the domain as it appears to the network. If your server's address is 192.168.1.1 you could do the following:



nbtstat -A 192.168.1.1



Administrators Overview The administrator manager page allows you to add, delete and manage administrators on the system.



Installation This feature is part of the core system and installed by default.



Menu You can find this feature in the menu system at the following location:



Configuration In some circumstances, you may want to grant access to specific reports and configuration pages in Webconfig to other users. In an example scenario, an administrator could be granted access to all the read-only reports, along with the user manager tool.



System Administrator Access Administrator access can be enabled or disabled at any time. For example, you may only want to enable administrator access while away on vacation.



System Administrator List You can add, delete and edit administrators on your system and specify specific access control on a per-users basis.
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Selecting Access Rights After adding or editing an administrator, you will be shown the list of all the features available in Webconfig. In the screenshot, the user guylafleur is given access to the User Manager and Group Manager. Typically, an administrator is also granted access to read-only reports, but this policy is up to you of course.



Date Overview The Date/Time configuration tool allows you to: Select your time zone Synchronize your clock with network time servers Enable/disable a local time server for your network



Installation This feature is part of the core system and installed by default.



Menu You can find this feature in the menu system at the following location:



Configuration Date/Time The system date, time and time zone information is displayed for informational purposes. Please make sure it is accurate since it is not unusual to have computer clocks improperly set on a new installation.



Time Zone It is important to have the correct time zone configured on your system. Some software (notably, mail server software) depends on this information for proper time handling.



NTP Time Server An NTP Time Server is built into ClearOS. Some software may require a local time server, notably: • •



VoIP/PBX systems Advanced Windows Networking



You may also want to add the ClearOS NTP Server to the DHCP Server settings; most DHCP clients will then be automatically configure the NTP server. Copyright © 2010 ClearCenter, Corp.
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Time Synchronization Hitting the



button will synchronize the system's clock with network time servers.



Special thanks to ClearCenter for providing the time servers for all ClearOS systems! • time1.clearsdn.com • time2.clearsdn.com • time3.clearsdn.com • time4.clearsdn.com



Language Overview The Language feature is used to change the language used in Webconfig and other ClearOS modules that support internationalization.



Installation This feature is part of the core system and installed by default.



Menu You can find this feature in the menu system at the following location:



Configuration Keeping this page simple and easy to find is important since you may have to look for it in a foreign language! Simply select your language and click on



Mail Notification Overview Many software modules send out alerts via e-mail. You can configure outbound mail settings to make sure these alerts get to you.



Installation This module is automatically installed when another module requires mail alerts.



Menu You can find this feature in the menu system at the following location:
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Configuration SMTP Host The hostname of the SMTP server to connect to.



Port The port to used to send the initial connection request on. SMTP usually uses port 25.



SSL/TLS Encryption protocol to use when connecting to the host server.



Username A valid username to authenticate to the server.



Password A valid password to authenticate to the server.



Test Relay Once you have configured the mail settings, it is time to ensure e-mails can get through successfully: •



Enter your e-mail address into the Test E-mail box



•



Click on



If a successful connection and authentication (if required) is made, you will receive a notification that the test was successful. If the connection could not be made or if authentication using the settings provided failed, you need to go back and check your settings and then repeat the test.



You should also verify that receipt of the test e-mail that is sent to the address specified, especially in the cases where you are using localhost as the SMTP hostname. You may find the test is successful, but you never receive the test message. In this case, the message could be queued on the local server and unable to deliver - usually because an ISP is blocking SMTP traffic.



Examples Local SMTP Server If you are running a local ClearOS [SMTP Server]] on the same server, you can leave the default in place (for example, port 25 at localhost). Keep in mind, this assumes that your local mail server is either: • •



relaying directly and your ISP does not filter/block SMTP (port 25) traffic relaying through your ISP's SMTP servers Copyright © 2010 ClearCenter, Corp.
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•



configured to relay through an alternative (possibly non-standard port) relay service



Google Mail (Gmail) With a valid Gmail account, one can easily set up the this module to relay through Google's SMTP server. Here is an example for a user with a Gmail account of “ [email protected]” . • • • • •



SMTP Host: smtp.gmail.com Port: 465 SSL/TLS: TLS Username: [email protected] Password: the_password



Shutdown & Restart Overview A tool to shutdown or restart your system.



Installation This feature is part of the core system and installed by default.



Menu You can find this feature in the menu system at the following location:



Configuration In some circumstances, you may want to shutdown or restart your system. Pulling the plug on a system without a proper shutdown can cause file system issues, so please avoid doing so!



Backup & Restore Overview The backup/restore feature lets you take a snapshot of all the configuration files and save them to a separate system for safe keeping. If a ClearOS system needs to be restored, you can re-install the ClearOS system and then restore all the configuration settings from the backup.



Installation This feature is part of the core system and installed by default.
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Menu You can find this feature in the menu system at the following location:



Remote Server Backup and ClearSDN The backup/restore settings tool does not save user data, logs or mailboxes. Use Remote Server Backup to keep your data safe. The remote server backup system is able to backup MySQL databases, mail stores, LDAP, file shares as well as specified files and directories. The solution takes all the complexity out of doing a backup and protects vital data from being lost.



Configuration The backup/restore tool saves all the configuration information available through Webconfig including: • • • •



Usernames and passwords Network configuration Firewall configuration Software configuration (for example, content filter)



If you have installed third party applications on your system, you will need to take extra steps to save configuration data.



Troubleshooting During the restore procedure, the original network settings will be restored, but not activated. Consider this scenario: • • • •



The system settings on a live ClearOS gateway have been saved. Due to a hard disk failure, ClearOS was temporarily replaced with a basic router. ClearOS was re-installed on another server while connected to your LAN. The restore procedure is then used on the newly installed ClearOS system.



The network settings are now in limbo. The restored network configuration is expecting to be connected as a gateway, but the system is temporarily running as a standalone system on your LAN. In this scenario, you will either need to put the system back into its role as a gateway, or, reconfigure the network.



Remote Configuration & Server Backup Overview The remote configuration and server backup/restore service lets you backup configuration and (optionally) data (user files, mail, websites, databases etc.).



Installation This feature is part of the core system and installed by default.



Menu You can find this feature in the menu system at the following location:
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Status Configuration Backup Restore History Advanced Configuration Modes Troubleshooting



RAID Overview This feature is part of the core system and installed by default.



Menu You can find this feature in the menu system at the following location:



Services Overview The Services page provides an overview of services (also known as daemons) installed on your ClearOS system.



Installation This feature is part of the core system and installed by default.



Menu You can find this feature in the menu system at the following location:
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Processes Overview The Processes page provides an overview of processes running on your ClearOS system. Among other uses, you can use this tool to view which processes are consuming the most system resources.



Installation This feature is part of the core system and installed by default.



Menu You can find this feature in the menu system at the following location:



Encrypted File System Overview The encrypted volume module allows the creation of encrypted volumes that can be used to protect confidential data from unauthorized access in the event the server is physically removed from the premise or a portable mass storage device is lost/stolen while in transit. Data is stored in an encrypted format when a volume has not been mounted. Mounting a volume requires the password. With a strong password, gaining access to the decrypted data (for example, usable information) is impossible in the event the volume is unmounted. A volume is unmounted whenever a server is restarted (for example, a shutdown, loss of power etc.) and must be mounted by an administrator having both webconfig access and the volume password.



Installation If you did not select this module to be included during the installation process, you must first install the module.



Menu You can find this feature in the menu system at the following location:



Configuration Adding an Encrypted Volume Any number of encrypted volumes can be created on the server - either on the local hard disk or an external mass storage devices. Volumes created on the local disk reside in parallel with other system/user data. By contrast, volumes created on unmounted devices (for example, a USB attached hard disk) fill the entire physical disk size and formats all data.
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Volume Name A unique name that describes the volume (for example, ArchivedMail, ExternalUSB etc.) Mount Point The location the volume will be accessible. By default, the mount point is created in /mnt/dmcrypt/. Storage Device The physical device location. Size The size (in MB) of the encrypted volume. Keep in mind, encrypted volumes have an encryption overhead approximately equal to 1-5% of the total defined size of the volume. Password and Verify Password The password required to mount the encrypted volume.



Troubleshooting FAQ What if I forget my password? If you forget a volume encryption password, there is absolutely no way to recover the data! How can I auto-mount my encrypted volumes on bootup? This would defeat the purpose of creating an encrypted volume.



Certificate Manager
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Overview SSL certificates are the de-facto standard for encrypting information sent over a network and can also be used to provide authentication, as in the case of SMIME email signature signing. This module provides an administrator with the ability to create a Certificate Authority (CA) which can then be installed as a trusted CA on any operating system, browser or mail client in order to encrypt/decrypt (and/or sign emails) communications between two computers. Creating your own CA and using it to sign certificates is termed “ self-signing” . Self-signing of certificates is as secure as purchasing signed SSL certificates from a Trusted CA like Thawte or Verisign, where prices range from $US 50-300 per year. Self-signing is extremely convenient (and cost effective!) if you are providing access to known users (for example, employees, clients, vendors etc.). It is less convenient than a Trusted CA when dealing with unknown users such as website visitors using a browser to access your online store using HTTPS (HTTP over SSL), since the user will be prompted by their browser to trust the certificate that is presented to them. The SSL Certificate Manager module can also create Certificate Signing Request (CSR) certificates. The contents of a typical CSR certificate are shown below: ss_ssl_csr.png A CSR is an unsigned copy of your certificate which can then be sent to a Trusted CA to be signed. The CSR will be used by the Trusted CA to generate your signed x509 SSL certificate (CRT). The Trusted CA sends back the signed certificate which may look similar to the CSR, but is not. ss_ssl_crt.png Whether your CRT was self-signed or signed by a Trusted CA, it now represents the public part of a public/private key (certificate) pair. The private half of the key (usually ending in .key or -key.pem) was generated automatically during the CSR creation and should never be sent across an untrusted network (for example, the Internet). Unless this key was intended to secure another server, it should not be moved from its directory of origin (/etc/ssl/private).



Installation This module is installed by default and should not be un-installed. SSL certificates are used by the webconfig User Interface.



Configuration Creating a Certificate Authority A Certificate Authority (or CA) is a trusted entity which issues digital certificates for use in cryptography and/or authentication. When dealing with unknown persons, you will probably want to use a commercial CA which is in business to provide a service - verifying an individual or organization is who they say they are, usually by way of a domain name or email address. The SSL Certificate Manager module allows you to create your own CA that one can then use to sign and validate certificates. You can have users download and import this CA to validate certificates presented to them. A common and cost-effective use of a self-signed certificate is the SSL certificate that encrypts communications in the webconfig User Interface. The module will force you to create a CA prior to allowing the creation of certificates requests, signed certificates or PKCS12 files. The form to create the CA is presented when no CA is found on the server (in the /etc/ssl directory) and is shown in a screenshot below. A brief description and suggested defaults is provided in the following sections. ss_ssl_ca_form.png Key Size This is the RSA key length. 1024b (default) is a good compromise between security and speed. Anything below 1024b can theoretically be cracked by brute force techniques. Note, this is the RSA key size and will not impact, for example, the encryption strength of a web browsing session (typically 128b, but could be 40b or 256b) that is dictated by the capabilities/settings of both the client webbrowser and server. Common Name The common name in the certificate authority can be anything. Generally speaking, you will want this Copyright © 2010 ClearCenter, Corp.
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to be descriptive of the purpose of the certificate as a trusted root certificate. An example might be Point Clark Networks Root Certificate Authority. Organization Name Typically the company name or person responsible for the CA. Example - Point Clark Networks Ltd. Organization Unit In larger organizations, the organization unit might be a department within the company, such as IT Department. City The organization's city - for example, Toronto. State/Province The organization's state or province - for example, Ontario or ON. Leave blank if this does not apply. Country The organization's country - for example, Canada. The module will automatically convert the country to the 2-letter ISO-3166 country code. E-mail The e-mail address of the person responsible for the CA within the organization - for example, [email protected].



Creating a Certificate Request or Signed Certificate Once a Certificate Authority has been created on your server, you will see a summary of the CA and any certificates you have created. If you have only just created your CA, you obviously won't have any signed certificates or PKCS12 files and your summary will look similar to the screenshot below. ss_ssl_ca_summary.png Use the form below the three summary tables as illustrated above to create either a certificate request or signed certificate. For those new to SSL and encryption, it may not be immediately obvious as to the difference. Certificate Request The certificate request is a pre-cursor to creating a signed certificate. It represents the public half of the private/public key pair used in RSA encryption. All signed certificates originate from a certificate request. A certificate request does not have an expiry date associated with it, but does have all the other fields associated with a signed certificate (common name, organization name etc.). A certificate request is cannot be used in cryptography and must be signed (usually from a trusted CA for an annual fee) in order to be useful. Signed Certificate As the name implies, this is a public certificate (the public half of the RSA private/key pair) that has been signed (verified) by a Certificate Authority (CA). The CA's service to the certificate holder and to anyone viewing the certificate is as a 3rd party validator as to the authenticity of the certificate owner. For example, if the certificate is to be used on an encrypted website (HTTPS), the CA will take measures to verify the owner of the domain against the certificate request being presented to be signed. A signed certificate has both a not-valid before and non-valid after timestamps that was attached to the certificate when the CA signed the request.



Creating a Certificate Request If you have determined a need for a trusted CA to sign a certificate request, you can use the webconfig UI to generate the key. Select the purpose for the certificate (web/FTP encryption or e-mail signing/encryption) and
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your RSA key size (1024b recommended) and select Use Trusted CA (fees may apply) option from the Signing Authority field. Complete the other fields as they apply (see troubleshooting section below) and click Create. ss_ssl_req.png Notice how the Term field disappears when you selected Use a Trusted CA option - this is by design, since certificate requests do not store expiry dates.



Creating a Signed Certificate Selecting the Self-Sign option will use the CA you created during the initializing of the SSL module to sign a certificate request that is temporarily created during the creation process. In the example below, we sign our own certificate whose intended use will be to sign e-mail originating from “ Joe Developer” at Point Clark Networks. ss_ssl_cert.png Two differences to note from the creation of a certificate request example above. First, there is an additional Term field - this field indicates the expiry date from the date of creation. For convenience, some users may want to set this to 25 years (essentially no expiry), but lesser terms may be desired for some applications. Second, additional fields named Import Password for PKCS12 and Verify Password for PKCS12 are visible. The Personal Information Exchange Syntax Standard (also called PKCS12) file is a convenient format to install certificates onto client machines for use in validating e-mail signatures. The file is protected with a password since the PKCS12 file contains both the private and public keys associated with the SSL signed certificate.



Importing a Signed Certificate from a Trusted CA In order to import a signed certificate from a trusted CA, you first need a Certificate Request. If you haven't made one already follow the steps [#Creating_a_Certificate_Request here]. Certificate requests (also known as unsigned certificates) will be listed in the Unsigned Certificates as shown in the screenshot below. ss_ssl_cert_req.png This request needs to be downloaded and sent (typically via e-mail or a web form) to a Trusted CA. Click on the View link to view the contents of the certificate, including the part a Trusted CA requires. ss_ssl_cert_view.png At this point, you have two options to download the certificate request. First, use the Download link to save the entire PEM file to your local machine. The second option is to simply select the PEM Contents text starting from —–BEGIN CERTIFICATE REQUEST—– and ending (and including) the —–END CERTIFICATE REQUEST—– tag with your mouse, and “ cut-and-paste” this into an e-mail to be sent to a Trusted CA or a web form for submission. Once you receive the signed certificate back from the Trusted CA (a process that make take up to 48 hours), return to the SSL webconfig page, click on View again, and this time, select Import Signed Certificate from the available Actions. A web form will be displayed allowing you to “ paste” the certificate contents. ss_ssl_cert_import.png Once “ copied-and-pasted” into the form, click Save. Your certificate is now imported and ready for use.



Creating, Importing & Installing a Personal Information Exchange Syntax Standard File (PKCS12) The Personal Information Exchange Syntax Standard (or PKCS12) file is an industry standard format for storing or transporting a user's private keys, certificates or other secret information. The PKCS12 file format is used with the SSL module in ClearOS' webconfig to password-protect and relate a private key tied to an e-mail address with a certificate authority in order to sign and/or encrypt e-mail. Creating a PKCS12 File A PCKS12 file is created automatically when a self-signed certificate is created with the Purpose/Use is set to Sign/Encrypt E-mail. See section Creating a Signed Certificate for information related to the fields/settings to create the PKCS12 in parallel with a self-signed certificate. To create a PKCS12 file, you should already have a signed certificate under management with the appropriate e-mail that will match the user's signature (for example, e-mail address). The screenshot below shows one certificate (Joe Developer's) - in addition to the root CA - for the purpose of signing Joe's e-mail ([email protected]). ss_ssl_joe_devel.png To start the PKCS12 creation, click on the View link next to the certificate. Details of the certificate along with several actions which can be executed on the signed certificate will be displayed, similar to below. ss_ssl_view.png If you do not see the Create PKCS12 option, it is because it already exists on the system. Return to the main menu and look under the PKCS12 Files table. Since the certificate already exists, you only need to provide the password and verification that will be used to secure the PKCS12 file. ss_ssl_create_pkcs12.png Clicking on the “ Create” button will create the PKCS12 file using the password supplied and list it for download under the PKCS12 section. See the next sub-section for information on downloading and installing the file to your computer.
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Importing a PKCS12 File Provided you have been successful in creating a PKCS12 file, you should see thees files listed under the PKCS12 Files table. You can delete these files at any time, with the knowledge that the file can be re-created with a new password, if necessary, at any time. Since the PKCS12 file is specific to a user, once provided to the user, there is no need to keep the file on the server, except for purposes of backup. The screenshot below shows the PKCS12 summary, containing one file for Joe Developer. Assuming we are Joe Developer or Joe's IT administrator, we will now go through the steps to import (download) the PKCS12 file and install it. ss_ssl_pkcs12_list.png Click on the Download link next to the PKCS12 you wish to download to your local machine (computer). Depending on your OS and browser, you will see a dialog box similar to the one shown below. ss_ssl_pkcs12_download.png If access is from the machine where the file will be installed, you can choose the “ Open With” which uses the PFXFile binary in Windows. If you will be e-mailing or making the file available to download via alternative ways (for example, FTP), you'll need to “ Save to Disk” to save a copy of the PKCS12 file locally.



Installing on Thunderbird | If you use Mozilla's Thunderbird e-mail client, you need to use the “ Save to File” option and import into the client in a separate step (see below).



Installing a PKCS12 File Examples have been provided for installing PKCS12 files into two of the more popular mail clients, Thunderbird and Outlook/Outlook Express. Thunderbird Before starting, make sure you have downloaded or received your PKCS12 file and saved it to your local machine. If you have not yet done this, see instructions provided in the above sections. Open the Thunderbird mail client and click on Tools –> Account Settings. Click on the Security summary under your account. You should see a form similar to the screenshot provided below. ss_ssl_pkcs12_tb_security.png Click on View Certificates under the Certificates section. Under the Your Certificates tab, click on Import. Use the filemanager dialog pop-up to select the PKCS12 file you saved to your computer earlier. At this point, you may be prompted to created a master password for the security device. Choose a password you can remember but also difficult for anyone to guess. You will need to use this password each time you close and re-open Thunderbird to send a signed or encrypted e-mail. You will then be prompted for the password for the PKCS12 file you are about to import. This is the password that was used during the creation of the PKCS12 using the ClearOS SSL Manager module. You should now see your certificate installed under Your Certificates. ss_ssl_pkcs12_tb_installed.png You're not quite done - note how the Purposes field indicates Issuer Not Trusted. What you did not see happen transparently when installing the PKCS12 file is the import of a trusted CA under the Authorities section. You need to explicitly confirm what purpose Your Certificate can be used for. Click on the Authorities tab and scroll down until you find the Certificate Authority that was used to sign the certificate used to create the PKCS12 file. When you find your CA in the list, click once to highlight it and then click on the Edit button. A pop-up dialog box will be displayed as shown below. ss_ssl_pkcs12_tb_uses.png Place a checkmark in each checkbox, and click OK. Go back to the Your Certificates - you should now see the message Issuer Not Trusted has been replaced with Client, Server, Sign, Encrypt. Close the Certificate Manager dialog window and click on either of the Select buttons in the Digital Signing or Encryption sections. You will be prompted to select a certificate from a dropdown box which will likely just have the one certificate you installed. Select it, and click OK. Close the Account Settings dialog window by clicking OK. Congratulations - you can now sign e-mail and receive encrypted e-mail if senders use your public key to encrypt the message.
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Outlook/Outlook Express Outlook and Outlook Express uses the Windows OS certificate manager to perform message signing and encryption/decryption. The following help section describes how to install a PKCS12 file onto Microsoft's XP platform. Click on Start –> Control Panel and select Internet Options from the menu system. Select the Content. ss_ssl_pkcs12_out_security.png Working in the Certificate dialog box pop-up, select the Personal tab and click on the Import button. An Import Wizard will start up, taking you the process in steps. Click Next to continue. Click on the Browse button and find the PKCS12 file that you saved to your system. Note, you may have to the default filetype from X509 to Personal Information Exchange to see the proper extensions. Click Next to continue. The wizard will then ask you for the password. Enter the password you used in the ClearOS SSL Manager module when creating the PKCS12 file. It's also a good idea to check off both checkboxes for additional security. ss_ssl_pkcs12_out_password.png Keep the default location to store the certificate - Personal Store. Click Next to continue. Click Finish to complete the PKCS12 install. Unlike Thunderbird, Microsoft automatically enabled the uses for the certificate. ss_ssl_pkcs12_out_installed.png Congratulations - you can now sign e-mail with Outlook and receive encrypted communications from people using your public key.



Renewing a Certificate Certificates that have been self-signed by the locally created Certificate Authority can be renewed at any time. Click on the View link, followed by the Renew button under the action options. A form similar to the one below will allow you to select the term to extend the original certificate in addition to re-issuing a new PKCS12 file with password. ss_ssl_renew.png When renewing a certificate that was not self-signed, a new certificate request will be created which can then be sent to a Trusted CA for signing and subsequent import.



Troubleshooting There are really only two fields in the certificate generation process that can get you into trouble - Common Name and Email. These fields are explained below in relation to the two typical applications of SSL certificates (web and email).



Web/FTP Common Name Field Typically, this field would be the e-mail address of the web master or some alias referring back to support. Example Website URL: https://secure.clearcenter.com/portal/ Common Name = secure.clearcenter.com E-mail = [email protected]



E-mail Signing/Encryption Common Name The common name is typically the full name of the individual. E-mail Field This field must match exactly the e-mail address of the sender who intends to include a signed signature and/or receive encrypted communications. Example E-mail Address of Sender: [email protected] Common Name = Joe Developer E-mail = [email protected]



Links •



OpenSSL Copyright © 2010 ClearCenter, Corp.
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• •



Public Key Cryptography CA Cert



Reports To give insights into the internals of the software and services on ClearOS, several reports are available.



Command Line Connecting to the Secure Shell You can use SSH (Secure Shell) to access the command line on a ClearOS system.



Linux and MacOS Linux and MacOS X already have SSH clients installed by default. On Mac, the terminal program can be found under the Utilities folder in Applications. Open up a terminal window and type:



ssh [email protected] Change 192.168.1.1 to the IP address of your ClearOS system. Type in your system password and you will find yourself at the ClearOS command prompt.



Windows For Windows users, you can download the free Putty SSH tool for remote shell / command line access. After you start up the software: •



type in the IP address or hostname into the host name field



• •



click on type in root at the login prompt and then your system password



You will find yourself at the ClearOS command prompt.



Connecting Externally to Your Server via SSH You can open up external access to your server by allowing incoming SSH (port 22) in .



Select SSH under Standard Services and click
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Because SSH is a common management port, you should enable the Intrusion Detection and Prevention modules to protect this port if you open it up on the outside.



Secure Copy Part of the capabilities of the SSH protocol is the ability securely transfer data to and from the server. This is commonly called secure copy or SCP. This can be done using command line on Mac and Linux. In Windows, a graphical program called WinSCP is free and useful for performing these tasks. You can also use Fugu on Mac as a graphical frontend for SCP. SCP works similarly to the CP (copy) program in POSIX systems. For example, if you wanted to copy a file to the server you could type the following:



scp test.txt [email protected]:/var/ This would copy the file test.txt to the /var directory of the server named server.example.com using root as the username. For more information, visit this link.



Links • • •



Putty WinSCP - Secure Copy scp man page



Network Notation On several ClearOS configuration screens, you will see places to configure network settings. What does this mean? Using special notation, you can specify a whole range of IP addresses (for example, a network). There are two parts to “ network notation” : the first part contains the first IP address in the network range; the second part contains the subnet mask (for example, the size of the network). There are two common ways to write the subnet mask. Unfortunately, both ways are something that only computer engineers enjoy. Let's go through an example. The ClearOS mail server will only send out mail coming from a trusted network – you don't want anyone on the Internet using your mail server and all your bandwidth! In our example, all of the machines on our LAN use IP addresses with 192.168.1.x IP addresses. The subnet mask for these 256 IP addresses can be specified with either /24 or 255.255.255.0. The full network notation ends up looking like: • •



192.168.1.0/24, or 192.168.1.0/255.255.255.0



By the way, the first and last addresses (192.168.1.0 and 192.168.1.255 in our example) are reserved and cannot be used. We really only have 254 usable IP addresses in our case.



Copyright © 2010 ClearCenter, Corp.
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Summary The table below is a list of common netmasks. Netmask



IPs



Example Usable Range



/8 – 255.0.0.0



16777214



192.168.1.1 - 192.255.255.254



/16 – 255.255.0.0



65534



192.168.1.1 - 192.168.255.254



/24 – 255.255.255.0



254



192.168.1.1 - 192.168.1.254



/25 – 255.255.255.128



126



192.168.1.1 - 192.168.1.126



/26 – 255.2



62



192.168.1.1 - 192.168.1.62



/27 – 255.255.255.224



30



192.168.1.1 - 192.168.1.30



/28 – 255.255.255.240



14



192.168.1.1 - 192.168.1.14



/29 – 255.255.255.248



6



192.168.1.1 - 192.168.1.6



/30 – 255.255.255.252



2



192.168.1.1 - 192.168.1.2



55.255.192
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