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Short Description
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Description


CCNA2 Quiz 1 1. Where should a crossover UTP cable be used? (Choose 2) A. To connect two PCs together directly. B. To connect a router to an Ethernet switch. C. To connect a PC to an Ethernet switch. D. To make a console connection to a router. E. To connect two routers together using their Ethernet ports. F. To connect the serial port of a router to a switch.



2. Which of these actions will the default gateway router of an Ethernet network do when it receives a frame addressed to another network? (Choose 2) A. Check that the destination MAC address is its own MAC address. B. Check that the destination MAC address is the correct address for the destination host. C. Remove the frame header and trailer. D. Encapsulate the frame with a new packet header. E. Check that the destination IP address is its own IP address. 3. Which addresses are unchanged throughout the journey of a packet across several networks? (Choose 2) A. Destination MAC address B. Source MAC address C. Destination IP address D. Source IP address 4. What must a router do before it can look up a route in its routing table? A. Remove the packet header to decapsulate the layer 3 addresses. B. Perform a logical AND using the destination IP address and the subnet mask. C. Perform a logical AND using the source IP address and the destination IP address. D. Perform a logical AND using the source IP address and the subnet mask. E. Convert the IP addresses from decimal to binary. 5. Which is an advantage of dynamic routing over static routing? A. Less bandwidth is used by the routing process. B. The administrator has greater control over security. C. Routers will adjust routes automatically if there are topology changes. D. The routers need less processing power. 6. Where might static routing be preferred to dynamic routing? (Choose 2) A. In a small star topology where there is only one possible route to each destination. B. In a topology where several possible routes exist and changes are likely. C. In a small group of networks where bandwidth is an issue and its use must be restricted. D. In a group of networks where the routers are modern and powerful. 7. Where does a router store its IOS in the long term? A. RAM B. ROM C. NVRAM D. Flash memory



8. Where does a router store its configuration file in the long term? A. RAM B. ROM C. NVRAM D. Flash memory 9. Where does a router store its routing table? A. RAM B. ROM C. NVRAM D. Flash memory 10. Where does a router store its POST instructions? A. RAM B. ROM C. NVRAM D. Flash memory 11. Where does a router store a limited version of an IOS for emergency use? A. RAM B. ROM C. NVRAM D. Flash memory 12. Which statements are true about Cisco IOS and the router boot process? (Choose 2) A. Modern routers load the IOS into RAM during the boot process, and run the IOS from RAM during normal operation. B. A router can be configured to load its IOS from a TFTP server during the boot process. C. The IOS is always stored in Flash memory and loaded from there. D. A complete copy of the IOS is held in ROM and can be loaded from there. E. A backup copy of the IOS is often held in NVRAM in case the main file is lost. 13. If there is no startup configuration file in NVRAM, where will a router try to find a configuration on startup. A. Flash memory B. TFTP server C. Neighbouring router D. Hard disk of console PC E. ROM 14. What will cause a router to enter setup mode? (Choose 2) A. The administrator enters the setup command from privileged exec mode after the router has started up. B. The administrator enters the enable command from user exec mode after the router has started up. C. The administrator uses the Ctrl + c hotkey combination as the router is starting up. D. The router locates a configuration file on a local TFTP server during the boot process. E. The router will enter setup mode automatically if no configuration file can be found. F. No configuration file was loaded and the administrator responded yes when prompted to enter setup. 15. Which is true of setup mode? A. It is the quickest way to give a router a complete configuration.



B. C. D. E.



It is the most widely used method of configuring a router. It is not widely used by network administrators. It can be used to give a router a basic configuration. It provides a graphical web based interface for configuration.



16. What will a router do next on start-up after it has loaded its bootstrap routine? A. Look for an IOS and load it. B. Look for a configuration and load it. C. Run the POST D. Prompt the user to enter setup mode 17. If the router has not loaded a configuration file and the administrator chooses not to enter setup mode, how can the router get a configuration? A. The router starts in user exec mode. The administrator can go to privileged exec mode, then global configuration mode, and type in the configuration one command at a time. B. The router starts in user exec mode. The administrator will need to know the enable secret in order to get to privileged exec mode, then goes to global configuration mode, and will then type in the configuration. C. The router starts in user exec mode. The administrator can go to privileged exec mode, then paste in a previously saved configuration from a text file. D. The router starts in user exec mode. The administrator can go to privileged exec mode, then global configuration mode, and transfer in a text configuration file using Hyperterminal. E. The administrator will not know the default login or enable passwords and will have to carry out a password recovery before gaining access and typing in the configuration commands. 18. What must be done before a router can be accessed via Telnet? (Choose 2) A. Configure an IP address on the relevant network interface and bring it up. B. Configure an IP address on at least one vty line. C. Configure a password on the relevant network interface and give the login command. D. Configure a password on at least one vty line and give the login command. E. Configure a password on the console line and give the login command.



19. What information does a router use when selecting a route for a packet? A. B. C. D. E. F.



The host part of the source IP address. The network part of the source IP address. The host part of the destination IP address. The network part of the destination IP address. The source MAC address. The destination MAC address.



20. When do you need to configure a clock rate on a router interface? A. When the interface is a serial DTE interface. B. When the interface is a serial DCE interface. C. When the interface is connected to a service provider’s CSU/DSU. D. When the interface is not using the default HDLC layer 2 protocol. 21. What will a router do after it has chosen the best route for a packet and identified the exit interface? A. Change the destination MAC address in the frame header to the address of the next hop router. B. Change the destination IP address in the packet header to the address of the next hop router. C. Encapsulate the packet in a new frame with a new source MAC address and destination MAC address. D. Encapsulate the packet in a new frame of the type required on the next hop.



22. At which OSI layer(s) does a router operate? A. Layers 1, 2 and 3, though it is normally regarded as a layer 3 device because its specialist routing function is at layer 3. B. Layers 1, 2 and 3, though it is normally regarded as a layer 2 device because it is able to split up collision domains. C. Layers 1, 2 and 3, though it is normally regarded as a layer 1 device because it is able to put signals on different types of medium. D. Layer 3 because its function is routing, which occurs at layer 3. Other devices manage all the functions at other layers. E. Layer 4 because routing depends mainly on port numbers. 23. A router has a route to network 192.168.4.0/24 as shown.



How did it learn the route? A. From its interface configuration. B. The route was entered by an administrator. C. From another router. D. Default configured by ISP. 24. A router has a route to network 192.168.4.0/24 as shown.



An administrator configures a static route to 192.168.4.0/24, using the default administrative distance. What will happen? A. The new route will be added to the routing table and both routes to 192.168.4.0/24 will be used equally. B. The new route will be added to the routing table and the existing route will be removed. C. The new route will be added to the routing table and the existing route will be kept in the table but not used. D. There will be a conflict and neither route will be used. 25. A router has a route to network 192.168.4.0/24 as shown.



What is the number 120 given in the brackets [120/1] for the route to 192.168.4.0/24? (Choose 2) A. The administrative distance. B. An indication of which route should be preferred where the router has learned routes to the same network using different routing protocols. C. The metric. D. The number of hops to the destination. E. The speed of the link to the destination. 26. Which command would you give to check the configuration register settings? A. Show running-config B. Show startup-config C. Show flash



D. Show version 27. A router has a route to network 192.168.1.0/24 as shown.



A packet arrives on interface Serial0/0/0 addressed to 192.168.1.56. When the router encapsulates the packet in a new frame, what address information will it put in the new frame? A. The MAC address of the host with IP address 192.168.1.56 as the destination and its own Fa0/0 MAC address as the source. B. The MAC address of the next hop router as the destination and its own Fa0/0 MAC address as the source. C. The MAC address corresponding to IP address 192.168.2.2 as the destination and its own Fa0/0 MAC address as the source. D. The MAC address of the host with IP address 192.168.1.56 as the destination and the MAC address corresponding IP address 192.168.2.2 as the source.



28. Which two commands do you have to give in order to make any interface operate? (Choose 2) A. B. C. D.



Description No shutdown Ip address Clock rate



29. What will happen if you do not configure a password on the console line? A. It will not be possible to access the router via the console line. B. The default console password of cisco will be used. C. It is possible to access the router via the console line without a password. D. The enable password will be used instead of a line password. 30. What is the routing metric used for? A. If a router learns more than one route to the same destination and the routes have the same administrative distance then the route with the lowest routing metric will be used. B. If a router learns more than one route to the same destination and the routes have the same administrative distance then the route with the highest routing metric will be used. C. If a router learns more than one route to the same destination and the routes have different administrative distances then the route with the lowest routing metric will be used. D. If a router learns more than one route to the same destination and the routes have different administrative distances then the route with the highest routing metric will be used. 31. How can a router split up broadcast domains? A. It forwards all broadcasts to the nearest switch. B. It converts all broadcasts to unicast messages before forwarding them C. It drops broadcast messages by default. D. It drops all messages where the destination network is not in its routing table.



32. What output would you expect from show interface serial 0/0 if the administrator forgot to give the no shutdown command? A. Serial0/0 is up, line protocol is up B. Serial0/0 is down, line protocol is down C. Serial0/0 is up, line protocol is down D. Serial0/0 is administratively down, line protocol is down E. Serial0/0 is down, line protocol is up



33. What output would you expect from show interface serial 0/0 if the serial cable is faulty? A. Serial0/0 is up, line protocol is up B. Serial0/0 is down, line protocol is down C. Serial0/0 is up, line protocol is down D. Serial0/0 is administratively down, line protocol is down E. Serial0/0 is down, line protocol is up



34. What output would you expect from show interface serial 0/0 if the serial cable has been connected the wrong way round? A. Serial0/0 is up, line protocol is up B. Serial0/0 is down, line protocol is down C. Serial0/0 is up, line protocol is down D. Serial0/0 is administratively down, line protocol is down E. Serial0/0 is down, line protocol is up



35. What output would you expect from show interface serial 0/0 if the serial interface on the router at the other end has not been configured? A. Serial0/0 is up, line protocol is up B. Serial0/0 is down, line protocol is down C. Serial0/0 is up, line protocol is down D. Serial0/0 is administratively down, line protocol is down E. Serial0/0 is down, line protocol is up



36. What output would you never expect from show interface serial 0/0? A. B. C. D. E.



Serial0/0 is up, line protocol is up Serial0/0 is down, line protocol is down Serial0/0 is up, line protocol is down Serial0/0 is administratively down, line protocol is down Serial0/0 is down, line protocol is up



37. When configuring a static route over a point to point link, why is it better to give the exit interface rather than the next hop IP address? A. Devices on a point to point link do not have IP addresses. B. The MAC address of the next hop router can be found more quickly. C. There is less processing because the router only needs to check the routing table once. D. There is less processing because the router does not need to check the routing table. 38. When is it better to configure a static route by giving a next hop address rather than an exit interface? A. When the next hop is on a multi-access network B. When the next hop is on a WAN link running the PPP protocol C. When the next hop is on a WAN link running the HDLC protocol D. When the next hop is on a serial cable and the router is at the DCE end. 39. What is recursive lookup? A. The router has to check through the routing table more than once in order to find a route to a destination. B. The router makes use of every entry in the routing table before finding a route to a network. C. The router checks the routing table repeatedly but does not find a route to a network. D. The router checks the routing table but does not find the destination network, so it uses the default route.



40. What type of route has an administrative distance of 1 by default? A. A default route B. A static route C. A RIP route D. A directly connected route 41. A route in the routing table is marked with *. What kind of route is this? A. A default route B. A static route C. A dynamic route D. A directly connected route 42. What command could you give in order to find the model of a directly connected Cisco router? A. Show ip route B. Show ip neighbors C. Show cdp neighbors D. Show ip interface detail 43. The RIP routing protocol has found a route to network 192.168.7.0/24 through serial 0/0 but there is also a static route to the same network through serial 0/1. Which route will be preferred and placed in the routing table? A. The RIP route through serial 0/0 B. The static route through serial 0/1 C. Both routes will appear. D. Neither route will appear because there is a contradiction. 44. The RIP routing protocol has found a route to network 192.168.7.0/24 through serial 0/0 but there is also a static route to the same network through serial 0/1. At first the static route appears in the routing table, but later the RIP route appears instead. What is most likely to have happened? A. The static route has timed out. B. The RIP route has been refreshed. C. A link on the static route has gone down. D. The metric has been recalculated.



45. What information can you find from show controllers serial 0/1 that you would not find from show interfaces serial 0/1? A. The IP address of the interface B. Whether the line is up or down C. Whether the protocol is up or down D. The type of cable used on the link 46. Router A has a serial link to Router B. Router B has been configured with a clock rate of 64000. The cable has been connected with the DTE end connected to Router B. Which of the following would you expect? A. The line protocol will be down and the link will not work. B. Router A will display a prompt asking for the clock rate to be configured. C. The show controllers command on router A will output “V.35 DCE cable, No clockrate” D. The show controllers command on router B will output “No V.35 DCE cable”



47. Which configuration commands would enable the 195.18.1.0 network to communicate over the Internet?



A. A(config)#ip route 195.18.1.0 255.255.255.0 serial 0/0 ISP(config)#ip route 0.0.0.0 0.0.0.0 serial 0/0 B. A(config)#ip route 0.0.0.0 0.0.0.0 serial 0/0 ISP(config)#ip route 195.18.1.0 255.255.255.0 serial 0/0 C. A(config)#ip route 0.0.0.0 0.0.0.0 195.18.2.2 ISP(config)#ip route 195.18.1.0 255.255.255.0 195.18.2.1 D. A(config)#ip route 195.18.1.0 255.255.255.0 195.18.2.1 ISP(config)#ip route 0.0.0.0 0.0.0.0 195.18.2.2



48. Which would be the preferred command to give the 192.168.3.0 network a static route to the 192.168.5.0 network?



A. B. C. D.



A(config)#ip route 192.168.5.0 255.255.255.0 Fa 0/0 A(config)#ip route 192.168.5.0 255.255.255.0 Fa 0/1 A(config)#ip route 192.168.5.0 255.255.255.0 192.168.4.1 A(config)#ip route 192.168.5.0 255.255.255.0 192.168.4.2



49. Routing has been configured as in the previous question. A host on network 192.168.3.0 pings a host on the 192.168.5.0 network, but the ping is unsuccessful. The routers can ping each other, and the hosts can both ping their local routers. Which is a possible cause of the problem? A. Router A does not have a route to 192.168.4.0. B. Router B does not have a route to 192.168.4.0. C. Router B does not have a route to 192.168.3.0. D. Router B does not have a route to 192.168.5.0. 50. Which address would best summarize networks 172.30.0.0/24 and 172.30.1.0/24? A. 172.30.0.0/22 B. 172.30.0.0/23 C. 172.30.0.0/24 D. 172.30.0.0/25 51. Which address would best summarize networks 172.30.4.0/24, 172.30.5.0/24, 172.30.6.0/24 and 172.30.7.0/24? A. 172.30.0.0/22 B. 172.30.0.0/23 C. 172.30.4.0/22 D. 172.30.4.0/23



52. Which address would best summarize networks 192.168.3.0/28, 192.168.3.16/28, 192.168.3.32/28 and 192.168.3.48/28? A. 192.168.3.0/26 B. 192.168.3.0/27 C. 192.168.3.0/28 D. 192.168.3.0/29 53. What is the purpose of a CSU/DSU device? A. It converts signals from the form required by the router to the form required on the service provider’s network and vice versa. B. It converts digital signals from the phone line to the analogue signals used by the router. C. It allows a router to put a clocking signal on a synchronous serial line. D. It provides a table of routes to destinations on the Internet. 54. Which command will show the IP addresses of interfaces and whether they are up or down but without showing statistics of packets sent and received? A. Show interfaces B. Show ip interfaces C. Show ip interface brief D. Show controllers



55. What command would you give in order to display the following information? C C R R A. B. C. D.



192.168.2.0/24 is directly connected, Ethernet0/0 192.168.5.0/24 is directly connected, Serial0/0 192.168.3.0/24 [120/1] via 192.168.5.1, 00:00:03, Serial0/0 192.168.6.0/24 [120/2] via 192.168.5.1, 00:00:12, Serial 0/0 RouterA# show ip route RouterA# show ip interfaces RouterA# show routing table RouterA# show RIP routing



56. What does the letter C signify at the start of an entry in the routing table? A. B. C. D.



The route to the network was discovered using RIP The network was discovered using CSPF The network is directly connected The route to the network is closed



57. What is a static route? A. A route that does not often change with time B. A route that is manually configured by an administrator C. A route to a destination on a LAN D. A route that can be used if all other routes are unavailable



58. Which of the following are advantages of static routing over dynamic routing? (Choose 2) A. B. C. D.



It automatically adapts to changed network topologies It does not make demands on the processing power of the router It is more secure because it does not reveal so much information about the network It does not have to be configured again manually if links are removed



59. Static routes are often created to stub networks. What is a stub network? A. B. C. D.



A network that is accessible only by one path A network with a bus topology A network owned by one organisation A network that is not fully switched



60. Which of the following are correct ways of configuring a static route? (Choose 2) A. B. C. D.



Router (config)# static route 192.168.7.0 255.255.255.0 s0/1 Router (config)# static route 192.168.7.0 255.255.255.0 192.168.4.1 Router (config)# ip route 192.168.7.0 255.255.255.0 s0/1 Router (config)# ip route 192.168.7.0 255.255.255.0 192.168.4.1



61. What is the default administrative distance of a static route? A. B. C. D. E. F. G.



0 1 5 20 90 100 120



62. A static route is to be set up as a backup route to be used only if other routes are unavailable. How could this be done? A. Use the backup modifier command when setting the static route B. Use the outgoing interface and not the next hop address C. Set the administrative distance to 0 D. Set the administrative distance to 255 63. What are the two main functions of a router? (Choose 2) A. Path selection B. Building an ARP table C. Packet switching D. Keeping a table of host names



64. Where does the router find the destination address that it needs in order to select the best path? A. B. C. D. E.



In the frame header In the frame trailer In the packet header In the segment header In the data header



65. The show ip route command gives the following output. C 192.168.2.0/24 is directly connected, Ethernet0/0 C 192.168.5.0/24 is directly connected, Serial0/0 C 192.168.1.0/24 is directly connected, Serial0/1 R 192.168.3.0/24 [120/1] via 192.168.5.1, 00:00:03, Serial0/0 R 192.168.6.0/24 [120/2] via 192.168.5.1, 00:00:12, Serial 0/0 S 192.168.4.0/24 [1/0] via 192.168.2.1 S* 0.0.0.0/0 is directly connected, Serial0/1 What routing table look-ups will be performed if a packet is addressed to 192.168.4.7? A. Match with 192.168.4.0/24, then match with 192.168.2.0/24, exit by Ethernet 0/0 B. Match with 192.168.4.0/24, then match with default route, exit by Serial0/1 C. Match with 192.168.4.0/24, exit by Serial0/0 D. Match with 0.0.0.0/0, exit by Serial0/1



66. Which of the following are distance vector routing protocols? (Choose 2) A. RIP. B. OSPF C. IS-IS D. BGP. E. EIGRP. F. EGP 67. Which routing protocol can be used only on Cisco routers? A. RIP. B. OSPF C. IS-IS D. BGP. E. EIGRP. F. EGP 68. Which routing protocols can support VLSM? (Choose all that apply) A. RIP v1 B. RIP v2 C. OSPF D. IS-IS E. IGRP F. EIGRP. 69. How often does RIP v2 send out periodic routing updates? A. Every 30 seconds B. Every 60 seconds C. Every 90 seconds D. Every 120 seconds 70. Which are characteristics of a typical distance vector routing protocol? (Choose 2) A. Slow to converge B. Fast to converge C. Sends most of routing table in an update D. Sends only latest changes in an update 71. What information does a distance vector routing protocol have about the group of networks where the protocol is running? A. It builds up a picture of all routers and links in the group of networks. B. It knows only about its directly connected neighbours. C. It knows which routers a packet must pass through to reach the destination networks that it has discovered. D. It knows which port to use to reach destination networks and a measure of the distance to each network.



72. The routers are running RIP v2.



Router D sends an update to Router B with the information that the link to network 202.13.4.0 is down. Which of the following is true? A. Router B will include the information in its updates to routers A, C and D. B. Router B will include the information in its updates to routers A and D. C. Router B will include the information in its updates to routers A and C. D. Router B will not include the information in its updates.



73. A router is running RIP v1. What regular routing updates will it send? A. B. C. D.



A broadcast of its full routing table to its immediate neighbors. A broadcast of its full routing table to all RIP routers in the network group. Unicast messages of its full routing table to known neighbours. Limited updates containing only information about recent changes, broadcast to all routers. E. Limited updates containing only information about recent changes, directed to routers that need the information.



74. If RIP v1 and EIGRP were both running on the networks in the diagram, why would they choose different routes for forwarding a packet from A to D?



A. Because they have different administrative distances. B. Because RIP uses hop count as its metric and EIGRP uses a metric where bandwidth is important in the calculation. C. Because RIP learns only about one path and EIGRP learns about alternative paths. D. Because RIP v1 is classful and EIGRP is classless. 75. What happens to the routing table when a router is switched off? A. The information is saved in flash memory.



B. The information is automatically saved in NVRAM. C. There will be a prompt to remind the administrator to save the information to NVRAM. D. The information is lost.



76. What is a triggered update? A. A regular timed update, triggered by the update timer. B. An update sent in response to some change in the network topology, in addition to the regular updates. C. An update of the type sent by link-state routing protocols, but not by distance vector routing protocols. D. An update sent in response to a request from a neighbour router.



77. What is the purpose of triggered updates in RIP? A. B. C. D.



They help to reduce use of bandwidth. They help to speed up convergence. They help routers to select more efficient routes. They ensure that updates are sent only to the right destinations.



78. When a router is switched on after some down time, what routes will appear in the routing table before it receives any updates from neighbours? A. All the routes from the old routing table that were saved before the router was switched off. B. No routes will appear until an update is received. C. A directly connected route will appear for the network attached to each router interface. D. A route will appear for each network connected to an active interface with an IP address configured, and for any configured static routes.



79. All routers are using RIP. Router B’s routing table shows a path to network 202.23.4.0 with a hop count of 1. Router B sends a routing update to Router C. What happens to the hop count for network 202.23.4.0?



202.23.4.1



A. B. C. D. E.



It is shown in Router C’s routing table just as it was in Router B’s. It is decremented by 1 and shown in Router C’s routing table. It is incremented by 1 and shown in Router C’s routing table. Router C will ignore it and calculate its own hop count. Router C will not show the route to 202.23.4.0 in its routing table.



80. Router C has learned a RIP route to 202.23.4.0 from router B. Router C now sends an update to router B. What happens?



A. Under the split horizon rule, router C will not include the route to 202.23.4.0 in its update. B. Router C will include the route to 202.23.4.0 in its update, but decrease the hop count by 1. C. Router B will wait until its holddown timer expires before accepting the information in the update from C. D. Router B will ignore the information about the route, but pass it on unchanged to router A.



81. Why is the RIP update timer altered by a small random time whenever it is reset? A. To reduce the use of bandwidth by sending fewer updates. B. To reduce the risk of congestion and collisions if several routers start up at the same time and send updates. C. To speed up convergence. D. To ensure that routers that are already operating have a chance to send their updates first.



82. What metric does RIP use to indicate a route that has become invalid? A. B. C. D. E.



0 15 16 99 100



83. Both RIP and EIGRP are enabled on all routers. A route to 202.23.4.0 is shown in Router A’s routing table. Using default settings, will it be the route discovered by RIP or the route discovered by EIGRP? A. RIP because it has a greater administrative distance than EIGRP B. RIP because it has a smaller administrative distance than EIGRP C. EIGRP because it has a greater administrative distance than RIP D. EIGRP because it has a smaller administrative distance than RIP



84. When is a distance vector network said to be converged? A. B. C. D.



When all routers have identical routing tables When all routers have consistent routing tables When all links and devices are fully functional When routing updates are being exchanged



85. What makes EIGRP unlike a typical distance vector routing protocol? (Choose 2) A. B. C. D.



It is fast to converge. It broadcasts its complete routing table to neighbours. It sends information about changes, but not complete routing tables. It uses more bandwidth.



86. Which of the following are mechanisms used by distance vector routing protocols to avoid routing loops? (Choose all that apply.) A. Count to infinity B. Route poisoning C. Administrative distance D. Split horizon E. Update timer F. Holddown timer



87. Router B is running RIP. It uses route poisoning to alert other routers that the link to 192.168.2.0 has gone down. What does it do? A. It leaves 192.168.2.0 out of its next update. B. It advertises the route to 192.168.2.0 with a metric of 16. C. It advertises the route to 192.168.2.0 with an administrative distance of 255. D. It advertises an alternative route with a larger hop count to 192.168.2.0.



88. What will EIGRP do if its best calculated route to a destination passes through 16 routers? A. It will detect that the route is invalid. B. It will install the route in its routing table because EIGRP does not use hop count as a metric or set a limit of 16 hops. C. It will advertise the route to its neighbours with a hop count of 17. D. EIGRP does not use hop count as a metric and therefore it will not detect this route.



89. Why is fast convergence a desirable characteristic of a routing protocol? A. B. C. D.



Routers will not forward packets until the network is converged. Converged networks provide shorter and more efficient routes. Routers may have incorrect information in their routing tables if the network is not yet converged. Once the network is converged, the routers will no longer need to send routing updates.



90. What would happen to a packet caught in a routing loop if all the distance vector mechanisms for avoiding such loops failed? A. It would loop endlessly, taking up bandwidth on the networks. B. Eventually the TTL field in its packet header would fall to 0 and the packet would be dropped. C. Eventually the packet would reach the edge of the autonomous system and be dropped. D. A router receiving the packet for a second time would automatically drop it.



91. Which routing algorithm does EIGRP use? A. B. C. D.



Bellman-Ford DUAL Dijkstra Shortest Path First



92. How can you identify an EIGRP route in a routing table? A. B. C. D.



It is marked with E It is marked with D It is marked with R It is marked with I



93. Why might RIP be preferred to EIGRP for a small network with simple topology? A. RIP uses less bandwidth B. RIP is less prone to routing loops C. RIP has a more efficient routing metric D. RIP has a more efficient routing algorithm E. RIP is simple to configure and administer



94. What is the name given to the feature of RIP that limits the valid metric to 15 and helps to avoid routing loops? A. Count to infinity B. Route poisoning C. Administrative distance D. Split horizon E. Update timer F. Holddown timer



95. The routers are using RIP and network 202.23.4.0 has just been connected to router A. How is router D most likely to become aware of a route to 202.23.4.0?



A. B. C. D.



Through a regular broadcast update from A. Through a triggered update from A. Through a regular broadcast update from C. Through a triggered update from C.



96. Router B has a route that it learned from A in its routing table. The latest update from A does not include the route. What does Router B do? A. Immediately removes the route from its routing table and informs other routers. B. Does nothing until it receives notification that the route is back up. C. Sets a hold-down timer and waits for it to expire before marking the route as down D. Sends a message back to the source of the information asking for confirmation



97. Router B has a route that it learned from A in its routing table. Router A is no longer including this route in updates. How long will it be by default before Router B removes the route from its routing table? A. 60 seconds – it waits for two updates to come. B. 180 seconds – it waits for the holddown timer to expire. C. 180 seconds – it waits for the invalid timer to expire. D. 240 seconds – it waits for the flush timer to expire 98. Where would RIP v2 be a better choice than RIP v1? (Choose 2) A. On a large hierarchical network. B. Where authentication is needed. C. Where fast convergence is needed. D. Where different sized subnets have been used. 99. An administrator displays the routing table and finds that it includes the following information: 192.168.1.0/24 [120/3] via 203.13.3.2, 00:00:10, serial 0/0 What routing protocol is being used, assuming that all values are defaults? A. RIP B. IGRP C. OSPF D. EIGRP E. BGP 100.Router B has received an update suggesting that the route to 192.168.9.0 is down. It has set a holddown timer on the route. What event will cause the holddown timer to be removed? A. An update arrives containing a new route to 192.168.9.0 with a greater metric. B. An update arrives containing a new route to 192.168.9.0 with a smaller metric. C. An update arrives and the route to 192.168.9.0 is not included. D. A packet arrives addressed to a host on the 192.168.9.0 network. 101.Which RIP timer expires and causes a route to be given a metric of 16? A. Update timer B. Holddown timer C. Invalid timer



D. Flush timer Diagram 1



102.Refer to diagram 1. Which set of commands should you use to configure RIP on router B to advertise all attached networks. A. RouterB(config)# router rip RouterB(config)# network 192.168.2.0 RouterB(config)# network 192.168.4.0 RouterB(config)# network 203.13.3.0 B. RouterB(config)# router rip RouterB(config-router)# network 192.168.2.0 RouterB(config-router)# network 192.168.4.0 RouterB(config-router)# network 203.13.3.0 C. RouterB(config)# router rip RouterB(config-router)# network 192.168.2.0 255.255.255.0 RouterB(config-router)# network 192.168.4.0 255.255.255.0 RouterB(config-router)# network 203.13.3.0 255.255.255.0 D. RouterB# config router rip RouterB(config-router)# network 192.168.2.0 RouterB(config-router)# network 192.168.4.0 RouterB(config-router)# network 203.13.3.0



103.Refer to diagram 1. Router D sends an update to Router B with the information that the link to network 202.13.4.0 is down. Which of the following is true? A. Router B will include the information in its updates to routers A, C and D. B. Router B will include the information in its updates to routers A and D. C. Router B will include the information in its updates to routers A and C. D. Router B will not include the information in its updates. 104.Refer to diagram 1 All routers are using RIP. Router B’s routing table shows a path to network 202.23.4.0 with a hop count of 1. Router B sends a routing update to Router C. What happens to the hop count for network 202.23.4.0? A. It is shown in Router C’s routing table just as it was in Router B’s. B. It is decremented by 1 and shown in Router C’s routing table. C. It is incremented by 1 and shown in Router C’s routing table. D. Router C will ignore it and calculate its own hop count.



E. Router C will not show the route to 202.23.4.0 in its routing table. 105.Refer to diagram 1. RIP is used as the routing protocol on all routers. A packet is sent from network 192.168.1.0 to network 202.13.4.0. Will the packet pass through router C? A. No. There is a path with a lower hop count that avoids router C. B. Perhaps. RIP will perform load balancing among all available routes. C. Perhaps. It depends on the bandwidths of the serial links. D. Yes. Router C is part of the autonomous system. 106.Refer to diagram 1. RIP is used on all routers. The route to network 202.13.4.0 goes down. How will Router D show this in its routing updates? A. It will set the hop count to 255 B. It will set the hop count to 15 C. It will set the hop count to 16 D. It will set the administrative distance to 255 E. It will leave the network out of its next routing update



107.An administrator gives the commands: RouterA(config)# router rip RouterA(config-router)# no network 192.168.1.0 What is the effect of these commands? A. Router A will no longer run RIP B. Router A will not accept packets from network 192.168.1.0 C. The connection to 192.168.1.0 will be administratively down D. Router A will not advertise network 192.168.1.0 in its routing updates



108.An administrator wants to disable RIP routing before enabling EIGRP. Which command will disable RIP? A. RouterA(config)# no router rip B. RouterA# no debug rip C. RouterA(config)# disable router rip D. RouterA(config)# router rip end E. RouterA(config)# router rip shutdown



109.What command would you give to display the contents of the routing table? A. RouterA# show routing table B. RouterA# show routes C. RouterA# show ip route D. RouterA(config)# show routing table E. RouterA(config)# show routes F. RouterA(config)# show ip route 110.An administrator displays the routing table and finds that it includes the following information: 192.168.1.0/24 [120/3] via 203.13.3.2, 00:00:10, serial 0/0 When is the next routing update due, assuming that all default values are used? A. In 10 seconds B. In 20 seconds C. In 30 seconds D. In 50 seconds E. In 80 seconds



F. In 90 seconds



111.Which commands could you use to find the administrative distance of the routing protocol and when the last update was received or when the next is due? (Choose 2) A. RouterA# show ip route B. RouterA(config)# show ip route C. RouterA# show ip protocols D. RouterA(config)# show ip protocols E. RouterA# show routing updates F. RouterA(config)# show routing updates G. RouterA# router rip H. RouterA(config)# router rip



112.What command should you give in order to configure a static route to network 192.168.4.0 via a nexthop router with interface 192.168.2.1? A. Router(config)# ip static 192.168.4.0 255.255.255.0 192.168.2.1 B. Router(config)# ip route 192.168.4.0 255.255.255.0 192.168.2.1 C. Router(config)# ip static route 192.168.4.0 255.255.255.0 192.168.2.1 D. Router(config)# static route 192.168.4.0 255.255.255.0 192.168.2.1 E. Router(config-router)# ip 192.168.4.0 255.255.255.0 192.168.2.1



113.What command should you give in order to configure a default route via a next-hop router with interface 192.168.4.1? A. Router(config)# ip static 0.0.0.0 255.255.255.255 192.168.4.1 B. Router(config)# ip route 0.0.0.0 0.0.0.0 192.168.4.1 C. Router(config)# ip static route 0.0.0.0 255.255.255.255 192.168.4.1 D. Router(config)# static route 0.0.0.0 0.0.0.0 192.168.4.1 E. Router(config-router)# ip 0.0.0.0 0.0.0.0 192.168.4.1



114.Which statements are true about the command debug ip rip? (Choose 3) A. B. C. D. E. F. G.



It is entered in global configuration mode It is entered in router configuration mode It is entered in privileged exec mode It shows routing updates as they are sent and received It shows updates that are received, but not those that are sent It should be left on at all times so that you can check the working of RIP It should be switched off after use to conserve resources



115.RIP discovers four routes to a destination network, and all of them have the same number of hops. What will the router do with packets addressed to that network? A. Drop them B. Send them all by the fastest route C. Send them all by the route that was discovered first D. Use load balancing, sending packets by each route in turn E. Use load balancing, but send more packets on the faster routes F. Split each packet into four and send the pieces by different routes



Diagram 2 172.16.3.0/24



A



B 10.10.10.0/30



172.16.2.0/24



116.See Diagram 2. The two routers are running RIP v1. What will router A advertise to router B? A. 172.16.2.0 and 172.16.3.0 B. 172.16.2.0 C. 172.16.0.0 D. 172.0.0.0 117.See Diagram 2. Which address should you NOT use when addressing the LANs connected to Router B? A. 172.16.4.0/24 B. 172.17.3.0/24 C. 172.31.255.0/24 D. 192.168.1.0/24 E. 192.168.128.0/24 118.See Diagram 2. Which is the correct way of configuring Router A to use RIP v1? A. A(config)# router rip A(config-router)# network 172.16.2.0 A(config-router)# network 172.16.3.0 A(config-router)# network 10.10.10.0 B. A(config)# router rip A(config-router)# network 172.16.0.0 A(config-router)# network 10.0.0.0 C. A(config)# router rip A(config-router)# network 172.16.2.0 A(config-router)# network 172.16.3.0 D. A(config)# router rip A(config-router)# network 172.16.0.0 A(config-router)# network 10.10.0.0 119.A router has network 192.168.5.0 connected to interface FastEthernet 0/0. How could you stop routing updates from being sent through interface FastEthernet 0/0 while still including 192.168.5.0 in updates? A. A(config)#no router rip B. A(config)#int fa 0/0 A(config-if)#no router rip C. A(config)#router rip A(config-router)#no network 192.168.5.0 D. A(config)# router rip A(config-router)#passive interface fa0/0 E. A(config)# router rip A(config-router)#no interface fa0/0 120.Which command will let you watch RIP updates being sent and received? A. show ip route B. show ip protocols C. show ip updates D. debug rip E. debug ip rip F. debug rip updates



121.A routing table includes the following line. What is the meaning of the 4 in [120/4]? A. B. C. D.



R 192.168.1.0/24 [120/4] via 192.168.4.1, 00:00:20, Serial0/0 It is the routing metric. It is the administrative distance. It is the time in seconds since the last routing update. It is a way of writing the subnet mask.



122.Which routing algorithm does RIP v1 use? A. B. C. D.



DUAL Shortest path first Bellman-Ford Dijkstra



123.Where would RIP v1 would be a suitable choice of routing protocol? A. On networks where use of bandwidth is a major issue. B. On small networks where all subnets use the same subnet mask. C. On large hierarchical networks where subnetting is not used. D. On small networks where VLSM is used to subnet a class C network. 124.Which statement is true of RIP v1? A. RIP v1 is one of the oldest routing protocols and is now no longer used. B. RIP v1 can only be used on networks containing fewer than 15 routers. C. RIP v1 needs routers with fast processors and plenty of RAM. D. RIP v1 does not send subnet mask information in its routing updates. E. RIP v1 is preferred for efficient networks because it used little bandwidth, F. RIP v 1 converges more quickly than other routing protocols.



125.An administrator is configuring RIP v1 and enters the commands network 172.16.4.0 and network 172.16.5.0 by mistake instead of network 172.16.0.0. What will appear in the configuration when the administrator gives the show run command? A. The network command will not be shown because the router will reject the command. B. The configuration will show network 172.16.4.0 and network 172.16.5.0 but these networks will not be included in updates. C. The configuration will show network 172.16.4.0 because the router will summarize using /25 to include both networks. D. The configuration will show network 172.16.0.0 because the router will summarize to the class boundary. E. The configuration will show network 172.0.0.0 because the router will summarize to the first octet.



126.A group of networks with 6 routers are connected to an ISP by a single link from a gateway router. What is the preferred way of routing across the link? A. Configure RIP v1 between the gateway router and the ISP. B. Configure a static route on the gateway router to the ISP address. The ISP will have a static route back to the gateway router. C. Configure a default route to the ISP on every router. The ISP will have a static route back to each network. D. Configure a default route to the ISP on the gateway router and use the default information originate command to propagate the route. The ISP will have a summarized static route back to the group of networks. E. Configure a default route to the ISP on the gateway router and configure a static route to the ISP on the other routers. The ISP will have a default route back to the gateway router.



127.Which command will show whether a router is sending RIP v1 or RIP v2 updates and whether any interfaces have been configured as passive? A. Show ip route B. Show ip protocols C. Show ip rip D. Show version E. Debug ip rip



128.How are RIP routing updates sent? A. B. C. D.



They are layer 3 messages and are encapsulated directly into frames. They are encapsulated into TCP segments. They are encapsulated into UDP segments. They are encapsulated into SNMP segments.



129.What is the default setting of the RIP update timer? A. B. C. D. E.



30 seconds 60 seconds 120 seconds 180 seconds 240 seconds



130.What is the default setting of the RIP invalid timer? A. B. C. D. E.



30 seconds 60 seconds 120 seconds 180 seconds 240 seconds



131.What is the default setting of the RIP flush timer? A. B. C. D. E.



30 seconds 60 seconds 120 seconds 180 seconds 240 seconds



132.What is a name for routing protocols that support VLSM and CIDR? A. B. C. D.



Interior routing protocols Exterior routing protocols Distance vector routing protocols Classless routing protocols



133.Which subnet mask would produce a subnet with up to 30 host addresses? A. B. C. D. E.



255.255.255.192 255.255.255.224 255.255.255.240 255.255.255.248 255.255.255.252



134.The class C networks 200.2.0.0/24, 200.2.1.0/24, 200.2.2.0/24 and 200.2.3.0/24 are summarized as 200.2.0.0/22. What name is given to 200.2.0.0/22?



A. B. C. D.



Subnet Supernet Default route Groupnet



135.192.168.1.0 is subnetted with subnet mask /28. Which of the following is a subnet address? A. 192.168.1.38 B. 192.168.1.60 C. 192.168.1.100 D. 192.168.1.140 E. 192.168.1.176



136.192.168.1.0 is subnetted with subnet mask /27. Which of the following is a broadcast address? A. 192.168.1.33 B. 192.168.1.59 C. 192.168.1.95 D. 192.168.1.129 E. 192.168.1.158



137.172.16.0.0/16 is subnetted with subnet mask /22. Which of the following is a broadcast address? A. 172.16.12.255 B. 172.16.21.255 C. 172.16.38.255 D. 172.16.47.255 E. 172.16.53.255 138.A point-to-point link has been given the subnet 192.168.7.240/28. How many host addresses are wasted? A. 4 B. 12 C. 28 D. 44 E. 60



139.Is there anything wrong with this addressing scheme? 192.168.1.0/26



192.168.1.160/27 192.168.1.220/30



192.168.1.64/26 A. B. C. D. E. F.



192.168.1.224/30



192.168.1.192/27



192.168.1.128/27



No. VLSM has been used and the scheme is all right. Yes. A router should have all the subnets with the same subnet mask. Yes. 192.168.1.160 is not a valid subnet address. Yes. There is an overlap between 192.168.1.220/30 and 192.168.1.224/30 Yes. There is an overlap between 192.168.1.220/30 and 192.168.1.192/27 Yes. There is an overlap between 192.168.1.160/27 and 192.168.1.192/27



140.How many host addresses are available on a subnet with the subnet mask 255.255.255.224? A. B. C. D. E.



2 6 14 30 62



141.How many host addresses are available on a subnet with the subnet mask /28? A. B. C. D. E.



2 6 14 30 62



142.The routers are running RIPv1. Router B sends an update containing information about 192.168.4.0. What subnet mask will router A apply to this network?



A 192.168.3.64/27



A. B. C. D. E.



/16 /23 /24 /25 /27



192.168.3.192/27



B



192.168.3.128/27



192.168.4.0/27



192.168.3.224/27



143.What address could be used to summarise all the class B private addresses? A. B. C. D. E.



172.16.0.0/12 172.16.0.0/14 172.16.0.0/16 172.16.0.0/18 172.16.0.0/20



144.A network has 50 hosts. What subnet mask would give a subnet with as few as possible unused addresses? A. 255.255.255.0 B. 255.255.255.128 C. 255.255.255.192 D. 255.255.255.224 E. 255.255.255.240 F. 255.255.255.248 145.Which is an advantage of CIDR? A. Allows administrators to use classful routing protocols. B. Allows routers to have smaller routing tables. C. Allows administrators to create subnets. D. Allows hosts to share public IP addresses.



146.What measures have been taken to allow us to continue to use IP v4 in spite of the diminishing supply of addresses? (Choose 2) A. CIDR and VLSM were introduced. B. Private addresses and NAT were introduced. C. Longer addresses were introduced. D. Exterior routing protocols were introduced. 147.The diagram shows an example of:



10.10.12.0/24



10.10.14.0/24 172.20.10.0/24



10.10.13.0/24 A. B. C. D.



10.10.15.0/24



Use of VLSM Use of automatic summarisation Discontiguous subnets Overlapping networks



148.A summary route in a routing table is given as 180.32.0.0/13. Which range of addresses will match this summary? A. 180.32.0.0 to 180.32.255.255 B. 180.32.0.0 to 180.33.255.255 C. 180.32.0.0 to 180.35.255.255 D. 180.32.0.0 to 180.39.255.255 E. 180.32.0.0 to 180.63.255.255



149.Which of the following would be suitable as the missing subnet address if 20 host addresses are required?



192.168.3.0/27



192.168.3.32/27 192.168.3.124/30



192.168.3.192/26 A. B. C. D. E.



192.168.3.96/27 192.168.3.128/27 192.168.3.164/27 192.168.3.176/27 192.168.3.224/27



192.168.3.184/30



?



192.168.3.64/27
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